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ABSTRACT 

Hill cipher is a classical cipher which is based on linear algebra. In this method, 
matrices and matrix multiplication have been used to combine the plaintext. 

Heuristic search is a search techniques. The methods of HS are: (GA, SE, EP, 
MA, TS). Genetic algorithms are one of Heuristic search, it is search techniques 
which is used natural selection. GAs select optimal solution through three 
operations, they are : selection, crossover and mutation. The parameters are kept in 
memory and the best values of fitness have been selected to represent next 
generation. 

Memetic Algorithm is one of Heuristic search , a memetic algorithm is an 
extension of the traditional genetic algorithm. It uses a local search technique 
to reduce the likelihood of the convergence, to reach the best solution.  

This paper focuses on using MA and GA to find optimal solution to 
cryptanalyse Hill cipher. Then comparing two methods of crossover to see which 
one has best solution, and comparing between GA and MA to see which one has best 
solution. 

MATLAB is used as M-FILE.Theresults ofcryptanalysis cleared as following:-    
1- Without genetic algorithms: The number of correct letters for the key was 1 out of 

9.  
2- Using genetic algorithms: two methods are used, and they have been compared of 

crossover, they are single and multi- crossover points randomly. After (250) 
generation, the number of correct letters was 4 out of 9 when single crossover 
point is used. The number of correct letters was 8 out of 9 when multi crossover 
point are used. So multi crossover point have best solution. Genetic algorithms 
are applied successfully. 

3- Using Memetic Algorithms. After (100) generation, the number of correct letters 
was 8 out of 9. So MA is better than Genetic algorithms. 

4- the number of correct letter was 9 out of 9 when the MA is used. 
 
Keywords: Hill cipher, Memetic Algorithm, Genetic Algorithms, Cryptanalyse,    
                     Key Search, single & multi crossover point. 
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 باستخدام Hillمقارنة بین نقاط التزاوج المفردة والمتعددة لتحلیل شفرة 
  المیمیائیة والجینیة: خوارزمیات البحث العشوائي

  
  الخالصة

ف ي ھ ذه الطریق ة، ت م . حیث تستند على الجبر الخطي) كالسیكیة(شفرة ھیل ھي شفرة تقلیدیة 
  .استخدام ضرب المصفوفات لتكوین النص المشفر

الخوارزمی  ات الجینی  ة، : (ط  رق البح  ث االس  تالئي ھ  ي . س  تدالئي ھ  ي طریق  ة بح  ثالبح  ث اال
). خوارزمی   ات االنص   ھار والتبری   د، البرمج   ة التطویری   ة، الخوارزمی   ة المیمیائی   ة، بح   ث الت   ابو

تقنی ات بح ث حی ث تس تخدم االنتق اء احدى ط رق البح ث االس تدالئي، ھ ي الخوارزمیات الجینیة ھي 
، ) االختی ار(االنتق اء : ت الجینیة تختار الح ل االمث ل م ن خ الل ث الث عملی ات الخوارزمیا. الطبیعي

  .امیترات تحفظ في الذاكرة ویتم اختیار افضل قیمة للفتنس لتمثل بالجیل القادمالبار. التزاوج والطفرة
. التقلیدی   ة الجینی   ة خوارزمی   ةلل امت   دادوھ   ي ، ھ   ي ط   رق البح   ث االس   تدالئي MAخوارزمی  ة 

  .للوصول الى الحل االمثل التقارب احتماالت من یقلل ىتإل المحلي البحث نیةتق ویستخدم
الیج  اد الح  ل    memeticوخوارزمی  ة  ھ  ذا البح  ث عل  ى اس  تخدام الخوارزمی  ات الجینی  ةیرك  ز 

. ث  م مقارن  ة ط  ریقتین لعملی  ة الت  زاوج لرؤی  ة ایھم  ا یمتل  ك الح  ل االفض  ل. Hillاالمث  ل لتحلی  ل ش  فرة 
  .ومالحظة اي منھما لھا افضل الحلول MAو GAمیة ومقارنة بین خوارز
  :ایليمالنتائج ، اوضحت M-Fileاستخدم الماتالب كـ 

 9م  ن اص  ل  1ع  دد الح  روف الص  حیحة للمفت  اح ك  ان : ب  دون اس  تخدام الخوارزمی  ات الجینی  ة -1
  .حروف

ة ط  الت  زاوج، وھ  ي النق نق  اط اس  تخدمت ط  ریقتین وقورن  ت: باس  تخدام الخوارزمی  ات الجینی  ة -2
جی  ل ع  دد الح  روف  250بع  د . عش  وائیاً ) نقطت  ي ت  زاوج(ف  ردة للت  زاوج والنق  اط المتع  ددة الم

ع دد الح روف الص حیحة . عن د اس تخدام النقط ة المف ردة للت زاوج 9م ن اص ل  4الصحیحة كان 
ل ذا الح ل االفض ل عن د اس تخدام الت  زاوج .  عن دما  اس تخدم النق اط المتع  ددة 9م ن اص ل  8ك ان 

 .ارزمیات الجینیة بنجاحطبقت الخو. المتعدد
جی ل ع دد  100اس تخدمت طریق ة النق اط المزدوج ة، بع د :  Memetic Algorithmباستخدام  -3

وقورن  ت م  ع الخوارزمی  ة الجینی  ة حی  ث اوض  حت .  9م  ن اص  ل  8الح  روف الص  حیحة ك  ان 
جی  ل بینم  ا اعط  ت  100اعط  ت نف  س النت  ائج لع  دد م  ن االجی  ال  MAالنت  ائج ان الخوارزمی  ة 

 .جیل 250ة الجینیة بعد الخوارزمی
جیل عندما استخدمت خوارزمی ة  150حروف بعد  9من اصل  9كان عدد الحروف الصحیحة  -4

MA. 
 

یة، الخوارزمیة الجینیة، تحلیل الش فرة، المفت اح، شفرة الھیل، الخوارزمیة المیمیائ :المرشدةالكلمات 
 .نقاط التزاوج المفردة والمزدوجة

  
 
 
  
  
  

 

PDF created with pdfFactory Pro trial version www.pdffactory.com

http://www.pdffactory.com
http://www.pdffactory.com


Eng.&Tech.Journal,Vol. 31 ,Part (B),No.4 , 2013     A Comparison between Single and Multi-  
                                                                                 Crossover Points to Break Hill Cipher  

                                                                                 Using Heuristic Search: MA & GA 
 

01`2 

492 
 

INTRODUCTION 
ryptography means hidden and secrecy in writing. The aim of cryptography 
to render a message incomprehensible to an unauthorized reader[1]. 
Cryptanalysis a set of rules which are in turn intended to make that 

unauthorized decryption more difficult (encryption security)[1].  Plaintext is the 
message that will be encrypted[2]. 

There are many papers that have been published about  hill cipher, but these 
papers have not used genetic algorithms. 

In 2007 A.Mahapatra & R. Dash presented data encryption and decryption by 
Using hill cipher technique and self Repetitive matrix[3].  

In 2008 B. Acharya, D. Jena, S. Kumar Patra , & G. Panda, presented  
Invertible, Involutory and Permutation Matrix Generation Methods for Hill Cipher 
System[4]. 

In 2009 M. Toorani, & A. Falahati presented A Secure Variant of the Hill 
Cipher, that overcomes all the security drawbacks of the Hill cipher. The proposed 
scheme includes an encryption algorithm that is a variant of the Affine Hill cipher 
for which asecure cryptographic protocol is introduced[5]. 

In this paper two methods of crossover are used, and then comparing with them 
to see which one has the best solution. The two methods are: single crossover point, 
and multi crossover point.  

Two algorithms are used Genetic and Memetic Algorthim, and comparing 
between them. 
 
 HILL CIPHER 

Hill cipher is a classical cipher which is based on linear algebra. In this method, 
matrices and matrix multiplication have been used to combine the plaintext. 

This cipher was invented in 1929 by Laster S. Hill . Let m be a positive integer. 
The idea is to take m linear combinations of the m alphabetic characters in one 
plaintext element, thus producing the m alphabetic characters in one ciphertext 
element. 

For example, if m=3, the plaintext element is written as x=(x1, x2, x3) and a 
ciphertext element as y=(y1, y2,y3). Here, y1 would be a linear combination of x1, x2, 
and x3, as would y2 and y3. as shown below[1,2,6-8]: 

 
















=

333231

232221

131211

).3,2,1()3,2,1(

kkk

kkk

kkk

xxxyyy  

 
Where x1…. xm are plaintext, k=(kij) is a key to encrypt or decrypt text, and 

y1….ym are ciphertext. The matrix must be square (m*m).   
The plaintext is X, which X is : 
algorithmsarequitegeneraldefinitionsofarithmeticprocesses 
The Key cipher is   r r f v s v c c t 

C
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Table 1 shows the number of each alphabetic letters[8-10]. 
Now, to encrypt plaintext, the key is following: 
 
















=

1922
211821
51717

k  

 
Plaintext= x =(algorithmsarequitegeneral definitionsofarit hmeticprocesses). 

Equation (1) represents the encryption process. 
 

E=k . x   mod 26                                    …….(1) 
 
Where k is a key, x is a plaintext, and E is a ciphertext. 
The message is broken into blocks, each block must be 3 letters.  and then 
multiplying each block with key[2]. 
alg=k.(0 11 6) mod 26   =J , rit=k.(17 8 19) mod 26   =M, and so on. 
Then , the ciphertext is 
    
JMGVOGIXUBHVYMELWABDHTAQYFAACNFCYDWGLUMAQVFFK
BNOQFSKYQWWW 

To decrypt ciphertext, equation (2) shows the decryption process. 
 

D=X-1 . K                        …….(2) 
 

Where k is a key , x is the inverse ciphertext, and D is a decipher. 
 
GENETIC ALGORITHMS 

The Genetic Algorithm (GA) is a stochastic optimization strategy. It derives its 
behavior from a nature selection, and works by the creation a population of 
individuals represented by chromosomes.  The individuals in the population then go 
through a process of  evolution"[11]. 

Figure (1) shows the structure of a simple genetic  algorithm. Genetic algorithms 
work on populations of individuals instead of single solutions. In this way the search 
is performed in a parallel manner. 

At the beginning of the computation a number of individuals (the population) are 
randomly initialized. The objective function is then evaluated for these individuals. 
The first/initial generation is produced. 

If the optimization criteria are not met with the creation of a new generation 
starts. Individuals are selected according to their fitness for the production of 
offspring. 

Parents are recombined to produce offspring. All offsprings will be mutated with 
a certain probability. The fitness of the offspring is then computed. The offsprings 
are inserted into the population replacing the parents, producing a new generation. 
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In practice, the genetic model of computation can be implemented by having 
arrays of bits or characters to represent the chromosomes. Simple bit manipulation 
operations allow the implementation of selection, crossover,  and mutation[11,12]. 

When the genetic algorithm is implemented it is usually done in a manner that 
involves the following cycle: Evaluate the fitness of all of the individuals in the 
population. Create a new population by performing operations such as crossover, 
fitness-proportionate reproduction and mutation on the individuals whose fitness has 
just been measured. Discard the old population and iterate using the new 
population[11]. 

One iteration of this loop is referred to as a generation. There is no theoretical 
reason for this as an implementation model. Indeed, behavior in populations in 
nature is not found as a whole, but it is a convenient implementation model[10-12]. 

The first generation (generation 0) of this process operates on a population of 
randomly generated individuals. From there on, the genetic operations, in concert 
with the fitness measure, operate to improve the population[9-13]. 
 
 PROPOSED ALGORITHM OF GA 
t=0; 
initialize population P(t); 
evaluate P(t); 
until (done)  
t=t+1; 
parent selection P(t); 
crossover P(t) 

1- single point crossover 
2- multi point crossover 

 
mutate P(t); 
swapping between position randomly 
evaluate P(t); 
survive P(t); 
 
MEMETIC ALGORITHM 

The genetic algorithm is a global search, this is not well suited to find optimal 
solution[14]. 

The memetic algorithms can be viewed as a marriage between a population-based 
global technique and a local search made by each of the individuals. They are a 
special kind of genetic algorithms with a local hill climbing. Like genetic algorithms, 
memetic Algorithms are a population-based approach. They have shown that they 
are orders of magnitude faster than traditional genetic Algorithms for some problem 
domains[15].In a memetic algorithm the population is initialized at random or using 
a heuristic. Then, each individual makes local search to improve its fitness.To form 
a new population for the next generation, higher quality individuals are selected. The 
selection phase is identical inform to that used in the classical genetic algorithm 
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selection phase. Once two parents have been selected, their chromosomes are 
combined and the classical operators of crossover are applied to generate new 
individuals. The latter are enhanced using a local search technique. The role of local 
search in memetic algorithms is to locate the local optimum more efficiently then the 
genetic algorithm[15].  

 
THE ALGORITHM OF MA[16] 
t=0; 
set of population P(t), max_gen, gen=0; 
cross_rate=0.2,mut_rate=0.2; 
initialize population 
evaluate P(t); 
until (done)  
t=t+1; 
parent selection P(t); 
crossover P(t) 
  multi point crossover 
mutate P(t); 

swapping between                        position randomly 
evaluate P(t); 
apply local search 
survive P(t); 
applying final local search to best offspring 

 
 

FITNESS MEASURE 
The technique used to compare candidate keys is to compare uni-gram statistics 

of the decrypted message with those of the language (which are assumed 
known)[13].  

 

{ } +
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where SF and SDF denote the relative frequencies of single characters  and 

digrams in the English language (respectively), and DF and DDF denote the relative 
frequencies of single characters and digrams in the message decrypted using key. 
Varying  α and  β allows the weighing in favour of either the single character 
frequencies of the di-gram frequencies[13]. 
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USING GENETIC ALGORITHMS TO ATTACK A HILL CIPHER 
In the first phase, an initial population, describing representatives of the potential 

solution, is created to initiate the search process. The elements of the population are 
encoded into bit-strings, called chromosomes[17] . 

Another process is a selection. It  is supposed to be able to compare each 
individual (chromosomes) in the population. Selection is done by using a fitness 
function. 

After selection, two methods have been used to apply crossover. They are single 
point and two points crossover, to see which else has optimal solution. 
1-Single point crossover 

The traditional genetic algorithm uses single point crossover, where the two 
mating chromosomes are cut once at corresponding points and the sections after the 
cuts exchanged. Here, a cross-site or crossover point is selected randomly along the 
length of the mated strings and bits next to the cross-sites are exchanged. If 
appropriate site is chosen, better children can be obtained by combining good 
parents else it severely hampers string quality[ 12,17-19]. 
2- Two point crossover 

In two-point crossover, two crossover points are chosen and the contents 
between these points are exchanged between two mated parents,  as shown in Figure 
(2) [12,17-19].  

After crossover, some keys are subjected to mutation. Mutation prevents the 
algorithm to be trapped in a local minimum. The mutation operation is used in this 
cipher. randomly select two elements in the child  and swap those elements as shows 
in Figure (3) [12,17-19].  

 
USING MEMETIC  ALGORITHMS TO ATTACK A HILL CIPHER 

For the memetic algorithm, the population size was set to 20; the probabilities for 
crossover and mutation were both 0.2 for all the test problems because it was the 
best configuration found empirically for the memetic algorithm. Stochastic selection 
is used.multi crossover is used to reproducing child. A marriage between a 
population-based global and local search is used to reproducing a new 
generation[16].   
 
RESULTS 

The attack to hill cipher was implemented for population size 20, different 
numbers of generations and mutation rate 0.2.  
1- Using Genetic Algorithm. 

Figure (4) shows the single point crossover process. It shows the relation 
between the number of correct letters and different number of generations for 
population 20. It is clear that the number of correct letters is 4 out  of  9 after 250 
generation when the population size 20. This solution is not enough.  

Figure (5) shows the two point crossover process. It shows the relation between 
number of correct letters and different number of generations for population 20. It is 
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clear that the number of correct letters is 8 out  of  9 after 250 generation when the 
population size 20.  

Figure (6) shows the elapsed time between the number of correct letters and 
different number of generations for population 20. It is clear that the elapsed time is 
increased when the number of generations increase for two point crossover. 
2- Using Memetic Algorithm 

Figure 7 shows the two point crossover process. It shows the relation between 
number of correct letters and different number of generations for population 20. It is 
clear that the number of correct letters is 8 out  of  9 after 100 generation when the 
population size 20, and 9 out of 9 after 150 generation. 

Figure (8) shows a comparistion between GA and MA. It is clear that the MA is 
better than GA to find a good sloution. 
 
COMPARISION RESULTS  
The true key is:             
  R R F V S V C C T 

Table (2) shows decryption ciphertext without genetic algorithm.  It is clear 
that the number of correct letter is 1 out off 9.  

Table (3) shows decryption ciphertext with genetic algorithms using two point 
crossover. It is clear that the number of correct letter is 8 out off  9. 

Table (4) shows decryption ciphertext with memetic algorithm using two point 
crossover. It is clear that the number of correct letter is 9 out off  9. 

     

The best key is:       
















TCC
VSV
FUR

 

 
CONCLUSIONS 

In this paper memetic and genetic algorithms, were implemented successfully to 
break a hill cipher. 

This work has used single letters frequency. Using different number of 
generations, and population 20 . the text length is 59 letters and mutation rate is 0.2. 
key size is 9 letters. 

The algorithms were implemented using the MATLAB program. Different 
parameters were tested such as the number of population and the time required 
finishing the algorithm for different number of generations. 

Two algorithms are used to see which one has a best key.  
 Using Genetic Akgorithms: The best number of correct letters was 4 out of  9 
letters after 250. generation for single point crossover. When Multi points crossover 
is used, the number of correct letters was 8 out of  9, after 250 generation.  
Using Memetic Algorithm: The best number of correct letters was 9 out of  9 
letters after 100 generation for multi (two) point crossover which represent the best 
solution. 
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So memetic algorithms gives best solution.  
The algorithms were run in MATLAB for the processor 2.70 GHz and RAM 

512MB. 
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Table (1) numbers of each alphabetic letters. 
a b c  d E F g h i  j k l m 
0 1 2  3 4  5  6 7 8 9 10 11  12  
n o p q  R S t u v w x y z 
13 14 15 16 17  18  19 20 21 22 23 24 25 

 
 
 

Table (2)  Number of correct letters  Without using Gas. 
population  Keys  Number of correct letters 

1 
2 
3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 

HIEFBCDGA 
BFAHGIEDC 
BCEHIFGDA 
GCEDFAHIB 
CGBFEDHIA 
AECBFGHDI 
FDHAEGBCI 
HEGFIACBD 
CDEBFHIGA 
DBFEGAHIC 
HHFBRDSSB 
FFRRBDTUR 

UGGYTREWY 
FHHHDTTRR 
VTFHRETTT 
BAEWTRETO 
HTREWQIUY 
REERIITURE 
KJUYTTEWQ 
ACTRVAAUT 

0  
0  
0  
0  
0  
0  
0  
0  
0  
1  
1  
0  
0  
0  
1  
0  
0  
1  
0  
1  
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Table (3)Number of correct letters after 250 generation for two 

point crossover using GA. 
population Keys  Number of correct letters  

1 
2 
3 
4 
5 
6 
7 
8 
9 

10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 

HHFBRDSSB 
TUTRVVCCT 
ACTRVVFUT 
HEGFIACBD 
FRRHDTFHA 
RUFVSVCCT 
HHFBRDSSB 
RRFFIVCCT 
REER IITURE 
RRFFIACCT 
KJUYTTEWQ 
RFFHGIVCC 
AECBFGHDI 
RRFFIVCCA 

UGGYTREWY 
RRRTVVCCT 
HTREWQIUY 
RRFTVCVCT 
RRFFIVCCT 
GCEDFAHIB 

1  
4  
2  
1  
1  
8  
1  
7  
1  
6  
0  
4  
0  
6  
0  
5  
0  
7  
7  
0  

 
Table (4) Number of correct letters after 100 generation  

for twopoint crossover Using MA. 
 

Population Keys  Number of correct letter  

1 
2 
3 
4 
5 
6 
7 
8 
9 
10 
11 
12 
13 
14 
15 
16 
17 
18 
19 
20 

RUTRSVCCA 
RRFFIVCCT 
RUFVSVCCT 
RRFFIVCCT 
RRFFIACCT 
RFFHGIVCC 
RRFFIVCCA 
RRRTVVCCT 
RRFTVCVCT 
RRFFIVCCT 
RRFFIVCCA 
RRFVSVCCT 
RRFFIVCCT 
RRRTVVCCT 
RRFVSVCCU 
RRFVSVCCU 
RRFFIVCCA 
RRFFIVCCT 
RRFFIVCCA 
RRFVSVCCT 

4 
7  
8  
7  
6  
4  
6  
5  
7  
7  
7 
9 
7 
5 
8 
8 
6 
7 
6 
9  
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Figure (1) Cycle Of Gas. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure (2) Applying Crossover. 
 
 
 
 
 
 
 

 
 
 
 
 
 

Figure (3) Applying Mutation. 
 

 
Parent 1: GCE DFA HIB 

  
 

   

Parent 2: DBF EGA HIC 
 
 

Child1: HIC DFA DBF 
Child 2: HIB EGA GCE 

 

Parent 1: HIC DFA DBF 
  
 

   

Parent 2: HIB EGA  GCE 

 
Child 1: HIB DFA GBF 
Child 2: HIC EGA DCE 
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Figure (4) Single point crossover, pop. 20, No.of correct letters 
& diffrenet No.  of  generations. 
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Figure (5) Two point crossover, pop. 20, no. of correct letters 

& diffrenet no. of generations. 
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Figure (6)  Elapsed time between no. of correct letters 

& different no. of generation. 
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Figure (7) Two point crossover, population 20, number of correct letters 

and diffrenet number of generations using MA. 
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Figure (8) A comparistion between GA and MA. 
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