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Electronic mail or Email is the most heavily used network based service. Jt

is also the only distributed application that is widely used across all

architectures and vendor platform.

With the explosive growing reliance on electronic mail for every

! conceivable purpose. there is a growing demand for authentication and integrity
services.

The Email is based on two essential message (ransfer protocols that
transfer messages from user to user(s) through the Email system components.
These protocols are Simple Mail Transfer Protocol (SMTP), and Post Office
Protocol (POP3). The former protocol has no built-in security features, while
E the latter has weak built-in security ‘featurcs, which make them under many

security threats.

This work presents the development of a secure email system (called
Emailsec) that supports Email protocols with built-in security capabilities,
which are authentication and integrity capabilities.

These capabilities can be achieved by applying a new proposed
authentication protocol within  these  Email protocols.  [he proposed
authentication protocol is based on two different authentication services, which
are Two-Way Challenge-Response authentication service. and One-Time
Password authentication service. These two services are based on two of the
most secure hashing functions, which are Message Digest version 5 (MID3).
and Secure Hashing Algorithm (SHA-1).

The proposed Email system will be more secure than svstems that depend

_only on ca'}f{}_mg!'ﬂpi_l}f algorithins, since Lhe attacker should analvze and break
PDF created with pdfFactory trial version www.pdffactory.com



http://www.pdffactory.com

