A oINS

oab s e Jual¥ 5B e A siie 4y e Gy 2a olid) Al s slaial AUS)
pa padd gl Ay ) SN LT o Al 5 peallS B T g At Ay e £ iy
o ple i llanll 038 US e Lmane g Lo saiy)h Bl o3 215§ il s3]
Colgadl e el g LWV (he € Had |3 ge sy dadaal) Ll Judad ble dasadl it
S 23 laalaly Aalall lians oS Lans ) e Ll 1 e ) A il AL 3 Ayan,l
sUAl A4 k) JLaS 3 ) peall (e W)l 8 Gl ek aodiid sl s Liay) e O
L oe gl 5 peall sl L3 sl o e Sl L Can Aala gl 5 Akl peall s il
e Agad )l gall e dale T ey Lt 1ol gessa e u L Yl 8 il
[0l O BVE il (3 el LAY GLESY Ris Ay sk i 3 Canall 138 3 iy gl
059 Wl 3 bl ol s (et Gl e 55 B i) AL Al ) e
2 O SV G 8 Sl A Ras e JIB W) Gl i sde By geall A 49l
‘JJL}.LM L_ucﬁjmm‘yU_ﬂ|¢l_h¥|wuicm)ubdhuu¢ua))@1usmw

‘;:_NI ol 8 AV oYl ! A gde daab Gelas oreliie 4y 000 0 5 ¢ BAY) d Canyeal
15 ) pall Cilas gy (ha @ybutcjmdﬁmuﬁcujlmu)m1m)ulcwcm(h
[y | A8y Gy o (S uaall Baa Sy Gl el S ga g e (e UK a 3
| Slsie Jals ddac ) (e S aladiel NS (e aad 3l Lgilla ulad e iy sl asalaal) 08
| Joal ol (e diie 508 ALl ddee SIa3 of T Jols il (3 naa )5 (s
| Adand Loanlall e ganall il e i1 Jols dlee Sl G 3 jredll A ) LS Sl
e I3 B asin g5l e dpals e ol &3 o gitall AUl oY) O g 3 Jalal
|Delphi 4xd sl 2,6€ 55 (Bl 2K windows 2000@wm|31ZGHz e
2 el Uil 48y LB 2 3laill (e a2e JL‘@(,J,E;

H)F created with pdfFactory trial version www.pdffactory.com



http://www.pdffactory.com

DF cred

-3

Steganography is the art of hiding the very presence of
communication by embedding secret message into innocuous looking
cover documents, such as digital images. Detection of Steganography,
estimation of message length, and its extraction belong to the lield of
Steganalysis. |
Steganalysis has recently received a great deal of attention both from law
enforcement and the media. Large number of commercial Steganographic
programs use the least significant bit (LSB) embedding as the method of
choice for message hiding in 24-bit, 8-bit color images, and grayscale
images. It is commonly believed that changes to the LSB of colors cannot
be detected due to noise that is always present in digital images.

In this research, an accurale method that can detect LSB embedding
randomly scattered pixcls in both 24-bit color images and 8-bit grayscale
or color images and estimate a secret message length is proposed. This
method originated by analyzing the capacity for lossless (distortion-frec)
data embedding in the LSBs. Randomizing the LSBs decreases the
lossless capacity in the LSB plane, but it has a different influcnce on the
capacity for embedding that isn’t constrained to one bit plane. Thus, the
lossless capacity has become a sensitive measure for the degree of
randomization of the LSB plane. A software system was developed
throughout this work based on the proposed method using Delphi 6
programming language. The key to the success of the proposed method is

the formation of sub-sets of pixels whose cardinalities change at the

d with pdfEgeastgarl UERisw Wi afratishyighchanees can he preciselv



http://www.pdffactory.com

Is or groups of pixels are obtained

uantified. The sub-sets of pixe

q
i status. The status can be obtained using a flipping

according to the
operation (a permutation of grayscales)

“invertible noise adding”, while the

and a discrimination function.

The flipping simulates an

diserimination function Mmeasures how the [lipping influences the

smoothness of the flipped group.

The proposed system was executed on a Personal Computer of type

Pentium 11 with CPU Spe
arious practical examples were tested to prove the

ed of 1.2GHz under Microsofl Windows 2000

as operating systcim. Vv

accuracy of the proposed method.
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