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SR Abstract ,
mber of paticipants. of the Internet is increasing day by day and
e businesses, industrail companies, financial agencies, military
dits, ..., etc., have been using the Internet as a backbone for their
works, they are using it as a communication tool to cxchange the software
nd other products,- So the world is really begii to become an "

Electronic Villuge'"'.
7 Unfortunately, the Information transmitted over the Internet is subject to

--:- many kinds of attacks during its travelling along this Super HighWay
-~ from its source to its destination. The key role of this study is given to
find solutions for the following Internet and networks™ secuirty problems:

e Replay attacks problem.

o Data Integrity problem.

e Traffic-flow analysis problem.

o Passive attacks problem.

- This has led us to select the cryptographic algorithms and hash functions
to be presented. This is based on the Internet Protocol Security (IPSec),
Which is defined by modes of implemetation, encryption algorithms,
hash functions, and key management. The security svagested in this study
depends on a dynamic "SECURITY POLICY " for the protection of the

- waffic depending on twelve modules workink in a simulated co-

operational environment and not in real networking environment. These

modules are as follows:

& [P Security Module.

e RCS5 (Rivest Cipher Five) Module for encryption and decryption.

o MDS5 (Message Digest Five) Module to calculate the packet digest
used in integrity assurance.

* Transport-ESP (Encapsulating Security Payload) Module to
thwart the passive attacks problent.

* Tunnel-ESP Module to thwart the traffic-analysis problem.

* Transport-AH (Authentication Header) Module to solve data
integrity problem.

¢ Tunnel-AH Module to solve data integrity problem througth
tunnels.

* Anti-Replay Module to thwart the replay attacks.

* De-Trausport-ESP Module.

* De-Tunnel-ESP Module.

* De-Transport-All Module.
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