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The Java programming language and its runtime environment
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| provides several valuable aspects to use it for the realization of security

demanding applications. The language enforces robust and reliable
programs, adding to security.

In this thesis an information accessing protection software is
developed in the Java environment, by creating a file access control
security manager class. This is based en the security architecture of the
Java 2 platform. To achieve this geal, The security mechanisms of the Java
2 platform are analyzed. Based on this analysis a flexible, reusable and
easy-to-use file access security manager model developed to be reused with
any Java application. |

In Java, access rights for resources are modeled using the security

manager class hierarchy. The root of the class hierarchy is the abstract class

java.security. The security model in this work consists of two main classes:

file access control security manager class. It is a subelass of the Java

abstract class java.securily, and will perform the file access permission

checks. The second class designed to maintain three lists that define what

paths and files are accessible for the security manger. The first list controls
read access, the second controls write access, and the third controls delete
access.

To test this security model, a simple “zest java’ application program
is built, which installs an instance of the FAC security manager. Besides
the security restriction, further protection is provided to the application by
assigning a different password to each file setting action taking place
within the computer stored files. This password is given on a priority basis

80 that no further file accessing for unauthorized PErsons can occur.
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