. The group of the elliptic curve points forms an Abelian group, that is a
'"sﬁitable choice for constructing a good problem similar to Discrete
Logérithm Problem. This led to create cipher system based on the difficulty
:of solution elliptic curve discrete logarithm problem that greats a clear
change in the cryptography, and open the a new windows for treatment with
special group and new operations.

This thesis provides the definition and mathematical characteristics of
- :ﬂ.the. eiliptic curves, gives the prdperties of constricted group with it’s points.

gives how it is possible to be implemented in the cryptography and

analyzing the weakness for such group.

This thesis proved a new theorem that can contribute in facilitating the

-~ - computational process and give method to conclude that each point in the

elliptic curve -except the point at infinity- is generator point, if the order- the

~_ number of points — is prime.

Also, this thesis provides four proposed methods as a modification of
ElGamal cryptosystem with the elliptic curves, as well as, design a program
. for implementing process of these proposed methods, compute the
computational complexity of these methods compared to the original
methods, compare these methods with the original methods in running time
f=. Several messages have different sizes, a great reduction in calculation

ime is resulted.
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