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Increasing interest in speech scramblers is attributed to the desire for secure

--hl'.cﬁununications over existing- telephone channels with standard telephone

'dth at acceptable speech quality and reasonable cost.

This work presents simulation methods for different kinds of scrambling
systems (one or two dlmensmnal) and compare between them The main work is in
pp;ymg a complete scrambling system on a 51r101e FPGA using Foundation 2.1i.
' Different types of scrambling systems in different domains are simulated using
l Borland C++ object language. These systems are tested to decide which type to
_: implement.
- The keys used through the tests were Uenerated using MATLAB and the key
" used in implementafion of FPGA used Schematic Editor of Foundation 2.1i. The
generatton of permutatlon keys 15 selected acc:ordm0 to several parameters to specify
. level of security for each key. These parameters is performed using the Weighted
Mobile Average (WMA) and the Weighted Shift Parameters (WSP) for frequency
! keys and the Temporal distance (d) for time Keys.

" Tests are made using four types of objective tests, that include Spectral
Segmemal Signal to Noise Ratio (SSNRseg), Segmental Signal te Noise Ratio
(SNRseg), Log Likelihood Ratio (LLR) measures, and Cepstral Distance (CD)
measure,

Computer simulation results strongly support the theories. It shows that two

dimensmna (frequency scrambling after FFT with fi lter bank using Hammm0

.- 3 “
- indow ended by time scrambling) gives high secure scrambli Ing system with pure
_rﬁ:over ed speech.
The design angd implementation of scrambling system include the design and
e _

‘*mentation of Radix — 2 FFT butterfly, permutation and IFFT using single FPGA

l -
1 iy that approximatly real time speech scrambling system becoming available
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