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ABSTRACT
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When the institutions want to extend the business scope by the
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Internet, the most important thing to consider how to protect the security

of information from attack or disclosure by unauthorized person, and the

authentication user identity. In order to make sure the security and the

authentication, four main requirements are considered. These are Security

Service: confidentiality, integrity, authentication and non-repudiation.
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When designing a communication system, the security services of this

system must be defined. The Public-Key Infrastructures (PKI) is a
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technology that can meet these security services with its techniques and
| standards.

A public-key infrastructure system works by having a Certificate
} Authority (CA) for issuing public-key certificates. Both CA and PKI are

; ? crucial parts of many secure network applications such as E-commerce,
f E-government and Secure emaj].
} The aim of this thesis is designing the Certificate Authority system,
| f this system creates a public key certificate which helps in secure
lg communication and proper authentication. This thesis uses a new

approach that can contribute in facilitating the revocation of the
certificates. Also gives these certificates some strength by using the
Elliptic Curve Cryptography (ECC) instead of the (Rivest, Shamir and
Adleman) RSA cryptography. Where the ECC has high cryptographic
strength relative to key size,

This certificate tries to solve the security of information and
authentication from user identity. The design and implementation of the
proposed system are achieved using PHP and HTML programming
languages besides MySQL database server and Apache web server.
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