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Abstract

Recent advances in wireless communications and electronics have helped
‘ to develop sensor nodes which are low-cost, low-power, multifunctional,
small in size and communicate in short distances. These tiny sensor nodes,

which consist of sensing, data processing, and communicating components,

leverage the idea of sensor networks. Ad hoc sensor network is a multihop
network made of hundred of sensor nodes.

Sensor nodes come with new challenges. To eliminate the constraints
imposed by wires, sensor nodes come with their own limited energy
sources and communicate using wireless networks. Securing data generated
by sensor nodes is critical depending on the nature of the application.
While securing sensor data is essential, the cost of doing so in terms of
energy requirements needs to be assessed carefully.

This work is divided into two parts; the first part investigates the TinySec
link layer security protocol employed for ad hoc sensor network in terms of
energy consumption and memory footprint. This protocol is modified to
minimize the security impact. The modified protocol based on different
approaches for providing integrity and confidentiality. The modified
protocol achieves 27% reduction in the energy consumption of the
TinySec-AE mode and 50% reduction of the TinySec-Auth mode.

The second part presents the proposed secure and energy efficient
decentralized key management protocol. The proposed protocol combines
three schemes; key establishment, key update and new node addition
scheme. The energy consumption of the proposed key management is
analyzed and compared with those of the formal protocols. The analysis

shows an advantage in term of energy consumption over the previous work.
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