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ABSTRACT ) I

Because the network i1s an open environment, a lot of care must be
taken when transferring sensitive information especially when related with
financial data. This depends on the principals to be trusted which is a
problematic and since the first step in security is the authentication, this
thesis presents a proposed modal for secure 111-;':I:-i1:; bank (m-bank)
applications using Kerberos (the network authentication protocol).

The aim of this thesis is 10 establish a secure communication between the
clients and an m-bank application server in which they can use their mobile
phone to securely access their bank accounts, make and receive payments,
and check their balances.

The integration of smart card into classic Kerberos enhances the security
for client authentication by storing the cryptographic keys (both the user
and the bank keys) what is called dual factor authentication, and also
secures the client authenticaticn by prcventing brute force attack, spoofing
and key storage. Other enhancement to Kerberos is the PKINIT in which
the message encrypted using the principal's privatc key and decrypted
using the public key rather than the shared keys.

To get the benefit of the Java Card Technology, three components will be
developed: First is Java Card applet called JCKrbKey applet works as a
key manager that holds both the user's key and bank's key during the
installation and for later use for encryption and decryption of Kerberos
messages. The second component will be a J2ME MIDlet called
JZ2MEClientMIDlet MIDlet provides a graphical user interface to the
clients to access their account in the m-bank appfic:;tiﬂn- The third part is
the bank's scrver side component that develops end to end Java application
between the J2ME MIDlet and Java Servlet called eBankServlet.

The model has been tested using KerksniffiKerberack tool which is two
part test against the brute force attack. The result of test proves that the

model satisties the aim of the thesis to build a robust client authentication.
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