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1- The MAC sublayer is responsible for interfacing between the LLC sublayer and Layer 1, 

the Physical 

layer. The MAC sublayer provides access control as well as addressing for the PDU. This 

sublayer is 

what makes multipoint communication with a LAN/WAN a reality. This sublayer is also 

able to operate 

as a full-duplex logical channel in a LAN. This logical channel supports unicast (point-to-

point) 

services, multicast services (point-to-multipoint), and broadcast (point-to-multipoint) 

services. 

 

The MAC Address 

The IEEE 802 MAC address is a 48-bit address that is used to identify the network adaptor 

for a 

particular node or interface in the network. The MAC address was originally designed as a 

permanent 

address that is unique to the adaptor it is assigned to. 

The MAC are separated by either a colon (:) or a hyphen (-). Following is an example of 

each method: 

01:00:23:00:bf:00 

01-00-23-00-bf-00 

In these examples, the OUI would be 01:00:23, with the remainder being the NIC-specific 

identifier. 

Combined, they make up the MAC address. 
 

2- Logical link control (LLC) sublayer: 

o Error control 

Another function of the Data Link layer is error detection. Error detection is the process of 

detecting whether errors occurred during the transmission of the bits across the wire. The 

Data Link layer uses a calculated value called the CRC (Cyclic Redundancy Check) that's 

placed into the Data Link trailer that's added to the message frame before it's sent to the 

Physical layer. The receiving computer recalculates the CRC and compares it to the one sent 

with the data. If the two rules are equal, it's assumed that the data arrived without errors. 

Otherwise, the message frame may need to be retransmitted under control of an upper layer. 

Although the Data Link layer implements error detection, it does not include a function to 

perform error recovery. This is left for the upper layers to deal with, primarily on the 

Transport layer. 

o Flow control 

The Transport layer of the OSI model actually manages the mechanisms used to control the 

flow of data between two hosts. The Data Link layer defines the data values used in the flow 

control signaling between two transmitting hosts. There are two types of flow control 



implemented in data communications - software and hardware: 

Software flow control, common to networking, involves a process called XON/XOFF, whih 

roughly stands for transmission on/transmission off. Hardware flow control, also called 

RTS/CTS (ready to send/clear to send), uses two wires in a cable, one for RTS and one for 

CTS. When either is turned off, the flow is interrupted. 

3- Encapsulation 

Encapsulation is an important concept with the OSI model. It is the process by which data 

moves between different PDU types. Each layer (or protocol) accepts a message from a 

layer (or protocol) above it and places its own header. Encapsulation occurs as data 

moves from higher to lower layers. 

Data > Segments > Packets > Frames > Bits 

Decapsulation is the reverse of encapsulation and occurs as data moves from the lower to 

higher layers. 

Bits > Frames > Packets > Segments > Data 

 

4- Address Resolution Protocol is utilized for mapping IP network address to the 

hardware address that uses data link protocol.  

Reverse Address Resolution Protocol is a protocol using which a physical machine in a 

LAN could request to find its IP address from ARP table or cache from a gateway server.  

IP address of destination to physical address conversion is done by ARP, by broadcasting 

in LAN. 

Physical address of source to IP address conversion is done by RARP.  

ARP associates 32 bit IP address with 48 bit physical address. 

Allowing a host to discover its internet address after knowing only its physical address is 

done by RARP.   

Q2/  

a. Classification of network topologies 

There are also two basic categories of network topologies: 

1. Physical topologies 

Physical topology is the mapping of the nodes of a network and the physical connections 

between them–the layout of wiring, cables, the locations of nodes, and the 

interconnections between the nodes and the cabling or wiring system. 



 

2. Logical topologies 

Logical topology is the way that the signals act on the network media, or the way that the 

data passes through the network from one device to the next without regard to the 

physical interconnection of the devices. 

 

b.  
 

c. Bluetooth is a wireless LAN technology designed to connect devices of different 

functions such as telephones, notebooks, computers (desktop and laptop), cameras, 

printers, coffee makers 

 

Bluetooth Architecture 

Bluetooth defines two types of networks:  piconet and scatternet. 

 

Piconets 

A Bluetooth network is called a piconet, or a small net. A piconet can have up to eight 

stations, one of which is called the primary; the rest are called secondaries. The 

communication between the primary and the secondary can be one-to-one or one-to-

many. Figure below shows a piconet. 

 
 

Scatternet  

Piconets can be combined to form what is called a scatternet. A secondary station in 

one piconet can be the primary in another piconet. This station can receive messages 

from the primary in the first piconet (as a secondary) and, acting as a primary, deliver 

them to secondaries in the second piconet. A station can be a member of two piconets. 

Figure below illustrates a scatternet. 

 



 
 

d. IEEE 802.11 

IEEE has defined the specifications for a wireless LAN, called IEEE 802.11, which 

covers the physical and data link layers. 

The standard defines two kinds of services:  

1. The basic service set (BSS) 

2. The extended service set (ESS). 

 

 

Basic Service Set 

IEEE 802.11 defines the basic service set (BSS) as the building block of a wireless LAN. 

A basic service set is made of stationary or mobile wireless stations and an optional 

central base station, known as the access point (AP). Figure below shows two sets in this 

standard. 

The BSS without an AP is a stand-alone network and cannot send data to other BSSs. It 

is called an ad hoc architecture, and BSS with an AP is sometimes referred to as an 

infrastructure network. 

 



Extended Service Set 

An extended service set (ESS) is made up of two or more BSSs with APs. In this case, the 

BSSs are connected through a distribution system, which is usually a wired LAN. 

 

 

 

Q3/ a. 

 
 



b. Subnetmask is use to isolate the network ID and Host ID. eg- if an IP is:192.168.0.1 then 

the default subnet is:255.255.255.0 because it is a C Class Address C Class Add. have 3 

network octate and 1 host octat i.e. 

network ID :192.168.0.0 

host ID      : 0.0.0.1 

Q4/ 

a. 1.  01101111.00111000. 00101101. 01001110 

2. 11011101.00100010. 00000111. 01010010 

3. 00001010.00000101.10101000.00110001 

4. 11111111.00010000.00000011.00000001 

b. Class C , Class D 
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Q6/  

If you use both the ip default-network and ip route 0.0.0.0 0.0.0.0 commands to configure 

candidate default networks, and the network used by the ip default-network command is 

known statically, the network defined with the ip default-networkcommand takes precedence 

and is chosen for the gateway of last resort. Otherwise if the network used by the ip default-

network command is derived by a routing protocol, the ip route 0.0.0.0 0.0.0.0 command, 



which has a lower administrative distance, takes precedence and is chosen for the gateway of 

last resort. 

 

 

 


