
 

 

 

 

 

 

Note: answer seven (6) questions only. 

Each question (10 marks). 

 

Q1: Explain in details with figures the following  

1. Cryptanalysis and Attacks on Cryptosystems. 

2. Basic Cryptographic Algorithms. 

Cryptanalysis and Attacks on Cryptosystems 

Cryptanalysis is the art of deciphering encrypted communications without knowing the 

proper keys. There are many cryptanalytic techniques. Some of the more important ones 

for a system implementor are described below.  

 Ciphertext-only attack: This is the situation where the attacker does not know 

anything about the contents of the message, and must work from ciphertext only. In 

practice it is quite often possible to make guesses about the plaintext, as many types 

of messages have fixed format headers. Even ordinary letters and documents begin 

in a very predictable way. It may also be possible to guess that some ciphertext 

block contains a common word.  
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 Known-plaintext attack: The attacker knows or can guess the plaintext for some 

parts of the ciphertext. The task is to decrypt the rest of the ciphertext blocks using 

this information. This may be done by determining the key used to encrypt the data, 

or via some shortcut.  

 

 Chosen-plaintext attack: The attacker is able to have any text he likes encrypted 

with the unknown key. The task is to determine the key used for encryption. Some 

encryption methods, particularly RSA, are extremely vulnerable to chosen-plaintext 

attacks. When such algorithms are used, extreme care must be taken to design the 

entire system so that an attacker can never have chosen plaintext encrypted.  

http://www.infosyssec.org/infosyssec/algorithms.html#rsa


 

• Chosen Ciphertext Attacks: Attacker obtains the decryption of any ciphertext of 

its choice (under the key being attacked) 

 

 Man-in-the-middle attack: This attack is relevant for cryptographic 

communication and key exchange protocols. The idea is that when two parties are 

exchanging keys for secure communications (e.g., using Diffie-Hellman), an 

adversary puts himhelf between the parties on the communication line. The 

adversary then performs a separate key exchange with each party. The parties will 

end up using a different key, each of which is known to the adversary. The 

adversary will then decrypt any communications with the proper key, and encrypt 

them with the other key for sending to the other party. The parties will think that 

they are communicating securely, but in fact the adversary is hearing everything.  

One way to prevent man-in-the-middle attacks is that both sides compute a 

cryptographic hash function of the key exchange (or at least the encryption keys), 

http://www.infosyssec.org/infosyssec/algorithms.html#diffie-hellman


sign it using a digital signature algorithm, and send the signature to the other side. 

The recipient then verifies that the signature came from the desired other party, and 

that the hash in the signature matches that computed locally. This method is used 

e.g. in Photuris. 

 Timing Attack: This very recent attack is based on repeatedly measuring the exact 

execution times of modular exponentiation operations. It is relevant to at least RSA, 

Diffie-Hellman, and Elliptic Curve methods. More information is available in the 

original paper and various followup articles. 

There are many other cryptographic attacks and cryptanalysis techniques. However, these 

are probably the most important ones for a practical system designer. Anyone 

contemplating to design a new encryption algorithm should have a much deeper 

understanding of these issues.  

Basic Cryptographic Algorithms 

      A method of encryption and decryption is called a cipher. Some cryptographic 

methods rely on the secrecy of the algorithms; such algorithms are only of historical 

interest and are not adequate for real-world needs. All modern algorithms use a key to 

control encryption and decryption; a message can be decrypted only if the key matches the 

encryption key. The key used for decryption can be different from the encryption key, but 

for most algorithms they are the same. 

 

 

http://www.infosyssec.org/infosyssec/ipsec/draft-ietf-ipsec-photuris-02.txt
http://www.infosyssec.org/infosyssec/algorithms.html#rsa
http://www.infosyssec.org/infosyssec/algorithms.html#diffie-hellman
http://www.infosyssec.org/infosyssec/algorithms.html#elliptic
http://www.cryptography.com/
http://www.infosyssec.org/infosyssec/timing-attack.txt


There are two classes of key-based algorithms, symmetric (or secret-key) and 

asymmetric (or public-key) algorithms. The difference is that symmetric algorithms use 

the same key for encryption and decryption (or the decryption key is easily derived from 

the encryption key), whereas asymmetric algorithms use a different key for encryption and 

decryption, and the decryption key cannot be derived from the encryption key. 

 

Symmetric algorithms can be divided into stream ciphers and block ciphers. Stream 

ciphers can encrypt a single bit of plaintext at a time, whereas block ciphers take a number 

of bits (typically 64 bits in modern ciphers), and encrypt them as a single unit.   

Asymmetric ciphers (also called public-key algorithms or generally public-key 

cryptography) permit the encryption key to be public (it can even be published in a 

newspaper), allowing anyone to encrypt with the key, whereas only the proper recipient 

(who knows the decryption key) can decrypt the message. The encryption key is also 

called the public key and the decryption key the private key or secret key. 



Modern cryptographic algorithms cannot really be executed by humans. Strong 

cryptographic algorithms are designed to be executed by computers or specialized 

hardware devices. In most applications, cryptography is done in computer software, and 

numerous cryptographic software packages are available. 

Generally, symmetric algorithms are much faster to execute on a computer than 

asymmetric ones. In practice they are often used together, so that a public-key algorithm is 

used to encrypt a randomly generated encryption key, and the random key is used to 

encrypt the actual message using a symmetric algorithm. 

       Many good cryptographic algorithms are widely and publicly available in any major 

bookstore, scientific library, or patent office, and on the Internet. Well-known symmetric 

functions include DES and IDEA.RSA is probably the best known asymmetric algorithm. 

Thebooks page lists several good textbooks on cryptography and related topics. 

 

 

http://www.infosyssec.org/infosyssec/software.html
http://www.infosyssec.org/infosyssec/software.html#crypto-libraries
http://www.infosyssec.org/infosyssec/algorithms.html#des
http://www.infosyssec.org/infosyssec/algorithms.html#idea
http://www.infosyssec.org/infosyssec/algorithms.html#rsa
http://www.infosyssec.org/infosyssec/books.html


 

 

 

 

 

 

Q2: Tracing the following mathematical procedures 

1. GCD ( 1970,1066) 

2. Inverse (3, 26) 

Greatest Common Divisor(GCD) 

 

 بدون باقي اي Dتقبل القسمة على  a, bفان العددين   D( والقاسم المشترك  a, bإذا كان لدينا عددين )

a mod D =0 and    b mod D  = 0  

 1هو العدد  01و01لقاسم المشترك االكبر للعددين مثال  ا

GSD(10,15) = 5 

 بدون باقي  1يقبل القسمة على  01العدد 

 بدون باقي 1يقبل القسمة على  01العدد 

 كما ان 

GCD(a, b)  =GCD(b, a) 

 

 GCD( a, b)  = 1( فان  prime numberعدين اوليين  )  a, b اذا كان   

 

 :فانa ( ( a > bيمثل كل االعداد التي اقل من  bليكن عدد اولي و a واذا كان 

   GCD(a ,b) = 1 

 

 طرق االحتساب 

 الحتساب قيمة الرقمين نستخدم القانون التالي:

GCD(a, b) = GCD(b, a mod b) 

 :مثال

 GCD( 39,36) القاسم المشترك االعظم  أوجد 

 

GCD(93,36) = GCD(36,93  mod  36  ) = GCD (36,21) 

GCD(36,21) = GCD(21,36  mod  21  ) = GCD (21,15) 

GCD(21,15) = GCD(15,21  mod  15  ) = GCD (15,6) 

GCD(15,6) = GCD(6,15  mod  6  ) = GCD (6,3) 

GCD(6,3) = GCD(3,6  mod  3  ) = GCD (3,0) 

 

GCD(93,36)  =  3 
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 :نستخدم الطريقة  التالية -0

 

 

 

GCD (A1,B1)= 

 

A1    =    B1    *      Q1        +    R1 

 

A2    =     B2    *      Q2        +    R2 

 

A3    =      B3    *     Q3        +    R3 

 

A4    =      B4     *     Q4        +   R4 

 

 .         .         .         . 

 .         .         .         . 

 An   = Bn * Qn + Rn      ……………1 

 

GCD (A1,B1)  = Bn 

 المقسوم عليه           A1حيث ان  

    B1                    القاسم 

         Q1               ناتج القسمة 

              R1            باقي القسمة 

 

 GCD( 1970,1066)مثال  اوجد 

 

1970  = 1066 *  1  + 904     …………. GCD(1970,1066) 

1066  =  904  *  1  + 162    ………….. GCD(1066,904) 

  904  =  162  *  5   +   94        …………… GCD(904,162) 

  162  =   94  *   1   +  68                              GCD(94 , 68) 

    94  =   68 *    1   +  26     ……………….. GCD(  68 ,26) 

    86  =   26  *   2 + 16       ……………….   GCD( 26,16) 

    16  =   10 *    1  + 6              ………………   GCD(16,10) 

    10  =    6 * 1 + 4               ………………   GCD(10,6) 

      6  =    4 * 1  + 2            ………………        GCD(6,4) 

      4  =    2* 2 + 0               ………………        GCD(4,2) 

        

     

 GCD(1970,1066)  = 2                                                    Bn  

 

       

 



 

 Inverse Algorithm   (inv)خوارزمية المعكوس                         -2-8

 

     . a , n ,b من المعادلة التالية مع العلم ان قيمة كل من المتغيرات التالية معلومة Xاليجاد قيمة المفتاح 

a  X mod n  = b      , gcd (a, n) =1 

 

X=[ b * inv(a , n ) ] mod n 

 

 من المعادلة   Xاليجاد قيمة      invسنستخدم الدالة 

 

Algorithm inv(a ,n); 

{ 

' Return x such that ax mod n = 1 where 0 < a < n ' 

g0  = n ; g1  = a  ; 

u0= 1 ;  v0= 0; 

 u1   = 0;  v1  = 1; 

i=1; 

while gi <> 0 do "gi=ui*n + vi*a; 

{ 

y= gi-1   div  g i ; 

gi+1 = gi-1    – y * gi; 

u i+1  = u i-1 – y * u i ; 

v i+1 = v i-1 –y * v i; 

  i  = i      + 1 

} 

x= vi-1; 

if x >= 0 then inv = x  else inv = x + n; 

} 

 

  X mod  26   = 6 3           :من المعادلة التالية   X  اوجد قيمة  :مثال

 

 a= 3   n=  26    b = 6حيث ان    

                                    Inv(3,26) 

 g0= 26      g1  = 3 

U0  = 1    V0  = 0 

U1   =0     v1 =1 

i=1 

g1 <> 0 

y =g0   div   g1  =   26 div  3  = 8 

g2  = g0 – y * g1  = 26 – 8*3  =26 -24  =2 

 u2 = u0 – y  * u1  = 1 – 8 * 0 = 1- 0 =1 

v2  = v0  - y * v1 = 0 – 8 * 1 = 0 – 8 = - 8 



 

i=i+1 = 1+1 = 2 

y= g 1  div  g2  = 3 div 2  = 1 

g3 = g1 – y * g2 = 3 – 1 * 2 = 3 – 2 = 1 

u 3  =  u1 – y * u2 = 0 – 1 * 1 = 0 – 1 = -1 

v3  = v1  - y * v2  = 1 – 1 * -8 = 1 + 8 = 9 

 

i=i+1 = 1+2 = 3 

y= g 2  div  g3  = 2 div 1  = 2 

g4 = g2 – y * g 3 = 3 – 1 * 2 = 3 – 2 = 1 

u 4  =  u2 – y * u3 = 0 – 1 * 1 = 0 – 1 = -1 

v4  = v2  - y * v3  = 1 – 1 * -8 = 1 + 8 = 9 

i=i+1 = 1+3 = 4 

g4= 0 

x = vi-1   = v 3  = 9 

if x >= 0 then inv = x=9 

 

X=[ b * inv(a , n ) ] mod n 

                      = [ 6  * 9 ] mod  26      

                      = 54 mod 26   = 2 

 

 الثبات ناتج صحة المعادلة التالية                

     3 X mod  26   = 6    

     3* 2 mod   26  = 6   

 



 

 

 

 

 

 

Q3: If (plaintext = Computer) and (key =  my) and (alphabet n = 62) then 

1. Encrypt and decrypt using Vigenère 

2. Encrypt and decrypt using Beaufort 

 

 

Polyalphabetic Ciphers 

Because additive, multiplicative, and affine ciphers have small key domains, they are 

very vulnerable to brute-force attack. A better solution is to create a mapping between 

each plaintext character and the corresponding ciphertext character. Alice and Bob can 

agree on a table showing the mapping for each character.  

 

 

 

Example 

We can use the key in Figure above to encrypt the message 

 

The ciphertext is 
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In polyalphabetic substitution, each occurrence of a character may have a different 

substitute. The relationship between a character in the plaintext to a character in the 

ciphertext is one-to-many. 

 

Vigenere Cipher 

 

 

Example 

We can encrypt the message “She is listening” using the 6-character keyword 

“PASCAL”.  

 

 

 

 

 

Example 

Let us see how we can encrypt the message “She is listening” using the 6-character 

keyword “PASCAL”. The initial key stream is (15, 0, 18, 2, 0, 11). The key stream is 

the repetition of this initial key stream (as many times as needed). 

 



 

 

 

Example 

Vigenere cipher can be seen as combinations of m additive ciphers. 

 

 

Example 

Using Example above, we can say that the additive cipher is a special case of Vigenere 

cipher in which m = 1. 

 



 

 

Beaufort Cipher  

To encrypt a plaintext message using the Vigenère Cipher, one locates the row with the 

first letter to be encrypted, and the column with the first letter of the keyword. The 

ciphertext letter is located at the intersection of the row and column. This continues for 

the entire length of the message. A Beaufort cipher uses the same alphabet table as the 

Vigenère cipher, but with a different algorithm. To encode a letter you find the letter in 

the top row. Then trace down until you find the keyletter. Then trace over to the left 

most column to find the enciphered letter. To decipher a letter, you find the letter in the 

left column, trace over to the keyletter and then trace up to find the deciphered letter. 

Some people find this easier to do than finding the intersection of a row and column 

http://www.braingle.com/brainteasers/codes/beaufort.php
file:///D:/New%20Folder/vigenere.php


beaufort cipher reverse the letters and shift them to right by (ki+1) position this by the 

following: 

fi(x) = [(n-1) – a + (ki+1)] mod n 

 

 



 

 

 

 

 

 

 

Q4: If (plaintext = 111001000010100011110010) and (knapsack =[1,2,4,9]) and (w = 15) 

and (w’ = 8) and (n=17) then 

1. Encrypt and decrypt using simple knapsack 

2. Encrypt and decrypt using hard knapsack 

Merkle-Hellman Knapsacks 

       Knapsack problem: How to find the optimal way to pack a knapsack enclosing the 

maximum number of objects. 

Numerically: 

target sum: 17 

set    S {4, 7, 1,12,10} 

one solution set:     {4,     1,12     }=17 

   V {1, 0, 1, 1, 0  } 

N-P Complete 

• basically: an NP complete problem has a deterministic exponential time solution. 

For example, 2
n
  

• This allows us to control the brute force attack.  Ie, make time to break very large! 

 

Merkle-Hellman Knapsacks 
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Example 

Plain text 10011                    11010          01011                          00000 

Knapsack 1 6 8 15 24  1 6 8 15 24       1 6 8 15 24                         1 6 8 15 24 

Cipher text     1 + 15 + 24 = 40 1 + 6 + 15 = 22    6 + 15 + 24 = 45          0 = 0 

 

 

MH Knapsack 

• Each element is larger than the previous 

• Example a1, a2, a3, a4, a5, … ak-1, ak  

• sums between ak and ak+1 must contain ak  

– superincreasing knapsack-each integer is >  ak  

– also called simple knapsack 

• S=[1,4,11,17,38,73] is  a superincreasing knapsack 

 

Diffie-Hellman 

Diffie-Hellman found a way to break the superincreasing sequence of integers.   w * x mod 

n.  If w and n are relatively prime, w will have a multiplicitive inverse.  w * w
-1

 = 1 mod n.  

(w*q) w
-1

 = q  



 

Why so important? 

• This allows us to create a public knapsack (Hard) which can be based on a secret 

simple knapsack and a secret w, and n. 

Example 

Create a Superincreasing (or simple) knapsack 

 

S=[1,2,4,9,19]     m=5  

Example 

S=[1,2,4,9,19]     m=5  

Choose a multiplier w, and modulus n  

n should be larger than the largest integer in your knapsack 

Hint: Choose modulus (n) to be a prime number. 

Generate the Hard knapsack by hi=w * si mod n 

H=[h1, h2, h3, .. Hm]  

S=[1,2,4,9]  



 

 

Example (decipher) 

 

 

 

 



 

 

 

 

 

Q5: If (plaintext = BC) and (p=11) and (q=13) 

1. Encrypt and decrypt using Polling hellman 

2. Encrypt and decrypt using RSA  

 

Pohlig-Hellman Scheme 

 The modulus is chosen to be a large prime p. 

 To encipher:  

   C = M 
e
 mod p  

 To decipher:  

   M = C 
d
 mod p  

 Because p is prime, (p) = p – 1. 

 Thus the scheme can only be used for conventional encryption, where e and d are 

both kept secret. 

 Ex. Let p = 11, (p) = 10. Choose d = 7 and compute e = inv(7, 10) = 3. Suppose M 

= 5. Then M is enciphered as:  

  C = M 
e
 mod p = 5

3
 mod 11 = 4. 

Similarly, C is deciphered as:  

  C 
d
 mod p = 4

7
 mod 11 = 5 = M . 
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RSA description and algorithm 

            

Key Generation Algorithm 

1. Generate two large random primes, p and q, of approximately equal size such that 

their product n = pq is of the required bit length, e.g. 1024 bits. [See note 1].  

2. Compute n = pq and (φ) phi = (p-1)(q-1).  

3. Choose an integer e, 1 < e < phi, such that gcd(e, phi) = 1. [See note 2].  

4. Compute the secret exponent d, 1 < d < phi, such that ed ≡ 1 (mod phi). [See note 3].  

5. The public key is (n, e) and the private key is (n, d). Keep all the values d, p, q and 

phi secret. 

 n is known as the modulus.  

 e is known as the public exponent or encryption exponent or just the exponent.  

 d is known as the secret exponent or decryption exponent. 

Encryption 

Sender A does the following:-  

1. Obtains the recipient B's public key (n, e).  

2. Represents the plaintext message as a positive integer m [see note 4].  

3. Computes the ciphertext c = m
e
 mod n.  

4. Sends the ciphertext c to B. 

Decryption 

Recipient B does the following:-  

1. Uses his private key (n, d) to compute m = c
d
 mod n.  

2. Extracts the plaintext from the message representative m. 

http://www.di-mgt.com.au/rsa_alg.html#note1
http://www.di-mgt.com.au/rsa_alg.html#note2
http://www.di-mgt.com.au/rsa_alg.html#note3
http://www.di-mgt.com.au/rsa_alg.html#note4


A very simple example of RSA encryption 

This is an extremely simple example using numbers you can work out on a pocket 

calculator (those of you over the age of 35 45 can probably even do it by hand).  

1. Select primes p=11, q=3.  

2. n = pq = 11.3 = 33 

phi = (p-1)(q-1) = 10.2 = 20  

3. Choose e=3 

Check gcd(e, p-1) = gcd(3, 10) = 1 (i.e. 3 and 10 have no common factors except 1), 

and check gcd(e, q-1) = gcd(3, 2) = 1 

therefore gcd(e, phi) = gcd(e, (p-1)(q-1)) = gcd(3, 20) = 1  

4. Compute d such that ed ≡ 1 (mod phi) 

i.e. compute d = e
-1

 mod phi = 3
-1

 mod 20 

i.e. find a value for d such that phi divides (ed-1) 

i.e. find d such that 20 divides 3d-1. 

Simple testing (d = 1, 2, ...) gives d = 7 

Check: ed-1 = 3.7 - 1 = 20, which is divisible by phi.  

5. Public key = (n, e) = (33, 3) 

Private key = (n, d) = (33, 7).  

This is actually the smallest possible value for the modulus n for which the RSA algorithm 

works.  

Now say we want to encrypt the message m = 7, 

c = m
e
 mod n = 7

3
 mod 33 = 343 mod 33 = 13. 

Hence the ciphertext c = 13.  

To check decryption we compute 

m' = c
d
 mod n = 13

7
 mod 33 = 7.  

Note that we don't have to calculate the full value of 13 to the power 7 here. We can make 



use of the fact that 

a = bc mod n = (b mod n).(c mod n) mod n  

so we can break down a potentially large number into its components and combine the 

results of easier, smaller calculations to calculate the final value.  

One way of calculating m' is as follows:- 

m' = 13
7
 mod 33 = 13

(3+3+1)
 mod 33 = 13

3
.13

3
.13 mod 33 

= (13
3
 mod 33).(13

3
 mod 33).(13 mod 33) mod 33 

= (2197 mod 33).(2197 mod 33).(13 mod 33) mod 33 

= 19.19.13 mod 33 = 4693 mod 33 

= 7.  

 

 



 

 

 

 

 

 

Q6: If the key will be generated using Geffe generator where (LFSR1 = 

) and (LFSR2 = ) and (LFSR3 = 

) where the initial key for each  LFSR will be as you select. Encrypt and 

Decrypt plaintext = System 

 

 

Solution 
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Note that the key stream is 100010011010111 10001…. This looks like a random 

sequence at first glance, but if we go through more transitions, we see that the sequence is 

periodic. It is a repetition of 15 bits as shown below: 

 

The key stream generated from a LFSR is a pseudorandom sequence in which the the 

sequence is repeated after N bits. The maximum period of an LFSR is to 2
m
 − 1. 

 



 

 

 

 

Nonlinear combination Generators 

 

The Combiner Function should be, 

1. Balanced, 

2. Highly nonlinear, 

3. Correlation Immune.  

• Utilizing the algebraic normal form of the combiner function we can compute the 

linear complexity of the output sequence. 

 

Example (Geffe Generator ) :  

   

If the lengths of the LFSRs are relatively prime and all connection polynomials are 

primitive, then  

 

When we inspect the truth table of the combiner function we gain more insight about the 

security of Geffe generator.  

33221321 ),,( xxxxxxxxF 
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• The combiner function is balanced. 

•  However, the correlation probability, 

 

• Geffe generator is not secure. 
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Q7: Explain in mathematical equations and figures the following 

1. Encryption and decryption with DES 

2. One round with DES in details with S-Boxes operations in details 

3. Digital Signature in Public Key Cryptography 

 

 

 

Description of  DES 

DES is a block cipher; it encrypts data in 64-bit blocks. A 64-bit block of plaintext  

goes in one end of the algorithm and a 64-bit block of ciphertext comes out  

the other end. DES is a symmetric algorithm: The same algorithm and key are used for 

both encryption and decryption (except for minor differences in the key  

schedule). 

The key length is 56 bits. (The key is usually expressed as a 64-bit number, but  

every eighth bit is used for parity checking and is ignored. These parity bits are 

the least- significant bits of the key bytes.) The key can be any 56-bit number and can be 

changed at any time. All security rests within the key. 

At its simplest level, the algorithm is nothing more than a combination of the two  

basic techniques of encryption: confusion and diffusion. The fundamental building block 

of DES is a single combination of these techniques (a substitution followed by a 

permutation) on the text, based on the key. This is known as a round. DES has 16 rounds; 

it applies the same combination of techniques on the plaintext block 16 times (see Figure 

1). 
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Figure 1   DES 

 

Outline of the Algorithm 

The basic process in enciphering a 64-bit data block using the DES consists of:  

 an initial permutation (IP)  

 16 rounds of a complex key dependent calculation f    

  final permutation, being the inverse of IP   

In each round (see Figure 2,3,4,5), the key bits are shifted, and then 48 bits are selected 

from the 56 bits of the key. The right half of the data is expanded to 48 bits via an 

expansion permutation, combined with 48 bits of a shifted and permuted key via an XOR, 



sent through 8 S-boxes producing 32 new bits, and permuted again. These four operations 

make up Function f. The output of Function f is then combined with the left half via 

another XOR. The result of these operations becomes the new right half; the old right half 

becomes the new left half. 

If Bi is the result of the ith iteration, Li and Ri are the left and right halves of Bi, Ki is the 

48-bit key for round i, and f is the function that does all the substituting and permuting and 

XORing with the key, then a round looks like: 

 

       Li = R j-1 

       Ri = L i-1 Xor  f (Ri-1, Ki) 

 

     

              Figure 2   One round of DES 

 

 



 

Figure 3. 16
th
 key generation  

 

 

Figure 4. f-function 

 



 

Figure 5. S-Boxes in F-function 

 

 

 

 

Decrypting DES 

After all the substitutions, permutations, XORs, and shifting around, you might think that 

the decryption algorithm is completely different and just as confusing as the encryption 

algorithm. On the contrary, the various operations were chosen to produce a very useful 

property: The same algorithm works for both encryption and decryption. 

With DES it is possible to use the same function to encrypt or decrypt a block. The only 

difference is that the keys must be used in the reverse order. That is, if the encryption keys 

for each round are K1, K2, K3, . . . , K16, then the decryption keys are K16, K15, K14, . . . 

, K1,. The algorithm that generates the key used for each round is circular as well. The key 

shift is a right shift and the number of positions shifted is 0, 1, 2, 2, 2, 2, 2, 2, 1, 2, 2, 2, 2, 

2, 2, 1. 

 



 

Figure 6. DES Decryption 

 

 

 

Public-Key Cryptography 

 public-key/two-key/asymmetric cryptography involves the use of two keys:  

 a public-key, which may be known by anybody, and can be used to encrypt 

messages, and verify signatures  

 a private-key, known only to the recipient, used to decrypt messages, and sign 

(create) signatures  

 is asymmetric because 

 those who encrypt messages or verify signatures cannot decrypt messages or 

create signatures 



 

Public-Key Characteristics 

 Public-Key algorithms rely on two keys where: 

 it is computationally infeasible to find decryption key knowing only 

algorithm & encryption key 

 it is computationally easy to en/decrypt messages when the relevant 

(en/decrypt) key is known 

 either of the two related keys can be used for encryption, with the other used 

for decryption (for some algorithms) 
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