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Q1/A-synchronizing stream ciphers 

 Definition: A self-synchronizing or asynchronous stream cipher is one in which the keystream is generated as a function of the key 

and a fixed number of previous ciphertext digits. The encryption function of a self-synchronizing stream cipher can be described by 

the equations: 

 

where = (c−t; c−t+1; …. ; c−1) is the (non-secret) initial state, k is the key, g iالs the function which produces the keystream zi, 

and h is the output function which combines the keystream and plaintext mi to produce ciphertext ci. The encryption and decryption 

processes are depicted in following Figure. The most common presently-used self synchronizing stream ciphers are based on block 

ciphers in 1-bit cipher feedback mode 

 

 (i) self-synchronization. Self-synchronization is possible if ciphertext digits are deleted or inserted, because the decryption 

mapping depends only on a fixed number of preceding ciphertext characters. Such ciphers are capable of re-establishing proper 

decryption automatically after loss of synchronization, with only a fixed number of plaintext characters unrecoverable. 

(ii) Limited error propagation. Suppose that the state of a self-synchronization stream cipher depends on t previous ciphertext 

digits. If a single ciphertext digit is modified (or even deleted or inserted) during transmission, then decryption of up to t subsequent 

ciphertext digits may be incorrect, after which correct decryption resumes. 

(iii) Active attacks. Property (ii) implies that any modification of ciphertext digits by an active adversary causes several other 

ciphertext digits to be decrypted incorrectly, thereby improving (compared to synchronous stream ciphers) the likelihood of being 

detected by the decryptor. As a consequence of property (i), it is more difficult (than for synchronous stream ciphers) to detect 

insertion, deletion, or replay of ciphertext digits by an active adversary. This illustrates that additional mechanisms must be 

employed in order to provide data origin authentication and data integrity guarantees. 



(iv) Diffusion of plaintext statistics. Since each plaintext digit influences the entire following ciphertext, the statistical properties of 

the plaintext are dispersed through the ciphertext. Hence, self-synchronizing stream ciphers may be more resistant than 

synchronous stream ciphers against attacks based on plaintext redundancy. 

B/ Irreducible Polynomial  

(Mathematics) A polynomial is irreducible over a field K if it cannot be written as the product of two polynomials of lesser 

degree whose  In mathematics, the adjective irreducible means that an object cannot be expressed as the product of two or more 

non-trivial factors in a given set. See also factorization.For any field F, the ring of polynomials with coefficients in F is denoted by F[x]. 

A polynomial p(x) in F[x] is called irreducible over F if it is non-constant and cannot be represented as the product of two or more 

non-constant polynomials from F[x]. The property of irreducibility depends on the field F; a polynomial may be irreducible over some 

fields but reducible over others. Some simple examples are discussed below.Galois theory studies the relationship between a field, its 

Galois group, and its irreducible polynomials in depth. Interesting and non-trivial applications can be found in the study of finite 

fields.It is helpful to compare irreducible polynomials to prime numbers: prime numbers (together with the corresponding negative 

numbers of equal modulus) are the irreducible integers. They exhibit many of the general properties of the concept of 'irreducibility' 

that equally apply to irreducible polynomials, such as the essentially unique factorization into prime or irreducible factors.Every 

polynomial p(x) in F[x] can be factorized into polynomials that are irreducible over F. This factorization is unique up to permutation 

of the factors and the multiplication of the factors by constants from F (because the ring of polynomials over a field is a unique 

factorization domain).Any polynomial over F must share either no roots or all roots with any given irreducible polynomial; this is 

Abel's irreducibility theorem. 

Irreducible polynomial :- if f(x) and g(x) and h(x) is polynomial over GF(2) 

h(x)=f(x).g(x) then f(x)/h(x) and g(x)/h(x) reducible 

and 

if f(x) not divide by h(x)   i.e. f(x)(not divide)h(x) 

f(x)/1 and f(x)/f(x) is called irreducible 

C/ Cipher Block Chaining Mode 

To overcome the security deficiencies of ECB, we would like a technique in which the same plaintext block, if repeated, 

produces different ciphertext blocks. A simple way to satisfy this requirement is the cipher block chaining (CBC) mode (The following 

figure). In this scheme, the input to the encryption algorithm is the XOR of the current plaintext block and the preceding 

ciphertext block; the same key is used for each block. In effect, we have chained together the processing of the sequence of 

plaintext blocks. The input to the encryption function for each plaintext block bears no fixed relationship to the plaintext block. 

Therefore, repeating patterns of b bits are not exposed. 



 

For decryption, each cipher block is passed through the decryption algorithm. The result is XORed with the preceding ciphertext 

block to produce the plaintext block. To see that this works, we can write 

Cj = E(K, [Cj-1 XORed Pj]) 

Then D(K, Cj) = D(K, E(K, [Cj-1 XORed Pj])) 

D(K, Cj) = Cj-1 XORed Pj 

Cj-1 XORed D(K, Cj) = Cj-1 XORed Cj-1 XORed Pj = Pj 

To produce the first block of ciphertext, an initialization vector (IV) is XORed with the first block of plaintext. On decryption, the IV is 

XORed with the output of the decryption algorithm to recover the first block of plaintext. The IV is a data block that is that same size 

as the cipher block. 

Q2/ 

(i) (Frequency test) n0 = 84, n1 = 76 and the value of the statistic X1 is 0.4. 

 

(ii) (Serial test) n00 = 44, n01 = 40, n10 = 40, n11 = 35, and the value of the statistic X2 is 0.6252. 

 

(iii)  (poker test) Here m = 3 and k = 53. The blocks 000, 001, 010, 011, 100, 101, 110,111 appear 5, 10, 6, 4, 12, 3, 6, 

and 7 times, respectively, and the value of the statistic X3 is 9.6415. 

 

(iv)  (runs test) Here e1 = 20.25, e2 = 10.0625, e3 = 5, and k = 3. There are 25, 4, 5 blocks of lengths 1, 2, 3, 

respectively, and 8, 20, 12 gaps of lengths 1, 2, 3, respectively .The value of the statistic X4 is 31.7913. 

 

(v)  (autocorrelation test) If d = 8, then A(8) = 100. The value of the statistic X5 is 3.8933. 

For a significance level of   = 0.05, the threshold values for X1, X2, X3, X4, and X5 are 3.8415, 5.9915, 14.0671, 9.4877, and 1.96,. 

Hence, the given sequence s passes the frequency, serial, and poker tests, but fails the runs and autocorrelation tests. 

Q3/ 

(Geffe generator) The Geffe generator, as depicted in following Figure. is defined by three maximum-length LFSRs whose lengths 

L1, L2, L3 are pairwise relatively prime, with nonlinear combining function 

F(X1, X2, X3)=(X1 and X2) Xor (not (X2)and X3) 

And the maximal length of Geffe is 
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(Hardmard Generator)  :Nonlinear generator consists of two LFSR of(X1,X2) with nonlinear function  

F(x) = (S1 and S2)  
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Q4/ 

 A Galois LFSR, or a LFSR in Galois configuration, is an alternate structure that can generate the same sequences as a conventional 

LFSR. In Galois configuration, when the system is clocked, bits that are not taps are shifted as normal. The taps, on the other hand, 

are XOR'd with the new output, which also becomes the new input. To generate the same sequence, the order of the taps is the 

reverse of the order for the conventional LFSR. Galois LFSRs do not concatenate every tap to produce the new input (the XOR'ing is 

done within the LFSR and no XOR's are run in serial, therefore the propagation times are reduced to that of one XOR rather than a 

whole chain), thus it is possible for each tap to be computed in parallel, increasing the speed of execution. In a software 

implementation of an LFSR, the Galois form is more efficient as the XOR operations can be implemented a word at a time: only the 

output bit must be examined individually. 

 

Q5/LFSR/FCSR Summation/Parity Cascade 

The theory is that addition with carry destroys the algebraic properties of LFSRs, and that XOR destroys the algebraic properties of 

FCSRs. This generator combines those ideas, as used in the LFSR/FCSR Summation Generator and the LFSR/FCSR Parity Generator 

just listed, with the Gollmann cascade. The generator is a series of arrays of registers, with the clock of each array controlled by the 

output of the previous array. In the following figure is one stage of this generator. The first array of LFSRs is clocked and the results 

are combined using addition with carry. If the output of this combining function is 1, then the next array (of FCSRs) is clocked and 

the output of those FCSRs is combined with the output of the previous combining function using XOR. If the output of the first 

combining function is 0, then the array of FCSRs is not clocked and the output is simply added to the carry from the previous round. 

If the output of this second combining function is 1, then the third array of LFSRs is clocked, and so on.This generator uses a lot of 

registers: n*m, where n is the number of stages and m is the number of registers per stage. recommend n = 10 and m = 5. 
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Algorithm Alternating step generator 

SUMMARY: a control LFSR R1 is used to selectively step two other LFSRs, R2 and R3. 

OUTPUT: a sequence which is the bitwise XOR of the output sequences of R2 and R3. 

The following steps are repeated until a keystream of desired length is produced. 

1. Register R1 is clocked. 

2. If the output of R1 is 1 then: 

R2 is clocked; R3 is not clocked but its previous output bit is repeated. 

(For the first clock cycle, the “previous output bit” of R3 is taken to be 0.) 

3. If the output of R1 is 0 then: 

R3 is clocked; R2 is not clocked but its previous output bit is repeated. 

(For the first clock cycle, the “previous output bit” of R2 is taken to be 0.) 

4. The output bits of R2 and R3 are XORed; the resulting bit is part of the key stream 

 

Q6/ 

Important element for design a stream cipher 

1. The encryption sequence should have a large period. A pseudorandom number generator uses a function that produces a 

deterministic stream of bits that eventually repeats. The longer the period of repeat the more difficult it will be to do 

cryptanalysis. This is essentially the same consideration that was discussed with  

 

reference to the Vigenère cipher, namely that the longer the keyword the more difficult the cryptanalysis. 

2. The keystream should approximate the properties of a true random number stream as close as possible. For example, 

there should be an approximately equal number of 1s and 0s. If the keystream is treated as a stream of bytes, then all of 

the 256 possible byte values should appear approximately equally often. The more random-appearing the keystream is, 

the more randomized the ciphertext is, making cryptanalysis more difficult. 



the output of the pseudorandom number generator is conditioned on the value of the input key. To guard against brute-force 

attacks, the key needs to be sufficiently long. The same considerations as apply for block ciphers are valid here. Thus, with current 

technology, a key length of at least 128 bits is desirable. 

 

 

 

 

 

 


