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Abstract— Many important features of chaotic systems can be 

exploited in cryptography such as: ergodicity, sensitivity to initial 

condition, mixing property. These features lead to a significant 

relationship between cryptography and chaos. Sensor nodes in a 

wireless sensor network (WSN) are affected with resource 

constrained; they have limited processing speed, storage capacity, 

energy, and communication bandwidth. This paper proposes a 

new encryption scheme called Chaotic Block Cipher (CBC) to 

encrypt the message digest MD for WSNs data. The proposed 

method uses logistic chaotic method to create a number of chaotic 

values and treats these values to obtain the encryption/decryption 

keys then mixing them with a plaintext to get a ciphertext.  

Simulation results demonstrate that, the execution time and the 

security achieved by the proposed method are very suitable for 

WSNs. 

Keywords- Block cipher; cryptography; logistic map; security; 

Wireless Sensor Networks (WSNs). 

I.  INTRODUCTION  

Development of computer science and communication 

systems requires great protection for data sent and received. 

This is a very important issue in a lot of systems such as: ad 

hoc networks, mobile networks, wireless sensor networks 

(WSNs), etc. Therefore, several cryptosystems have been 

developed to protect sending and receiving data in these 

systems.  

A WSN is a microcomputer network that work 

autonomously, it consists of many sensors devices that 

interconnected by wireless transceiver devices. It is 

implemented in various applications including monitoring and 

sensing activities drives by the versatility of the technology 

[1]. 

  Fig. 1 shows the schematic diagram of components inside 

a typical sensor node that comprises of sensing, processing, 

transmission, mobilizes, position finding system and power 

units. It also shows the communication architecture of a WSN 

[2]. Sensor nodes usually have small memory, slow processing 

and limited power. Security protocols/algorithms are need 

memory for key storage, processing overhead for 

encryption/authentication, and do not really consider limited 

power applications [3].  

In last decades, researchers have noticed an interesting 

relationship between cryptography and chaos. According to 

that, many properties of chaotic systems such as: ergodicity, 

sensitivity to initial conditions, mixing property, deterministic, 

ease of Use dynamics and structural complexity that analogous 

to the confusion/ diffusion with a simple change in 

plaintext/secret key [4]. 

The term “chaos” first appeared in cryptography field in 

1989, by Matthews where he introduced chaos as a stream-

cipher based on 1D chaotic system [5]. Chaotic systems have 

important features making the system highly secured and 

robust against cryptographic attacks. For that, several chaos-

based encryption algorithms have been studied and 

implemented due to their ability to achieve diffusion 

confusion effects, needed in any cryptosystem [6].  

The aim of this research is to design a secure encryption 

algorithm using chaotic logistic map method to encrypt the 

authentication message digest of data message that transmit 

between sensor nodes in Wireless sensor networks to enhance 

the security and energy consumption. A new method creates 

keys using in encryption algorithm to improve the strength of 

security with a less execution/run time. The simulation results 

show that proposed scheme provides good security due to their 

ability to achieve diffusion confusion effects, needed in any 

cryptosystem. To demonstrate the performance of the 

proposed technique, this paper performs a set of tests. The 

detailed quantitative analysis and experiment show that, our 

 
Figure. 1.  Components of a sensor node. 
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scheme is greatly superior in terms of security and time 

execution of WSNs. 

The rest of this paper is organized as follows. Related works 

and related concepts of the cryptographic hash function 

algorithms are presented in Part II. In Part III, the details 

regarding the chaotic map method are given. The 

cryptography system is is presented in Part IV. The analysis of 

the proposed enhancement is presented in Part V. Finally, 

conclusion and discussion are presented in Part VI. 

 

II. RELATED WORKS 

There are several security schemes based on chaotic 

methods have been proposed in wireless sensor networks. 

Masuda et al. [6] proposed an algorithm depends on chaotic 

Feistel cipher and a chaotic uniform cipher. The aim is to 

explore the relationship between crypto components from both 

dynamical-system and cryptographical points of view. 

Jiandong [7] proposed algorithm to generate an ideal 

uniform distribution and pseudorandom sequence. It uses plus 

and bit shift calculation to generate key using coupled integral 

tent mapping algorithm and then combined the feistel structure 

to consist a block cipher for WSN.  

Chen et al [8] proposed a block cipher algorithm depends on 

feistel frame and logistic chaotic mapping, this method uses a 

block length of 8 bits, without using any tabulation, it has a 

high security feature with high speed computing, but the 

distribution of the sequence generated by the chaotic logistic 

mapping is nonuniform. And the power and modular 

calculation of large numbers in the process of key generating 

will increase the burden of the WSN nodes. 

Yanbing et al. [9] proposed a block cipher based on chaotic 

S-box. By uses the cross-calculations mod as similar to RC5 

algorithm.   

Wang et al. [10] proposed A new security gateway based on 

chaotic sequences. Using Logistic mapping, generates an 

infinite binary sequence to encrypt the data information to 

achieve a real sense of "one-time pad."  

Jiandong et al. [11] proposed a cryptographic algorithm using 

coupled extended integer tent maps, with Feistel structure, to 

generate the key sequence, one byte plain text block, extended 

integral tent mapping, and avoid the floating point. 

III. THE RANDOM KEYS GENERATOR BASED ON CHAOTIC 

LOGISTIC MAP 

A. Chaotic cryptographic 

Chaos functions are mainly used to develop mathematical 

models of nonlinear systems. They have attracted the attention 

of many mathematicians because of their sensitive nature to 

initial conditions and huge applicability to modeling 

complicated problems of the life. Chaotic functions which 

were first studied in the 1960's show numerous interesting 

features. The sequences produced by such functions [12] has 

very good random and complexity. These equations have an 

extreme sensitiveness to initial conditions. 

 

B. Chaotic generator 

The CBC method is based on chaotic map as PRNG to 

encrypt the plaintext block by block. The produced chaotic 

random keys are mixed with the plaintext by using XOR 

operation. There are very strong relationships between chaotic 

and cryptography. If the randomness is high in chaotic key 

then there will be strong robustness encryption. 

To replace the non-chaotic encryption schemes that used in 

the considered wireless sensor networks, we need a high 

performance chaotic generator that can produce random series 

of keys. And it must be very fast to meet the real time 

requirement of WSNs. 

The chaotic encryption method is used to acquire the 

communication safety for sending and receiving message in 

WSNs. The logistic map is a polynomial, which has chaotic 

behavior, and it can be obtained by a very simple nonlinear 

dynamical equation [13].Chaos presents two general principles 

which have been already used for a long time in classical 

encryption algorithm; these principles are confusion and 

diffusion [14]. 

In the chaotic encryption algorithm, the employed chaotic 

map is the Logistic map equation [15]: 

 

Xn+1=αXn(1-Xn)                               (1) 

 

This equation includes the initial condition “x0” and the 

control parameter “α”, where “x” is 0<x<1, and α is a positive 

number.  Fig. 2 shows chaos generator. 

 

IV. PROPOSED CHAOS BASED CRYPTOSYSTEM 

A. Architecture 

The architecture of the proposed method consists of two 

phases: key generation phase depending on chaotic logistic 

map method, and encryption phase using Xor operation to 

encrypt the plain text, Fig. 3 shows the architecture of the 

proposed cryptosystem. 

The new algorithm is implemented on blocks of bits where 

input data divided into blocks of 32 bits each block is enter to 

the Xor phase with four keys to produce the cipher text, then: 

Each block of data can be encryption using CBC method by 

the following equation: 

 

 Cj=E (KjPj)                               (2) 

 

 

 
Figure. 2.  Chaotic generator. 
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Each block of data can be decryption using CBC method by 

the following equation: 

 

 Pj=D(KjCj)                             (3) 

 

The encryption operation is done by choosing the Keys and 

orders that generated from the chaotic generator in the 

encryption and decryption parts. 

B. Chaotic value generation 

The proposed encryption algorithm various values of x0 = 

0.95, 0.94, 0.93 ε [0, 1], and α=3.9, 3.8, 3.7 ε [3.57- 4] are 

taken. By implements the logistic map equation to generate 

320 chaotic values, and implement the proc. 1 to generate 320 

different orders that can be used to choose the appropriate 

position to encrypt/decrypt the text block. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

After that, the resulting values of binary” yy” convert them 

to decimal values that indicates the order of 

encryption/decryption block. 

C. Key generation 

The proposed encryption algorithm used the logistic map 

equation to generate 320 chaotic values, and implement 

equation (4) to create 320 different keys. 

 

Ki= 2^16*sqrt(xi)                            (4) 

where ki is the i
th

 key, xi the i
th

 chaotic value generated by 

equation (1). 

After that, takes the fraction part of ki as the key that can used 

it in the encryption/decryption operation, this keys generated 

depending on initial condition x0 and control parameter α in 

the encryption and decryption parts. 

    Fig. 4 shows the values produced by logistic map equation 

for 320 values. Fig. 5 shows the keys that can be generated 

from the logistic map values. 

D. Encryption/Decryption Phase 

After generates the required keys and its order. To reduce 

the number of keys that can be waste during the 

encryption/decryption phase, the algorithm uses four keys in 

each loop but only one can be used in mixing operation by 

make keys as array equal to values of “yy” that contains “0, 1, 

2, 3” so the algorithm counts the number of “0”, “1”, “2”, and 

“3” in “yy” array and create four key arrays equal to 

calculated number of “0, 1, 2, 3” that can be reduce the wastes 

keys in the encryption process. Proc. 2 shows the mixing 

operation for key arrays with plain text blocks.   

 

 

 

 

 

 

 

 

 

 

 
 

Figure. 3.  Artichture of the proposed cryptosystem. 

Procedure 1 generates chaotic values and order values. 

α = 3.9; 

xi = 0.95; 

for i=1 to 320 

xi=α*xi(1-xi) 

if xi>0.5 

 yi = 0; 

else 

 yi = 1; 

yy = concat(y,y); 

yy = reshape(yy,2,length(yy)/2); 

end; 

end; 

 

 
 

Figure. 4.  X0 logistic map values. 

 
 

Figure. 5.  Chaotic value of 320 keys. 

118



where l is a counter for 320 key scheduling, j, k, p, q are a 

counters for number of keys equal to number of “0, 1, 2 or  3” 

in “yy” array, WW is the text block. 

To explain the all stages of encryption algorithm Fig. 6 

shows the flowchart of the CBC algorithm. 

 

 

V. SIMULATION RESULTS AND ANALYSIS  

The CBC algorithm was tested based on the security and 

time needed to generate secure ciphertext. The algorithm have 

been tested using a system with Intel Core 2 Duo, 2.00GHz 

processor with 4GB RAM running Microsoft Windows 7 with 

only one processor enabled for precise result. The efficiency 

performance is analyzed in software implementation using 

MATLAB R2010a (version 7.10). 

Several experiments have been implemented to examine the 

performance of the proposed algorithm on three deferent text 

samples and three deferent values of x0 and α for each text 

sample as shown in Table I. 

A. Key space 

The generated key from the chaotic algorithm depends on 

the initial values, the length of key are equal to 32 bits that are 

equal to length of text block. This keeps the cryptosystem with 

high security against attacks. 

B. Confusion and diffusion 

Confusion and diffusion [16] are two basic design criteria 

for secret-key encryption algorithms with high computational 

security. Confusion means that the ciphertext depends on the 

plaintext and the key in a complicated way. Diffusion means 

that each plaintext bit should influence every ciphertext bit, 

and each key bit should influence every ciphertext bit.  

In the proposed Chaotic algorithm, the key that chooses to 

encrypt/decrypt block depends on the chaotic map, so the 

relationship between keys, plaintext, and ciphertext is 

nonlinear. Therefore, the proposed algorithm satisfies the 

confusion design feature, since the chaotic map has a high 

initial condition-sensitivity. That is, a one-bit change in the 

key causes great changes in the ciphertext, which means that 

the ciphertext depends on each bit of the key. 

The diffusion feature has a high diffusion-speed. That is, a 

one-bit change in the plaintext causes great changes in the 

ciphertext, which means that the ciphertext depends on each 

 
 

Fig. 6.  The cryptosystem algorithm. 

TABLE I   RESULTS OF NINE EXPERIMENTS DEPEND ON X0 AND ALPHA 

VALUES   
 

 
 

 

Procedure 2 the encryption /decryption phase 

   l=1;  j=1;  k=1;  p=1;  q=1; 

   For i =1 to 64 

       For r =1 to 5 

           If yyl = 0 

    Wr = xor (WWr , Kj);  

  j = j + 1;   

  l  = l + 1: 

           Else If  yyl = 1 

                   Wr = xor (WWr , Kk); 

     k = k + 1; 

     l = l + 1: 

          Else If yyl = 2 

      Wr = xor (WWr , Kp); 

                  p = p + 1; 

                    l = l + 1: 

         Else If yyl=3 

      Wr = xor (WWr , Kq); 

       q = q + 1; 

                    l = l + 1: 

         end;      end;    end; 
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bit of the plaintext. Therefore, the proposed algorithm satisfies 

the diffusion design feature. 

 

C. Sensitivity to initial condition 

The proposed algorithm has high key sensitivity and 

plaintext sensitivity. This means that a small change in the key 

or in the plaintext will causes great changes in the ciphertext.  

The plaintext sensitivity of the cryptosystem is 

corresponding to both the chaotic map’s initial-value 

sensitivity and the diffusion function’s diffusion speed. Here, 

the algorithm is used to encrypt text produced from 

authentication process of data. Figs. 7, 8, and 9 shows the 

result of experiments 1, 4, and 9, where, x0= 0.95, 0.94, and 

0.93 and a=3.9, 3.8, and 3.7 respectively as mentioned in 

Table I. The figures show the great difference between 

plaintext and resulting ciphertext.  

VI. CONCLUSION 

In this paper a new chaotic block cipher CBC algorithm is 

proposed. The algorithm length of cipher block is 32 bit, use 

the chaotic key generator provides randomness and security 

features. Several experiments have been taken to prove the 

suitable of the algorithm in WSN nodes.   

The performance of CBC is examined from the security and 

time consuming. The proposed method is evaluated to 

demonstrate the effectiveness of the new approach with 

regards to enhancement of the run time and security of 

message in wireless sensor networks. 
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Figure 7.  Plaintext and Ciphertext for experiment 1. 

 
 

Figure 8.  Plaintext and Ciphertext for experiment 4. 

 
 

Figure 9.  Plaintext and Ciphertext for experiment 9. 
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