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Abstract— In traditional and current Network Intrusion 

Detection Systems (NIDSs) the most important stage of them is; 

how to reduce the features space dimension to extract the only 

critical features to detect the intruders. Principle Component 

Analysis (PCA) is needed to detect intrusion by transform a set of 

features space to a lower dimension space retaining the 

variability of the original data from any change. But PCA doesn't 

take the classes into account and is created for analyzing steady 

state processes, thus it is not able to handle any dynamic process, 

where wire, wireless and mobile traffic is dynamic (non-linear) 

therefore PCA is not feasible. 

In this research Latent Semantic Analysis (LSA) is proposed to 

reveal the variables in data. We are intending to introduce 

superior algorithm to frame Dynamic Principle Component 

Analysis (DPCA) in a heuristic fashion, this achievement will be 

explored in properties of emerging platforms such as smartness 

and mobility, and we need to merge DPCA and LSA to reveal 

semantics over variables; supported by ontology. Then using ID3 

data mining and Artificial Intelligence showed how the intruding 

packets were detected and analyzed, this analysis has taken the 

stationary networks. The new stage of this research will take the 

mobility into account. So for, a group of algorithms have been 

created and correlated in parallel and serial configurations to 

present the proposed vision for NIDS. The results obtained from 

proposed system showing that accuracy and detection rate of ID3 

classifiers is higher with (DPCA and LSA) than with traditional 

feature reduction methods.  
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I.  INTRODUCTION 

Intrusion detection is a process of gathering intrusion 
related knowledge occurring in the process of monitoring the 
events and analyzing them for sign or intrusion. It raises the 
alarm when a possible intrusion occurs in the system. The 
network data source of intrusion detection consists of large 
amount of textual information, which is difficult to 
comprehend and analyze [2].  

Data Mining based IDS techniques generally fall into two 
main categories: misuse detection and anomaly detection. In 
misuse detection systems, use patterns of well-known attacks 
to match and identify known intrusion. These techniques are 
able to automatically retrain ID models on different input data 
that include new types of attacks, as long as they have been 

labeled appropriately. Unlike signature-based IDSs, models of 
misuse are created automatically, and can be more 
sophisticated and precise than manually created signatures. 
Some IDSs use both anomaly and misuse detection techniques 
[3]. Most important classification tools in data mining is the 
decision tree (ID3),it's one of the most widely used supervised 
learning methods used for data exploration. It is easy to 
interpret and can be re-represented as If-then-else rules. A 
decision tree consists of nodes and branches connecting the 
nodes. The nodes located at the bottom of the tree are called 
leaves and indicate classes [4].  

PCA is a feature selection and feature extraction process, 
its main goal is to enter large search space characteristics of a 
suitable vector, and the characteristics of all the main features 
extracted [5].  Two drawback of PCA have been investigated, 
first one is the assumption of the existing of linear 
relationships among process variables, and second one is the 
challenge of process dynamics which it hasn’t been considered 
due to fact that PCA is created for analyzing steady state 
processes, thus it is not able to handle any process dynamics. 
The authors presented in this work (Dynamic PCA (DPCA)) a 
PCA based multivariate time-series segmentation method 
which addressed the first drawback, and dynamic extension or 
multivariate time-series segmentation has been developed to 
segment these series based on the changes in process 
dynamics [1].  A modification to the DPCA algorithm for fault 
detection has been proposed, in which an appropriate 
standardization with respect to on-line estimated statistical 
parameters is carried out if simple healthy relations between 
variables can be obtained. This idea allows to deal with non-
stationary signals and to reduce significantly the rate of false 
alarms. It was shown through a series of tests the effectiveness 
of the proposed fault detection algorithm to distinguish 
between normal changes in signals and the variations due to 
the presence of faults [2].  Latent Semantic Analysis (LSA) is 
a new algebraic model of information retrieval, proposed by 
Landauer and Dumais et al. It is a calculation theory and 
method for knowledge acquisition and representation that has 
been applied to information retrieval, question answering 
system [6]. LSA has been widely used to analyze the latent 
semantics of documents in an unsupervised way by exploring 
the relationships between a set of terms and a corpus of 
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documents and a set of latent topics .The mathematical 
formulation of LSA is based on the singular value 
decomposition (SVD) of matrices, which imposes the 
restriction that all latent topics are mutually orthogonal, which 
is not always proper or reasonable for real-world applications 
[7]. LSA derives the meaning of terms from approximating the 
structure of term usage among documents through SVD. This 
underlying relationship between terms is believed to be mainly 
due to transitive relationships between terms, that is, terms are 
similar if they co-occur with the same terms within files. 
Ontology is a simple concept hierarchies, organizing 
information used in semantic web as a knowledge 
representation, Provide semantics for web resources about the 
Describe resource and their contents [6, 7]. 

This paper introduce a proposed vision of intrusion 
detection system by exploiting DPCA and LSA in extracting 
attributes of semantic space of intrusion’s classes; these 
features contribute in classifying each class separately rather 
than using traditional PCA with extract attributes contribute in 
classifying all classes.  

II. ANALYSIS FOR CRITICAL POINTS IN TRADITIONAL AND 

CURRENT PCA-BASED NIDS 

From our survey of traditional and current NIDS there are 
number of significant drawbacks, especially those IDS 
systems that use PCA as a feature space reduction to extract 
the critical feature in intrusion detection, these drawbacks are:  

PCA works under the following restricted assumption: the 
distribution of events occurred within data flows is normal. No 
auto-correlation is found among observations and variables are 
stationary. Mobile and Wireless networks are producing 
dynamic environment and auto-correlation in variables is 
possible, thus time lags of the time series is incorporating 
within vectors describing the observation. Wireless and 
Mobile network traffic have observations that hold semantic 
among variables, and this semantic can be recruited to produce 
smart PCA of the data set. Wireless and Mobile data flows is 
non-stationary, especially, in handoff and resuming points 
which weaken the reliability of results obtained by PCA and 
Dynamic PCA (DPCA). PCA and dynamic PCA do not take 
into account the semantic interpretation of the variables while 
new emerged wireless and mobile networks are working in a 
smart environment; this smart environment imposes semantic 
relationships among variables. PCA is a statistical orthogonal 
transformation. PCA is combined with knowledge guiding to 
reduce noise and probabilistic behavior (e.g., PCA + ANN). 
PCA is successful in reducing the dimensionality of the data 
sets but it does not take the parameters or labels into account; 
also PCA fails to represent the data in a way that simplifies the 
interpretation of underlying parameters. New classes of threats 
are added by emerging platforms such as cloud and Smart 
phones that could not considered automatically. Reduced set 
of attributes is a local non-complete set over network attack 
domain (hint: PCA and Heuristic methodology are domain 
specific). Mobile network adds new dimensions to the vector 
of security attributes due to dynamic architecture it imposes. 
Time series analysis of occurrence is a crucial value in 
perceiving network threats and events (hint: dynamic principal 
component analysis). Application level attributes are crucial 

values in detecting intrusions in application level distributed 
systems (i.e., web services over the cloud). 

III. THE PROPOSED VISION FOR NIDS  

As a general presentation of the proposed vision for 
detecting the intrusions, see algorithm (1). Considering the 
limitation of the conventional PCA, figure (1) presents the 
proposed scheme where dynamic PCA (DPCA) has been 
suggested to monitor non-stationary data of network and 
conduct on-line means estimation; this is combined with LSA 
(Latent Semantic Analysis) which is proposed to reveal 
semantics over variables and change the objective function of 
DPCA according to the revealed semantics. DPCA extracts 
time-dependent relationship in the measurement through 
augmenting the measured data matrix by time lagged 
measured variables. LSA (Latent Semantic Analysis) increases 
the performance of DPCA algorithm and produces more 
reliable results (Hint: LSA is executed in parallel with DPCA).  

Algorithm (1): Proposed vision for NIDS 

Input: Receiving connections from any network environment (wire, wireless, 

and mobile) 

Output: Classify connection as normal or intrusion and specify the intrusion 

type.  

Process: 

1. Dataset Phase: using KDD dataset as a benchmark of training and 

testing the proposal NIDS. Section (3.1) explain description, selection 

and preparation of dataset for the proposal 

2. Training Phase: the training will done on training part of KDD dataset; 

but after reconfigure the dataset into suitable shape to apply (in parallel) 

both of suggested DPCA and LSA to extract the critical attributes for 

each class, then construct the classification rules using ID3 mining 

algorithm. Section (3.2) explains the proposed training correlated 

algorithms. 

3. Testing Phase: the testing will done on testing part of KDD dataset 

according the extracted classification rules obtained from constructing 

ID3 decision tree according what launched from DPCA and LSA. 

Section (3.3) explains the testing according classification rules extracted 

from the proposed training correlated algorithms. 

End Process 
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A. Description of Dataset  

KDD'99 training dataset consists of approximately 5 
million connection records; each of which contains 41 features 
and is labeled as either normal or an attack, with exactly one 
specific attack type. These features are grouped into four 
categories: basic features, content features, timebased traffic 
features and host-based traffic features. The simulated attacks 
fall in one of the following four categories: Denial of Service 
Attack (DoS), User to Root Attack (U2R), Remote to Local 
Attack (R2L), and Probing Attack. A total of 22 training 
known attack types and additional 17 unknown types are 
summarized. To solve many issues related with KDD’99, they 
have proposed a new data set, NSL-KDD, which consists of 
selected records of the complete KDD data set.  NSL-KDD 
has many advantages over the original KDD dataset; It does 
not include redundant records in the train set, so the classifiers 
will not be biased towards more frequent records. The 
following processes have been applied to the "NSL-KDD 
dataset" before it being used in design of the proposed system: 
Converting the original NSL-KDD dataset from a text file to 
SQL server. Since type of some of NSL-KDD dataset's 
features is continuous, thus a process for normalization these 
features have been done in order to become of categorical type 
so it becomes more convenient with the used DM 
classification algorithms. Normalization is used for data 
preprocessing, where the attribute data are scaled so as to fall 
within a small specified range such as -1.0 to 1.0 or 0.0 to 1.0.  
The resulted dataset from process two will be split into two 
distinct datasets by using, one for classifiers' training which 
nearly equal two thirds of resulted dataset from process two 
and the other for classifiers testing which nearly equal one 
third of the same resulted dataset. Dataset of validation 
process will collected from a wireless local area network. The 
local network is composed of 5 wireless stations and two one 
access points. One machine is used to generate normal traffic 
of HTTP and FTP. The second, third and fourth machines 
transmit simultaneously data originating from 4 types of 
WLAN attacks. The fifth station is used to collect and record 
both types of traffic (normal and intrusive (type of intrusion). 

The data collected were grouped in to one set: validation of 
proposed system.   

B. Training Phase   

In traditional and current research of KDD’99-based 
intrusion detection systems, see table (1), the feature selection 
step is used to select which features are more important for the 
prediction, to find out and get rid of irrelevant features that 
reduce classification accuracy, discover relations between 
features and throw out highly correlated features which are 
redundant for prediction. 

 

 

An earlier general task in data mining is to extract outstanding 
features for the prediction. This function can be broken into 
two groups; feature extraction or feature transformation, and 
feature selection. Feature extraction refers to the process of 
creating a new set of combined features (which are 
combinations of the original features). On the other hand, 
feature selection is different from feature extraction because it 
does not produce new variables. Feature selection also known 
as variable selection, feature reduction, attribute selection, 
feature ranking, or variable subset selection, is a widely used 
dimensionality reduction technique, which has been the focus 
of much research in machine learning and data mining. 

1. PCA and DPCA 

We suggest a dynamic PCA (DPCA) which depends on 
heuristic fashion to deal with dynamic states. In many 
previous works that use Principle Component Analysis (PCA), 
see algorithm (2), and will applied overall KDD’99 training 
part, the resulted set of features in the training dataset will be 
used in design (learning) of the classifiers.(8,9) 

In this paper our vision is different from previous works, 
that by introduce the DPCA in a heuristic fashion. This will be 
done by apply PCA on each class (normal and other 22 
attacks) separately to extract the critical features effect on it.  
To explain the proposal we will introduce the following 
Theoretical Background of using PCA over dataset as in 
algorithm (2), (in our search KDD dataset); 

 ̅    ∑            
 
                         (6) 

     {           }                         (7) 

    {           }                           (8)  

  ̅  : Vector of attributes collected due to event occurred 
within the problem world. 

        : Scalar value of an attribute in   direction, 

  : Set of  ̅  , Such that:  

       (   )  (    )         (   )        Let  

                  (  )        and     (  )
        

Figure 1: Proposed Intrusion Detection System based on LSA-DPCA and 

ID3 
 

Table (1): Semantic space using SVD-LSA 
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2. Latent Semantic Analysis 

Constructing a latent semantic space model relies on the 
process of Singular Value Decomposition (SVD) which can be 
expressed by Formula: 

X=VSDT                              (9) 

      Where X is an m-by-n matrix whose rows denote the 
features and columns denote the attacks, m is the number of 
features and n is the number of attacks in the training corpus, 
see table (1). 

The three matrices V, S, D on the right of the equation are 
the results of the process of SVD of X matrix. The S matrix is 
a diagonal matrix, the values on the diagonal are the singular 
values (the positive square roots of eigenvalues of XX

T
 (or 

X
T
X) matrix), and those values are distributed on the diagonal 

in descending order. V matrix is composed of the eigenvectors 
of XX

T 
matrix and these eigenvectors correspond to singular 

values’ order, D matrix is composed of the eigenvectors of 
X

T
X matrix and these eigenvectors’ order also corresponds to 

singular values’ order. If we use “r” to denote the number of 

XX
T
 (or X

T
X) matrix’s positive eigenvalues, V will be an m-

by-r matrix and D will be an n-by-r matrix.  

We view V as a matrix which describes the features in 
latent semantic space, and view D as a matrix which denotes 
the attacks in latent semantic space. When we truncate the 
three matrices to k dimensions, we will get a model with lower 
dimensions. The dimensions in the Latent semantic space 
model represent latent concepts, so both the features and the 
attacks will be described by latent concepts. When we 
describe a new document Q in this space, we can use the 
formulas (10) ~ (13): 

        X=VSDT→DT= (VS)-1 X                        (10) 

Because both V and D are orthogonal matrices, we have  

         V-1 =VH                                                       (11) 

Then 

DT =SVH X                                                           (12) 

So, the new document can be mapped into latent semantic 
space through (13): It’s clear that Q can be directly mapped 
into latent semantic space by using the VS matrix. SVD-LSA 
will be applied on KDD as in table (2). 

     Q=XVS                                                           (13) 

It’s clear that Q can be directly mapped into latent 
semantic space by using the VS matrix. SVD-LSA will be 
applied on KDD as in table (2). 

3. Decision tree (ID3) 

The most popular decision tree algorithm is ID3. The 
following subsections explain basic concepts of ID3 
algorithm: Based on Hunt’s algorithm, Quinlan developed an 
algorithm called ID3, in which he used Shannon’s entropy as a 
criterion for selecting the most significant/discriminatory 
feature: 

Entropy(S)   ∑     
 
                               (14) 

Where pi is the proportion of the patterns belonging to the 
ith class. 

The uncertainty in each node is reduced by choosing the 
feature that most reduces its entropy (via the split). To achieve 
this result, Information Gain (InfoGain) that measures 
expected reduction in entropy caused by knowing the value of 
a feature Fj, is used: 

InfoGain(S, Fj) =Entropy(S) -  

∑
     

   
        (   )      

                         (15) 

where V(Fj ) is a set of all possible values of feature Fj and 
S(vi )is a subset of S for which feature Fj has value vi.  

The InfoGain is used to select the best feature (reducing 
the entropy by the largest amount) at each step of growing a 
decision tree. To compensate for the bias of the InfoGain for 
features with many outcomes, a measure called the Gain Ratio 
is used: 

GR(S, Fj) = 
        (    )

                  (    )
                    (16) 

Split Information(S,Fj) =∑  
    

   
     (

    

   
) 

              (17) 

Algorithm (2):  Suggested-PCA (Previous work []) 

Input: NSL-KDD training dataset. 

Output: PCA set of most frequent and related features. 

Steps: 

1. Obtain training NSL-KDD’99 transactions. 

2. Represent every transaction Ii as a vector xi. 

3. Compute the average transaction  

  
 

 
 ∑    
      …………………….…...(1)  

4. Subtract the mean transaction       
  ………………………….....(2) 

5. Compute the covariance matrix   
 

 
    

 =AAT…………………..……(3)  

6. From C Compute eigenvectors ui  of AAT: 

7. Consider matrix AAT as a     matrix. 

8. Compute the eigenvectors vi of AAT such that: 

9. ATAvi → iVi → AATAVi =  iAvi → Cui =  iui   where  i 

=Avi………..(4) 

10. Compute the   best eigenvectors of AAT: 

  i= Avi ………………….…(5) 

11. Keep only K eigenvectors, (K features with their values). 

End. 
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The Split Information is the entropy of S with respect to 
values of feature Fj. In a situation when two or more features 
have the same value of InfoGain the feature that has the 
smaller number of values is selected. Use of the GR results in 
the generation of smaller trees. A "Decision Tree classifier" is 
one of the most widely used supervised learning methods used 
for data exploration. It is easy to interpret and can be re-
represented as If-then-else rules. This classifier works well on 
noisy data. With ID3 classifier, a decision tree has been 
constructed starting with training dataset as the "root node" of 
the tree, then split it into several sub-datasets nodes according 
to the feature with the "highest GR" value and the columns 
with this feature in each of these nodes will be removed, and 
the split process will be repeated with these new nodes. Before 
deciding to split each new constructed node, computing: the 
"number of classes" in it, its "initial entropy", specifies the 
"selected and used features", and, the "InfoGain" and "GR" of 
each feature in the node. 

The splitting continues until either all records in the node 
are labeled with the same class or there is no feature to split 
the node according to feature's values.  After splitting stage 
has been stopped, a set of "top-down" paths will be 
constructed from the root node of the tree to each leaf node in 
it. A path consists of a series of feature-value pairs ending 
with a class label. This set of paths examined to discover and 
delete the duplicated once. Then these paths converted to "if-
then-else" rules (i.e. classification rules) which will be used 
then to classify records of the testing dataset. Algorithm (3) 
explains ID3 algorithm with Intrusion detection learned on 
collected KDD dataset.  

4. Implementation  
To explain the training phase will introduce the 

implementation of the proposal as in the following: Fig. 2 
Which presents the main form of the implementation which 
presents the training of the proposal according SVD-LSA. 

That by selecting the attack then apply SVD-LSA on sample 
of this attack; that to extract the critical features affect this 
attack under semantic space advanced by ontology to avoid 
dynamic and continuous changes in features due to mobility.  

 

 

First: select the type of the attack, so will take samples of 
this attack as in follow: 

 

Second: Analyzing the dataset by find Weighted Attribute 
vector as follow:  

 

Third: Finding the Singular value matrix as follow:   

 

Fourth: training the selected attributes with ID3 to extract        
the classification model as follow: 

 

C. Testing Phase 

Training phase which consist of SVD-LSA-ID3 classifiers 
on Training dataset has been done with two sets of features 
(All Features, SVD-LSA Features), so the proposed system 
has been experimented (i.e., trained and tested) to assess the 
accuracy of the classifiers. Results of three conducted 
experiments (Exp1, Exp2, Exp3), which producing the most 
accurate results, have been presented in this section. Four 
classification models have been constructed in each of these 
three experiments. Next, these models have been applied on 
the same Testing dataset, which has been constructed during 

Algorithm (3): Suggested-ID3  

Input: A dataset (Wdataset) of training examples, S, and testing.  

Output: A decision tree (classifier model). 

Process: 

1. Create the root node containing the entire set S 

2. If all examples are positive, or negative, then stop: 

decision tree has one node. Otherwise (the general case). 

3. Select feature    that has the largest GR value 

4. For each value    from the domain of feature   : 

5.     add a new branch corresponding to this best feature 

value   , and a new node, which stores all the examples 

that have value    for feature    

6. If the node stores examples belonging to one class only, 

then it becomes a leaf node, otherwise below this node 

add a new subtree, and go to step 3 

End 

 

Figure 2. Main form of implementation 

 

Figure 3. Decision Tree for ID3 classification 
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Exp1, to assess the validation and accuracy of these 
constructed models on the same testing dataset. The 
classification results of testing are either TP (intrusion), TN 
(normal), false positive (FP) (misclassified as intrusion), false 
negative (FN) (misclassified as normal), Unknown (new user 
behavior or new attack). From classification results we 
calculate the detection rate (DR) of IDS is the ratio between 
the number of TP and the total number of intrusion patterns 
presented in the testing dataset. It has been calculated using 

DR = 
  

              
 *100%                       (18) 

, and the false alarm rate (FAR) of an IDS is the ratio between 
number of "normal" patterns classified as attacks (FP) and the 
total number of "normal" patterns presented in the testing 
dataset. It has been computed using 

FAR = 
  

              
*100%                      (19) 

Values for both of DR and FAR for each classifier in the three 
experiments have been illustrated in table (2). 

Table (2): DRs and FARs of both of them ID3 Classifier with and without 
SVD-LSA 

ID3 Classifier 

 
FAR 

 
DR 

 
Experiment No. 1 

 

Feature 
Selection 
Measure 

0 1 1  
SVD-LSA 0 0.998 2 

0 0.999 3 

0.04 0.994 1  
ALL 

 
0,05 0.995 2 

0.07 0.993 3 

 

DR are higher with ID3 classifiers with SVD-LSA and FAR 
often ranging between (0 - 0.07) with ID3 classifier. It is very 
clear from these results that ID3 classifier with SVD-LSA is 
better than ID3 without SVD-LSA. Selection of the best 
classification model would be done significantly according to 
its classification accuracy, which is introduced as the ratio 
between the number of the correctly classified patterns (TP, 
TN) and the total number of patterns of the testing dataset. 
The accuracy (Accu) of each classifier has been calculated 
using 

Accu = 
     

                   
 *100%         (20) 

Table (3) summarizes Accu of ID3 classifier with SVD-
LSA_F and ALL_F in the three experiments. According to 
these results, the classifier ID3 with SVD-LSA was more 
accurate than without SVD-LSA.The comparison of results for 
ID3 classifier compared with our previous researches (8, 9) 

Table (3): Accuracy of ID3 Classifier with and without SVD-LSA 

Without  SVD-
JSA 

With SVD-
JSA 

Experiment no. 1 Classifier 

0.995 1 1  
ID3 classifier 

 
0.996 0.999 2 

0.997 0.999 3 

IV. CONCLUSSION 

  In our proposal we found that KDD dataset; that 
represents network attacks; have basis in term of 
geometrical analysis, and these bases are spanning 
the entire space of the attacks' domain. In other 
words, all attacks within certain category can be 
represented as projections on these bases and by 
transforming KDD dataset into the vector space, a 
new view has been reached out, where the 
components of vectors (i.e., KDD dataset vector) 
have been weighted in the sense of their effect on 
recognized certain category of attacks.  

 The tremendous impact of conducting the 
transformation of KDD dataset into the vector space 
is the ability to model latent semantic relationship 
among attacks' attributes rather than relying only 
statistical approaches (i.e., PCA and others). In 
addition ,we found that Using DPCA enable the 
NIDS to deal with all networking environments; 
wire, wireless and mobile, also Advance ID3 with 
SVD-LSA give good results in DR, FAR and 
accuracy. 

 According to our results, we found that the classifier 
ID3 with SVD-LSA was more accurate than without 
SVD-LSA. 
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