
Eng. & Tech. Journal , Vol.32,Part (B), No.1, 2014                                       
 

169 
 

 
To Modify the Partial Audio Cryptography for Haar Wavelet 

Transform by Using AES Algorithm 
 
 
Dr. Abdul Moneem S. Rahma     
Computer Science Department, University of Technology/Baghdad 
Email:Monem.rahma@yahoo.com                       
Maisaa Abid Ali k.              
Computer Science Department, University of Technology/Baghdad 
 
 

Received on: 22 /1/2013        &      Accepted on: 3/10/2013 
 
 

ABSTRACT  
The rapid developments that have occurred in data security and confidentiality 

of information transmitted via the Internet has created the need to preserve the 
audio information transmitted over the network from intruders who spy on 
networks and Internet penetration. That led to the proposal of a new encryption 
algorithm for the transfer of audio data in a rapid, strong, encrypted and 
confidential way.  

The audio data compression algorithm is integrated at the third level to transfer 
the wave of bilateral and advanced encryption algorithm (AES) and fed so as to 
obtain strong encryption algorithm. 

The results obtained from proposed the algorithms are positive results. Any 
malicious intruder cannot penetrate the network and open the encryption and see 
the audio file. It is possible to return the original data of the audio file without 
losing any information by the recipient. 

 
Key word: Audio File, Format File.Wav, Compression Audio, Haar Wavelet    
                 Transform, AES Algorithm.  

  
  طریقة بحث بیانات صوتیة والتشفیر بطریقة متقدمة واستخدام الموجھ الثنائیة

  
  الخالصة
التطورات السریعة التي حص لت ف ي امنی ة البیان ات وس ریة المعلوم ات المنقول ة عب ر ش بكة ادت 

م ن المتطفل  ین ض رورة الحف  اظ عل ى المعلوم  ات الص وتیة المنقول  ة عب ر الش  بكة  ادت ال  ى االنترنی ت
  .حاولون التجسس واختراق شبكات االنترنیتالذین ی

ال ى اقت  راح خوارزمی  ة تش فیر جدی  دة لنق ل بیان  ات الص  وت وبص ورة س  ریعة ومش  فره مم ا دف  ع  
وھ ي دم ج خوارزمی ة ض غط البیان ات الص وتیة ف ي المس توى الثال ث بتحوی ل الموج ة  .وبسریة قویة

وذات ت  ردد  وارزمی  ة تش  فیر قوی  ةللحص  ول عل  ى خس ا ي الثنائی  ة وخوارزمی  ة التش  فیر المتقدم  ة إ
  .عالي

الخوارزمی ة المقترح ة نت ائج ایجابی ة الیمك ن ال اي متطف ل  م نان النتائج التي تم الحصول علیھ ا 
اخت  راق الش  بكة وف  تح التش  فیر ومعرف  ة المل  ف الص  وتي وممك  ن اع  ادة البیان  ات االص  لیة للملف  ات 

 .الصوتیة بدون فقدان اي معلومة من قبل المستلم
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INTRODUCTION 

his research is about a process which reduces the data rate or size of digital 
audio signal. Storage audio file; type of file is sent ".wave" to the network. 
Therefore to conserve the quality and quantity of files during the 

transmission through the network audio file is compressed and encrypted before 
sent to the network to prevent loss in audio data files. The Haar wavelet transform 
(HWT) method is used in files compression at third level (32part) to reduce size of 
audio file and the AES method is also used   in cryptography audio (file.wave). In 
this way data of audio file are hidden during transmission of audio file while 
unauthorized person can not understand the audio data.    

The idea of audio compression involves encoding audio data to take up less 
storage space and less bandwidth for transmission. To meet this goal different 
methods for compression have been designed [1]. The lossless compression works 
by removing the redundant information present in   an audio signal. This would be 
the ideal compression technique as there is no cost to using it other than the cost of 
the compression and decompression process [1]. Lossless techniques are applied in 
the last stages of Audio and Video coders to reduce the data rate even further. In 
Lossy coding, the compressed data is not identical bit-for-bit to the original data. 
This method is also called Perceptive coding as it utilizes the fact that some 
information is truly irrelevant in that the intended recipient will not be able to 
perceive what it is missing. In most cases, information that is close to irrelevant is 
also made redundant, where the quality loss is small compared to the data savings 
[2][3].  
 
AUDIO CRYPTOGRAPHY 
     Audio cryptography is not about audio encryption or encryption in audio data. 
Instead, audio cryptography shares similar conception with visual cryptography. A 
plain data is split into two or more shares. Each single share does not convey any 
meaning, but when shares are combined together they will reveal the original plain 
data [4].  

Cipher algorithms deal with text data. Terms such "plaintext" and "ciphertext" 
emerge from here. As world is moving to more modern techniques, modern cipher 
algorithms deal with binary data. These binaries can represent everything in texts, 
spreadsheets, images, multi-media, programs, etc [4]. At this point, an audio data 
can be encrypted using any modern cipher. 

 
ADVANCED ENCRYPTION STANDARD (AES) 
      This standard specifies the Rijndael algorithm, a symmetric clock cipher can 
process data blocks of 128 bits, using cipher key with lengths of 128, 192, and 256 
bits. 

In AES, all operations are performed on 8-bit bytes. In particular, the arithmetic 
operations of addition, multiplication, and division are performed over the finite 
field GF (28). AES operates on 8-bit bytes. Addition of two bytes is defined as the 
bitwise XOR operation. Multiplication of two bytes is defined as multiplication in 
the finite field GF (28), with the irreducible polynomial m(x) = x8 + x4 + x3 +x + 1. 
The developers of Rijndael give as their motivation for selecting this one of the 30 
possible irreducible polynomials of degree 8. State in Figure (1, 2, 3-a, b) [5]. 

T
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Figure (1) AES Encryption and decryption [5]. 

   

 
Figure (2) AES Encryption Process [5]. 
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Figure (3-a, b) AES Data Structures [5]. 

 
 The key that is provided as input is expanded into an array of forty-four 32-bit  
       Words, w[i]. Four distinct words (128 bits) serve as a round key for each 
round,  in Table (1) these are indicated in Figure (1) [5]. 
 

Table (1) Round - Key length. 

 
 Four different stages are used, one of permutation and three of substitution: 
      • Substitute bytes: Uses an S-box to perform a byte-by-byte substitution of the  
       Block. The forward substitute byte transform, called Sub Bytes, is a simple  
       Table lookup [5].  

•  SubBytes (): Transformation in the Cipher that processes the State using a 
non-linear byte substitution table (S-Box) that operates on each of State 
bytes independently. State in Figure (4) [5] [6]. 

 

 
Figure (4) Sub Bytes Transformation [5]. 
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• Sub Word(): Function used in the Key Expansion routine that takes a 
four-byte input word and applies an S-Box to each of the four bytes to produce 
an output word[5]. 

     • Shift Rows: Function is the Cipher that processes the state by cyclically  
        Shifting the last three rows of the State by different offsets state in Figure (5)  
       [5][6]. 

 
Figure (5) ShiftRows Transformation [5]. 

 
      • Mix Columns: Transformation in the Cipher that takes all of the columns of  
       the State and mixes their data (independently of one other) to produce new  
      Columns state in figure (6) [5][6]. 
 

 

 
Figure (6) Mix Column Transformation [5]. 

 
• AddRoundKey: Transformation in the Cipher and Inverse Cipher in which a 
Round Key is added to the State using an XOR operation. The length of a Round 
Key equals the size of the State in Figure (7) [5][6]. 

 
Figure (7) AddRoundKey Transformation [5]. 
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HAAR TRANSFORM AND FAST HAAR TRANSFORM 
      The Haar transform (HT) is one of the simplest and basic transforms from the 
space domain to a local frequency domain [1]. A HT decomposes each signal into 
two   components, one is called average (approximation) or trend and the other is 
known as difference (detail) or fluctuation. Haar transform technique is widely 
used these days in wavelet analysis. Fast Haar Transform is one of the algorithms 
which can reduce the tedious work of calculations [2]. One of the earliest versions 
of FHT is included in HT. FHT involves addition, subtraction and division by 2 
[7][8]. 
 
THE STANDARD WAVE FILE 
    Besides the direct access to the audio data from the hardware it is also useful to 
be able to use recorded files, in fact this might not be necessary for real time 
systems but at least for the development and testing it is an essential source [9]. 
WAV is a short form for a Waveform audio format; it is a standard data format for 
storing audio data. The WAV format is a variant of the RIFF bit stream format 
method for storing data in “chunks”, it is the main format used in Windows 
systems for raw audio. To use WAV files it is necessary to read or write the WAV 
file header [10].  

The standard WAVE format used is created by the SOX program:  
The Canonical WAVE file format in Table (2) [9]. 
 

 
Table (2) Wave File Format. 

 
Endian 

File 
offset 
(byte) 

 

 
Field name 

Field 
size 

(byte) 
 

 
The RIFF chunk 

descriptor 

Big 
little 
Big 
Big 

Little 
Little 
Little 
Little 
Little 
Little 
Little 
Big 

Little 
 
 

Little 

0 
4 
8 

12 
16 
20 
22 
24 
28 
32 
34 
36 
40 
44 

Chunk ID 4 The ”RIFF” chunk 
descriptor 

the format of 
concern here is 

“WAVE “, which 
requires two sub-
chunks:”fmt” and 

“data” 

Chunksize 4 
Format 4 

SubChunk1ID 4 The “fmt” sub-chunk 
 

describes the format 
of the sound 

information in the 
data sub-chunk 

SubChunk1size 4 
Audio Format 4 
Num Channels 2 

SampleRate 2 
ByteRate 4 

BlockAlign 2 
Bitspersample 2 
SubChunk2ID 4 The “data’ sub-

chunk SubChunk2size 4 
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Data 
 
 
 Su

bc
hu

nk
2s

iz
e  

indicates the size of 
the sound 

information and 
contains the raw 

sound data 
 

 
 
PROPOSED ALGORITHMS 
This system uses two steps: 
First Step: involves using the compression of  original audio data and ignoring 
header of audio file only ,using compression for audio data from file only for Haar 
wavelet transform (HWT) in  array (1-D) in level two (16 part) and level three (32 
part) determine bytes in (1-D), in this system using access to level three. 
Second Step: involves using the encryption audio data for file in level three (32 
part) and dividing (1-D) audio data into groups each group contains eight bytes. 
After this step it works to merge two groups of sixteen bytes in audio data to create 
size matrix of sixteen bytes which is in the same size of matrix of Advanced 
Encryption Standard algorithm shown in Figure (8).  
 

 
    

Figure (8) 1-D Audio Data and AES. 
 

Apply aforementioned (AES) algorithm to all audio data groups, and repeat 
work to complete audio data encryption.   
 Select key block cipher to perform encryption and decryption on 128 bits input 
data and private key cipher which uses the same key in data encryption and data 
encryption operator for 128 bits, 192 bits, and 256 bits key size. 
      In this research 128 bits use 4 words equal to 10 numbers of a round key 
(Length of Key=32bits) in Table (3). 
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Table (3) Key blocks round combination. 

Number of 
Round (Nr) 

Block size 
(Nb words) 

Key length 
(Nk word) 

Flavour 

10 4 4 AES-128 
12 4 6 AES-192 
14 4 8 AES-256 

  
     The block diagram below explains the main idea of proposed algorithm. 
 
 

 
 
 
Implementation of audio compression and wavelet transform 
      The audio data convert to one dimension in array of signal 8byte, and each 
8byte division high array and low array. Merge the high and low array in one array 
and take the positive number only to compression audio data and ignore negative 
number such as in structure below. 
Signal audio [61 24 50 70 67 94 77 59] 
Array of signal = Length of 8 byte. 
Array of high= Length of 9 byte. 
Array of low= Length of 9 byte. 
Low= [61 85 74 120 137 161 171 136 59]. 
High= [-61 37 -26 -20 3 -27 17 18 59]. 
High &Low = [85 120 161 136 37 -20 -27 18]. 
High= [37 -20 -27 18]. 
Low= [85 120 161 136]. 
Final array [37 20 27 18 85 120 161 136]. (All value is positive) 
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Apply EAS encryption in system 
Proposed Algorithm  

 The algorithm system work compression audio data and encryption audio data. 
 

 
Using S-box length 16byte depended in Table S-box on index form reference [2]. 
Shift row 
    Implementation shift row in system length is 16 byte. It is transposition step 
where each row of the state is shifted cyclically a certain number of steps. The first 
row is unchanged. The second row is shifted one byte to the left. The third row is 
shifted two byte to the left. And the fourth row is shifted three byte to the left, such 
as structure below. 
 

          Before shift row                                           after shift row      

 
 
Multiplication  
  Implementation multiplication in system: C= Length 16 byte, X= Length 4 byte, 
Y= Length 4 byte 
 
 
 

Process: 
Input: Audio compression, key (AES algorithm). 

Output: Cipher Audio. 

Step1: Initial 
A = Load Audio data. 

B = Compressed Audio data in sixteen parts (LL2). 
C = Compressed Audio data in thirty-two parts (LL3). 

D = Audio encryption. 
Step2: Encryption Process PlainBlock: (level three C) 

Step3: Apply the key to the audio data A: (0 to 9) & (A to Z). 
Step4: Add Row Key on the audio data. 

Step5: Sub Bytes on the audio data: Substitution. 
Step6: Shift Row on the audio data. 

'Shift  row 2 
'shift row 3 
'shift row 4 

Step7: Multiplication. 
Step8: Mixcolumns. 

Step9: Addround key. 
Step10: Result (Put the result encrypted audio in D). 
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                 C array                                      X array          Y array 
 
          

   
  
  

 
 

Mix Columns: A mix column is length 16 byte. It is a mixing operation which 
operates on the columns of the state, combining the fourth bytes in each column. 
The matrix after shift row multiplication(C array) is standard XOR (x array) done 
using in which the new column (Y array) is XOR product of the old column (x 
array) first column after shift row and a constant matrix, such as structure below. 

 
Key expansion: the key expansion length 176, key length 176.  
     Each array of key from 0 to 43. 
     Key schedule at 0 to 15. [139 139 139 139 139 139 139 139 139 139  
          139 139 139  139].   
• The key expansion function takes 16 bytes long and utilizes the round constant 

matrix rcon and substitution table SBox to  generate a 176 byte schedule using  
    Encryption and decryption processes.  
                       Key expansion                                  Key schedule 

 

162 
171 
24 
57 

2 3 1 1 

1 2 3 1 

1 1 2 3 

3 1 1 2 

29 
219 
247 
25 
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Decryption in System 

         Proposed Algorithm 
             The algorithm system work decryption audio data and decompression  
       audio data.        
 

 
TEST THE RESULTS 
     In this section three example tests are executed involving the cryptography 
audio, shown in the table (4) below. 
 

Table (4) Test of Result. 
File Name Audio Type Frequency 

HZ 
Value 

dB 
View 
Type 

Size 

 
 

Call.wav 

Original 10185 HZ -96dB Linear 1024 
Compression 13783 HZ -99dB Linear 1024 
Encryption 16771 HZ -100dB Linear 1024 
Decryption 10185 HZ -96dB Linear 1024 

 
 

Chimes.wav 

Original 9370 HZ -90dB Linear 1024 
Compression 17450 HZ -98dB Linear 1024 
Encryption 20166 HZ -100dB Linear 1024 
Decryption 9370 HZ -90dB Linear 1024 

 
 

Cycle.wav 

Original 2716 HZ -87dB Linear 1024 
Compression 15074 HZ -90dB Linear 1024 
Encryption 23222 HZ -99dB Linear 1024 
Decryption 2716 HZ -87dB Linear 1024 

 
 

Process: 
Input: Audio Decompression, key inverse (AES algorithm). 

Output: Audio Decryption. 

Step1: Initial 
A = Load Audio data Encryption. 

B = Decompressed Audio data in sixteen parts (LL2). 
C = Decompressed Audio data in thirty-two parts (LL3). 

D = Audio Decryption. 
Step2: Apply the Inverse key to the audio data A: (0 to 9) & 

(A to Z). 
Step3: Inverse Add Row Key on the audio data. 

Step4: Inverse Sub Bytes on the audio data: Substitution. 
Step5:  Inverse Shift Row on the audio data. 

Step6:  Inverse Multiplication. 
Step7:  Inverse Mixcolumns. 

Step8:  Inverse Addround key. 
Step9: reconstraction (Audio). 

Step10: Decryption Process PlainBlock: (level three C) 
Step11: Result (Put the result decrypted audio in D). 
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CONCLUSIONS 
    In this search AES algorithms are used for efficient encryption of audio data 
without header usage after compression audio data in wavelet transform method in 
LL2 and LL3, reducing the data transmitted across the network. This algorithm 
give can high frequency in compression and encryption of audio data but on the 
decryption of audio data the frequency is the same frequency in  original audio data 
that is low (before compression and encryption) and without loss in the audio data 
during transmission across the network or the internet. 
    In this search using inverse AES algorithms are used for efficient decryption of 
audio data without header usage also. And decompression audio data from LL3 and 
LL2 in wavelet transform method without loss any information in audio files. 
    This state indicates the system is very efficient because it is capable of keeping 
to audio data without loss of any information, although the header of audio is 
hidden during transmission.         
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Appendex (1) 
 
 

S-box: is length 16 byte 

 
 
 
Implementation S-box in system 
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Appendex (2) 
 
Implementation program system 
 

 
 
 
 
Enter key 16 characters encryption audio 
 

 
 

 
 
 
 
Enter the same key 16 characters decryption audio 
 

 
 


