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Abstract  

Hiding data in text can be very challenging task. This is because text files have 

a very small amount of redundant data to replace with hidden data. Arabic writing is 

very rich in diacritic marks, which make it and its structure preferred in 

steganographic applications. In this paper a new approach is proposed to hide data in 

the Arabic writing, where some features of this writing is exploited for embedding 

process with high transparency, and decrease the like hood of being detected. The 

paper also survey and analyzed existing methods of hiding in Arabic text and 

indicates their most significant drawbacks. In the proposed approach the data is 

hided based on using diacritic marks and extension (mada) in addition to other 

Arabic letters that can be extended. 
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  :الخالصه 

الفائضـة   مـن البيانـات   ملف النص يملك كميه قليله وذلك الن. عتبر من المهام الصعبةان االخفاء في النص ي

 اللغة هذهمما يجعل جدا بعالمات الحركات  ةغني ةالعربي ةان الكتاب .نات المراد اخفائهاابديلها بالبييمكن توالتي 

 .المغطاة ة في تطبيقات الكتابةمفضل وهيكلتها

 حيث تم اسـتغالل بعـض الميـزات   . البيانات في الكتابة العربيةالخفاء  هذا البحث تم اقتراح طريقه جديدة في

تم في هـذا   كما. اكتشاف االخفاء بشفافيه عاليه مع تقليل احتمالية الخفاء البيانات العربية في الكتابةالموجودة 

فـي هـذه   .لهـذه الطـرق    يةئيسالمشاكل الرمع تحديد  وتحليل طرق االخفاء في الكتابة العربية ةمعاينحث بال

التـي   اللغة العربية حروف ىال فةده اضاالحركات ورمز الم اخفاء البيانات باالعتماد على الطريقه المقترحه تم 

  .معها  دهمكن استخدام المي
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1. Introduction 
  Steganography is the science of 

forming hidden messages such that the 

intended recipient is the only party 

aware of the existence of the message 

[Don01] .This is usually done by 

embedding the private data in a cover 

media without destroying the 

meaningfulness of this media. The fact 

that people are not aware of the presence 

of the message distinguishes between 

Steganography and other forms of 

information security. For instance, in 

cryptographic systems the existence of 

the information itself is not disguised 

although the comprehension of the 

message is not possible [Nei98].   

The first-letter algorithm used 

here is not very secure, as knowledge of 

the system that is used, automatically 

gives you the secret. This is a 

disadvantage that many techniques of 

hiding secrets inside plain text have in 

common.  

Hiding information in plain text 

can be done in many different ways, 

rules like using every n-th character or 

the altering of the amount of white space 

after lines or between words. Another 

possible way of storing a secret inside a 

text is using a publicly available cover 

source, a book or a newspaper, and using 

a code which consists for example of a 

combination of a page number, a line 

number and a character number. This 

way, no information stored inside the 

cover source will lead to the hidden 

message. Discovering it relies solely on 

gaining knowledge of the secret key 

[Kre04]. 

This paper is proposed a new 

Steganography method to hide binary 

data in Arabic text. The rest of this paper 

is organized as follows; section 2 

provides an overview of popular data 

hiding methods in text. In section 3, 

surveys of prior works are presented 

with examples. Standard Arabic 

character set and character encoding 

system that we are based on it with our 

work is presented in section 4. Section 5 

the new approach is introduced in 

details. The advantages of this proposed 

method is presented in section 6 .Finally; 

the conclusion statement is in section 6.   

 
 
2. Data-Hiding in Text 

Soft-copy text is in many ways 

the most difficult place to hide data. 

(Hard-copy text can be treated as a 

highly structured image and is readily 

amenable to a variety of techniques such 
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as slight variations in letter forms, 

kerning, baseline, etc.) This is due 

largely to the relative lack of redundant 

information in a text file as compared 

with a picture or a sound bite. While it is 

often possible to make imperceptible 

modifications to a picture, even an extra 

letter or period in text may be noticed by 

a casual reader. Data hiding in text is an 

exercise in the discovery of 

modifications that are not noticed by 

readers [Ben96]. 

When hiding data in plain text 

files, methods such as line-shift coding, 

word shift coding, and feature coding are 

often considered. When using a text file 

as host data, the embedded data is 

usually a codeword that is hidden within 

the file by altering different textual 

features. The three methods listed above 

determine what feature is to be changed. 

To encode the codeword, each bit of the 

codeword is applied by using one of the 

three methods. 

The lack of mathematical complexity 

makes these methods easy to implement 

and understand. These methods are the 

least technical and can be done even by 

nonprogrammers. When used in 

combinations, these methods provide 

even better protection for the embedded 

data [Joh00]. There are numerous 

methods by which to accomplish text 

based Steganography. We introduce a 

few of the more popular encoding 

methods below: 

1. Line-shift encoding involves 

actually shifting each line of text 

vertically up or down by as little as 3 

centimeters. Depending on whether the 

line was up or down from the stationary 

line would equate to a value that would 

or could be encoded into a secret 

message. 

2. Word-shift encoding works in 

much the same way that line-shift 

encoding works; only we use the 

horizontal spaces between words to 

equate a value for the hidden message. 

This method of encoding is less visible 

than line-shift encoding but requires that 

the text format support variable spacing. 

3. Feature specific encoding 

involves encoding secret messages into 

formatted text by changing certain text 

attributes such as vertical/horizontal 

length of letters such as b, d, T, etc. This 

is by far the hardest text encoding 

method to intercept as each type of 

formatted text has a large amount of 

features that can be used for encoding 

the secret message. 

All three of these text based encoding 

methods require either the original file or 
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the knowledge of the original files 

formatting to be able to decode the secret 

message [Dun02]. 

4. There are some other methods 

that may be less frequently used. Within 

this category, there are syntactic and 

semantic methods. Syntactic methods 

utilize punctuation and contractions to 

encode data. However, using this method 

limits the amount of data that can be 

encoded. Semantic methods involve 

word manipulation .By using synonyms 

and giving values to certain words, the 

encoded data can easily be retrieved. For 

example, words that can be used 

interchangeably such as “huge” and 

“big” can be assigned certain values. By 

the placement of these words in a 

message, the “encoded” data can be 

delivered to the recipient. However, this 

method may make it difficult to put 

together a meaningful, unsuspicious 

message [Joh00]. 

 

3. Related Works: 
Some researches on hiding 

information in Arabic text have been 

performed. Different methods, as 

examples, are presented in this section: 

1. Gutub, and Fattani [Adn07] proposed 

a new steganography approach suitable 

for Arabic texts. The approach hides 

secret information bits within the letters 

benefiting from their inherited points. To 

note the specific letters holding secret 

bits, the scheme considers the two 

features, the existence of the points in 

the letters and the redundant Arabic 

extension character. The pointed letters 

with extension is d the secret bit ‘one’ 

and the un-pointed letters with extension 

is hold ‘zero’. Figure (1) shows an 

example to detail this steganography 

process. The first select the secret bits to 

be hidden (say 110010) looking from the 

least significant bits to be started with. 

The first secret bit found is ‘0’ to be 

hidden in an un-pointed letter. The cover 

text is scanned from right to left due to 

Arabic regular direction. The first un-

pointed letter in the cover-text is found 

to be the first, known as ‘meem’. This 

‘meem’ should hold the first secret bit 

‘0’ noted by adding extension character 

after it. The second secret bit is ‘1’ and 

the second letter of the cover-text is 

pointed known as ‘noon’. However, this 

letter position cannot allow extension, 

forcing us to ignore it. The next possible 

pointed letter to be extended is ‘ta’. Note 

that a pointed letter ‘noon’ before ‘ta’ is 

not utilized due to its unfeasibility to add 

extension character after it.  



 5

In this method the hiding rate in text 

with little pointed letters will be 

reduced. 

 
2. Memon and Kazi in [Jib08] 

introduced a new approach for 

steganography in Arabic and Urdu texts. 

Considering the existence of 

harakaat/Araabs i.e. Fatha, Kasra, and 

Damma in Arabic and Urdu phrases, in 

this approach, by using Reverse Fatha, 

information is hidden in the texts. For 

example this fatha in reverse order is 

named as Reverse fatha and in the text 

where ever this reverse fatha is used it 

represents a secret character below it as 

shown in figure (2). In this figure a word 

is written in which regular fatha is used 

in from the left hand side and the same 

word having regular fatha and reverse 

fatha, where this reverse fatha is on the 

character “RAA” which is the secret 

character. Therefore in an urdu text this 

reverse fatha is not easily visible if 

efficiently used. 

This approach may trick many of 
human eyes but it cannot trick once 
Arabic reader 
 
3. Aabed, Awaideh, Elshafei and 

Gutub[Aab08] utilize the advantages of 

diacritics in Arabic to implement text 

steganography. Diacritics - or Harakat - 

in Arabic are used to represent vowel 

sounds and can be found in many formal 

and religious documents. The proposed 

approach uses eight different diacritical 

symbols in Arabic to hide binary bits in 

the original cover media. The embedded 

data are then extracted by reading the 

diacritics from the document and 

translating them back to binary.  Figures 

(3) and (4) illustrate this technique. 

 
In addition to the point that change in 

the original text (cover) can be easily 

notice, the reusing of the same text 

cover will reduce the capacity 

drastically every time. 

 
4. Gutub, Elarian, Awaideh and 

Alvi [Gut08] presents a new idea for 

using Arabic text in steganography 

techniques to hide information. The 

main idea of this method is to 

superimpose multiple invisible instances 

of Arabic diacritic marks over each 

other. This is possible because of the 

way in which diacritic marks are 

displayed on screen and printed to paper. 

In this method although the hiding rate 

is height, but the data will be lost when 

the stego text is scanned. 

 
4. Background :Arabic 

orthgraphy 
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We have studied features of Arabic 

text in order to maximize the 

survivability of the embedded data. Our 

study shows that Arabic text has many 

appropriate features for data embedding, 

but before introducing our 

Steganographic scheme, we introduce 

the standard Arabic character set and 

character encoding system that we are 

based on it with our approach, and they 

are:  

• The Arabic language, written 

from right to left, is based on an 

alphabetical system that uses 28 

basic letters. Unlike English, 

Arabic does not differentiate 

between upper and lower case or 

between written and printed 

letters. 

• Arabic language uses different 

symbols as diacritical marks, or 

simply diacritics which are also 

known as Harakat. The main 

eight diacritic symbols are shown 

in Table (1). 

•  Arabic letters have letters, some 

of them with dots (unpointed 

letters), others are with dots and 

different positions of dots 

(pointed letters). The pointed and 

unpointed letters shown in Table 

(2). 

• The basic character is the 

extension character (mada) that is 

used in cursive words. Not all 

Arabic letters can be extended 

with mada character, as shown in 

Table (3). 

 

5. The Proposed Method : 
In this paper, we introduce a new 

steganographic scheme for hiding data in 

Arabic text. Arabic writing can hold a 

large quantity of secret information, 

without making normal readers a ware of 

the existence of such information in the 

text. 

The proposed method of hiding 

information in Arabic text based on a 

feature of using harakat and extension 

with Arabic text, where appearance of 

any single haraka on a letter make no big 

difference if an extension (mada) is 

added to that letter and the harakat 

appears on the extension and not on the 

letter itself (of course just letters that can 

be extended are used here). Table (4) 

shows some words that have been 

chosen as an example to explain this 

feature, where different letters in 

different position (begin or middle of the 

word) are extended with changing the 

appearance position of the harakat (on 

the letter itself or on the extension) 
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So according to this feature, we propose 

a new method for hiding data, by firstly 

convert each byte in the secret message 

(text, image, audio, or even video) its 

equivalent binary code, that will be 

encoded or hided in the Arabic text bit 

by bit. The method always looking in the 

cover text for the next letter that can be 

extended and have haraka on it and 

occur at the beginning or middle of the 

word (letters in the end of the words 

can't be extended), here we have two 

cases: 

1. If the current bit of the secrete 

message is 0 then transfer to the 

stego file the current letter in the 

Arabic text cover, then add an 

extension character (mada), and 

finally transfer the haraka. 

2. If the current bit of the secrete 

message is 1 then transfer to the 

stego file the current letter in the 

cover Arabic text with its haraka 

directly after the letter, and finally 

add an extension character (mada) 

after the letter and haraka. 

If the current letter in the cover text does 

not suitable for hiding, then it is just 

transferred to the stego file as it is, and 

continues looking for another letter 

suitable for hiding. Below is an example 

of hiding the byte 01101001in Arabic 

text from right to left. 

 

Before 

hiding: 

ُذْقُتُه      َوَعَذْلُت أْهَل الِعْشِق حتى

  َيعَشُق َفَعِجْبُت آيَف َيموُت َمن ال

After 

hiding: 

ُذقـْتـُُه    َوعـََذْلـُت أْهـَل العـِْشـِق حتى

 َيعَشُق َفـَعِجْبُت آيَف َيموُت َمن ال

 

Accordingly, the extraction method will 

be very simple and straightforward, 

where the stego file will be checked for 

any occurrence of a letter followed by 

haraka followed directly by mada, this 

will represent bit 0 in the hidden 

message. While the occurrence of letter 

followed by mada followed by haraka 

represents bit 1 in the secret hidden 

message. 

 

6. Conclusion and Results 
Text steganography, in which the 

goal is to embed secret messages in plain 

text files, is among most challenging 

types of steganography. One reason text 

steganography is difficult is that text 

contains little redundancy compared to 

other media. Another is that humans are 

sensitive to abnormal-looking text. 

Diacritical marks and cursive in Arabic 

writing make this language a good cover, 

where many attempts have been made to 

hide different kind of secret message 



 8

into Arabic text file. In the proposed 

method embedding secret bit is based on 

ordering of letter, extension and 

diacritics, all most Arabic letters can be 

able to hold secret bits, except the letters 

that can not be extended ( و, ذ, د, ز, ر, ا ) 

and the letter at the end of the words. To 

evaluate the efficiency of the new hiding 

method, we report on a series of 

experiments using different type of the 

secret data. The Experimental results 

have shown that our hiding schema is 

fulfilled the transparency requirements 

and maintain higher equality of host 

places. 

Two types of Arabic text file have been 

chosen for covering, the first one is full 

of harakat on its letters, and the second 

file have harakat by approximately 50%, 

to show the different in capacity rate of 

hiding in both file by using the proposed 

method. The results are explained in 

Table (5). 

 

6.  Advantges of this method : 
1. This method has a high hiding rate 

due to the fact that arbic writing is 

very rich in diacritic marks. 

2. The hiding rate extremely infected 

by the rate of the existing of the 

harakat in the cover text. 

3. This method takes special care to 

obey standard character ordering 

rules when encoding and decoding 

covert message bits and its effects on 

carrier text are almost unnoticeable 

to naive human observers. 

4. The data will not be lost if the stego 

text will be processed by scanner and 

printer. 
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Fatha َ  Kasrah ِ 

Dhammah  ُ Sukkon ە 

Shaddah  ّ Tanween 
Fath ً 

Tanwwen 
Kasr ٍ  Tanween 

Dham ٌ 

Pointed Arabic 

letters 

Un pointed 

Arabic letters 

ق ظ ز ج ب ط ر ا ل و

ن غ ش خ ت ح ع س م
 

ض ذ ث ف ي ص د ك ه

Letters can extended 

with Mada 

 ق ع ض س ح ب

 ك غ ط ش ج ت

 ل ف ظ ص خ ث

   ه ن ي م 

Letters can extended 

with Mada 

     ذ ا

   و د ز ر

Table (1): The eight main Arabic diacritics names and symbols 

Table (2): The pointed and un pointed Arabic letters. 

Table (3): The Arabic that can extend with mada and the Arabic letter that can 
not extended by mada. 
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Harake on the letter itself Haraka on the extension 

 الِعـراق العـِراق

 القـُدس الُقـدس

 عمـْان عْمـان

 
 
 
 
 
 
Secret file 

type 
Secret file size 

(bytes) 
 Cover file size 

(bytes) 
Hiding capacity 

100% harkat 
Hiding capacity 

50% harkat 
.txt 456 850 5.36% 3.41% 

.wav 1160 1890 6.13% 4.32% 

.bmp 2050 3200 6.40% 5.04% 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Table (4): Example of using Arabic words with extension and harakat 

Teble (5): Hiding Capacity Results of the Proposed Method 
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Secret bits 110010 

Cover-text من حسن اسالم المرء ترآه مااليعنيه 

Steganographic 
text 

 

 من حسن اسالم المرء ترآه مااليعنيه
1 1 0 0 1            0 

 

. 

 

Figure( 2): Use of regular and reverse fatha [Jib08]. 

ِه َعَلْيِه َوَسلََّم َيُقوُل ِإنََّما اْلَأْعَماُل ِبالنِّيَِّة َوِلُكلِّ اْمِرٍئ َما َنَوى َفَمْن َآاَنْت ِهْجَرُتُه ِإَلى اللَّ َسِمْعُت َرُسوَل اللَِّه َصلَّى اللَُّه 
   ا َفِهْجَرُتُه ِإَلى َما َهاَجَر ِإَلْيِهَعزَّ َوَجلَّ َفِهْجَرُتُه ِإَلى َما َهاَجَر ِإَلْيِه َوَمْن َآاَنْت ِهْجَرُتُه ِلُدْنَيا ُيِصيُبَها َأْو اْمَرَأٍة َيْنِكُحَه

لَله َسمعت َرسوَل الَله َصّلى اللَُّه َعَليه َوسّلم يُقوُل إَنما اْلأعَمال بالنَية َوِلُكل امرئ َما َنوى فمْن َآانْت هجَرته إَلى ا
 امَرَأٍة يْنكحَها فِهْجَرُتُه ِإَلى ما هاجر ِإليه َعّز وجّل فِهجَرته إَلى َما َهاَجر ِإلْيِه ومْن َآانْت هجَرته لدنَيا يصيبَها َأْو

Figure (3): Example of a Standard Arabic text with full diacritics 
placement[Aab08]. 

Figure (4): Example of using Standard Arabic diacritics to encode a pseudo-
random sequence[Aِab08]. 

Figure (1): Steganography example adding extensions after letters [Adn07]. 




