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Abstract 
 

Information hiding is a means to conical and transmitting information 
using apparently innocent carrier without depiction any suspicions .The main goal 
of this paper is combining the computer graphics concepts with information hiding 
techniques in order to increase the capabilities of steganography techniques.  This 
paper produced a new data hiding algorithm for embedded data (text or image 
…etc) in a digital images by using generate a 3D geometrical object and use Z 
coordinates from object as a secret locations for embedded process in multi-2D 
digital images, i.e. there will be a number of 2D images equal to the depth (in Z) of 
the object. In this paper used two shapes to implement the proposed algorithm: 
Helix and Cone. The shapes that select in this paper helps to study the results of 
embedded data rate in two different cases that will give accepted results.  
 
Keyword: Data Hiding, Graphics’, Image Processing and  Steganography 
techniques. 

 
 
 

اقتراح خوارزمية  إلخفاء البيانات في صور رقميه ثنائية األبعاد من خالل استخدام  
 مجسمات ثالثية األبعاد

 
 الخالصة

إخفاء البيانات هي وسيلة لتغطية ونقل المعلومات  باستعمال وسط حامل غير مثير  
للشكوك. في هذا البحث نقدم خوارزمية  جديدة إلخفاء البيانات تعمل على دمج  بين المفاهيم 

األساسية في مجال الرسوم في الحاسبة للمجسمات الثالثية األبعاد وتقنيات  علم إخفاء البيانات للعمل 
على زيادة إمكانيات إخفاء البيانات وتطبيقاته .  هذا البحث يطرح خوارزمية جديدة تعمل على 

إخفاء البيانات ( نص , صوره او صوت ) داخل مجموعه من الصور الرقمية الثنائية اإلبعاد من 
تسقيط كمواقع المجسم إلخفاء البيانات   خالل االستفادة من البعد الثالث المتولد لمجسم ثالثي األبعاد و

داخل صور ثنائيه األبعاد. تم االعتماد في هذا البحث على نموذجين من المجسمات الثالثي وهي 
 والحلزون والتي ساعدت على دراسة معدل اإلخفاء  لألشكال الثالثية المختلفة  وتسقيطها خروطالم

على الصور الثنائية األبعاد والتي أعطت نتائج مقبولة من خالل التنفيذ العملي للخوارزمية 
المقترحة.  
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Introduction 
Counterfeiting is a growing 

threat in recent years, especially with the 
ever-increasing growth of data 
communication, the need for security and 
privacy has become a necessity.  One of 
the newest hot spots in security research 
is information hiding. It is driven by two 
of the biggest policy issues of the 
information age—copyright protection 
and state surveillance [1] 

An important sub discipline of 
information hiding is steganography. 
While cryptography is about protecting 
the content of messages, steganography is 
about concealing their very existence. 
Steganography is to study methods by 
which private messages can be embedded 
in seemingly innocuous cover messages 
[1] 

Data hiding represent a class of 
processes used to embed data into various 
forms of media such as image ,audio, or  
text with a minimum amount of 
perceivable  degradation to the host 
signal, i.e. the embedded data should be 
invisible and inaudible to a human 
observer .  [4] 

 In steganography, there are 
many ways to hide the data, one way is 
linguistic steganography, in which hiding 
will be in text [7]  , or it can be in a 
network control protocol [7]. 

In this paper produce a proposed  
method that combine between two fields  
steganography technique and computer 
graphics in order to increase the 
capabilities of steganography techniques.  
This paper produced a new data hiding 
algorithm for embedded data (text or 
image …etc) in a digital images by using 
generate a 3D geometrical object. 
Computer graphics 

Computer graphics has grown 
phenomenally in recent decades, 
progressing from simple   2-D graphics to 
complex, high-quality, three-dimensional 

environments. In entertainment, computer 
graphics is used extensively in movies 
and computer games. There are also 
significant uses of computer graphics in 
non entertainment applications. For 
example, virtual reality systems are often 
used in training [2] 

The old Chinese saying "One 
picture is worth a thousand words" can be 
modified in the computer  age into "One 
picture is worth many kilobytes of data"  
. Computer graphics representation of 
information may be not only an 
appropriate but also the only reasonable 
method of handling information. [3] 

The simplest plane co-ordinate 
system is the familiar Cartesian co-
ordinate system. Two perpendicular lines 
are drawn which form the X , Y axis for a 
two dimension system. If a third 
dimension is required ,a third axis , Z , is 
added to the XY plane . In this paper,  
number of images used for the Z 
direction. 
Steganography 

Steganography is the science of 
hiding messages rather than making them 
unreadable. Steganography is not 
cryptography; it is a form of coding. It 
relies on the secrecy of the mechanism 
used to hide the message. If, for example, 
you encode a secret message by putting 
each letter as the first letter of the first 
word of every sentence, its secret until 
someone knows to look for it, and then it 
provides no security at all [5]. 
Type of steganography systems 

There are basically three types of 
steganographic protocols: pure 
steganography, secret key steganography, 
and public key steganography; as shone 
in figure (1) , the latter is based on 
principles of public key cryptography.  

With pure steganography, no 
information is required to start the 
communication process; the security of 
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the system thus depends entirely on its 
secrecy. This is not very secure . 

A secret key steganography 
system is similar to a symmetric cipher: 
the sender chooses a cover c and embeds 
the secret message into c using a secret 
key k. If the key used in the embedding 
process is known to the receiver, he can 
reverse the process and extract the secret 
message. Anyone who does not know the 
secret key should not be able to obtain 
evidence of the  
encoded information. Again, the cover c 
and the stego-object can be perceptually 
similar. [1] 
The proposed research  

The proposed algorithm  used 3D 
object  to select locations for data hiding 
in a number of  2D  images  
The main idea of the proposed 
algorithm 

The proposed algorithm for data 
hiding using simulation for  3D cube as a 
tools for determining the position for 
hiding process,  i.e. the hiding process 
embeds the data in a generated 3D  cube. 
The cube will be slices on the Z-direction 
. this process will convert the cube in to a 
number  of  2D  images  each image ,with 
its width and height , represent one unit 
in the z-direction and each unit is a pixel , 
this mean each image contains all the  X 
pixels and the Y pixels of the cube but in 
a specific  Z  as shown in figure  2. The 
algorithm 
 Step one : is to draw a  3D object as 
slides in the Z direction, this object can 
be any basic geometrical object found in 
mathematics, for example it can be a  
Helix or a  Cone . 
When drawing the 3D object , the  Z-
direction of the object  will be  
partitioned  on a number of images 
(slides). 
When the pixels of the object is generated 
, each pixel have three values ( X,Y,Z) , 
these pixels will be drawn in a number of 
images , which image to be used to draw 
the pixel depend on the value of  Z  of the 

pixel, the location on the image depends 
on the values of  X and Y of the pixel. By 
using this approach, the pixels of a  3D 
object will be scattered on a number of  
2D images. 
 Step two : is to use the locations of the 
generated  pixels of the  3D  object  to 
hide the information. If the pixel 
coordinate is (X,Y,Z) then by using the 
(X,Y) location on the  Zth image  to hide 
the information. 

This research is of type secret 
key steganography system and  two 
objects have been used  Helix and  
Cone[6]. 
The implementation                        

 In this research two 3D object 
used  to   test  the    hiding process 
Algorithm 1:Data hiding in  Helix         

This algorithm is to hide data in 
multiple 2D images by using Helix as the 
3D  geometrical object , i.e. each point 
along the depth of the helix (in the Z 
direction) will be in a different image. 
The inputs: 

      * Data to be hide 

      * Number of 2D images 

      * Helix parameter :  

          R  for  radius 

         Z1  the start of the  helix in z 

         Z2  the end of the  helix in z 

         T  the number of  turns in 

              the  helix ; T >= 1 

These four parameters will be used to  
construct the secret key 

  The outputs: the 2D images in them the 
data are hidden 

The process:                                 Step 1 :  
open a  number of  picture boxes , each 
one represent a unit in the  Z    direction   
(  As  a  test  28 pictures have been used ) 
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Step 2 : fill these picture boxes with 
images 

Step 3 : read  the  parameter  of  the Helix 
: R , Z1 , Z2 , T  ( as shown in figure 3 ) 

Step 4 : calculate the depth of the helix ( 
in  Z  direction) 

         Helix-depth =  Z2 - Z1 + 1 

 Calculate the depth of each turn in the 
helix 

        Turn-depth= Helix-depth /  T  

  Calculate the coordinate of the center of 
the image                  

 Image-center-X = Image-Width /2     
Image-center-Y=Image-Height /2 Set  Q= 
zero (  angle in degree) 

 Step 5 :  Loop  J :  1  T 

 S1 :  is the  Z  coordinate of the start of 
turn (J)  of the helix 

 S1=(Z1 + (Turn-depth * (J-1))) 

 S2 :  is the  Z  coordinate of the end of 
turn (J)  of the helix 

 S2= (Z1 + (Turn-depth * (J-1))  +   Turn-
depth -1) 

Loop  B : S1    S2 

Calculate X,Y coordinate of the  point  B  
( B  is the  Z                                                   
coordinate of the point) 

 X =(  (R/2) * Cos (Q) )                  Y =( 
(R/2) * Sin (Q) ) 

 Use the location (X,Y)  in image  B  to 
hide the information 

 Q = (Q + ( 360/ Turn-depth)) 

 End Loop B 

 End Loop  J 

End the process 

Algorithm 2 : Data hiding in  Cone 
 A Cone can be consider as a 

number of successive circles spread along 
the depth of the cone ( in Z direction) 

This algorithm is to hide data in 
multiple 2D images by using Cone  as the 
3D  geometrical object. Each circle of the 
cone  will be used to find locations to 
hide information in one image . This 
mean the number of  circles of the Cone 
must equal  to the number of the images. 
The inputs:  

           * Data to be hide 

           * Number of 2D images 

           * Cone parameter :  

             R1  for the big  radius 

             R2  for the small  radius 

             Z1  the start of the cone in z  

            Z2  the end of the cone in z 

 These four parameters will be used to  
construct the secret key 

The outputs: the 2D images in them the 
data are hidden 

The process: 
Step 1 : open  a  number  of  picture 
boxes , each one represent  a unit in the  
Z  direction (  As a test  15 pictures have 
been used ) 
 
Step 2 : fill these picture boxes with 
images   

Step 3 : read the parameter of the Cone :  
R1 , R2 , Z1 , Z2 

Step 4: calculate the depth of the Cone ( 
in  Z  direction) 

       Cone-depth =  Z2 - Z1 + 1 
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  Calculate the deference between the big 
and the small radius 

              DR = R2 – R1 

  Calculate the differ  between  two 
successive circles in the cone  

     D-Cr =  DR / Cone-depth 

Step 5 :    R = R1 

 Loop  J :  Z1  Z2 

 Loop  Q=0   360   //  Calculate the 
locations of the circle in  image ( J ) 

              X = R * Cos (Q) 

             Y = R * Sin (Q) 

 Use the location (X,Y)  in image  J  to 
hide the information 

 End  Loop  Q 

 R = R + D-Cr 

 End  Loop  J 

End the process 
The 3D cube 

 In the above algorithms , the 
source to work on is the 3D cube. This 
cube can be  a number of images  taken 
randomly to hide the information on them 
, or they can be a series of snapshots from 
a movie. In this research a number of 
snapshots has been taken from a  
movie then these images used to hide 
information on them then the new set of 
images has been returned to the same 
move at the same positions from where 
they been taken. After playing the new 
movie , everything goes well even after 
extracting the same images from the 
movie. The movie of type PAL was a 
good choice because  every second of the 
movie contain 24 frames (images) , and 
that give a large number of images to be 
used to hide the information. As a tool to 

take and return images to the video , 
Ulead VideoStudio 10  has been used. 
The implementation 

First of all a number of images 
need   to be loaded, after that the secrete 
key must be prepared as shown in figure 
4  for using a cone, by pressing (Picture 
Loding) the images will be loaded , then 
the four parameters of the cone (the 
secret  key) must be set . By pressing 
(Draw the CONE) the algorithm will 
calculate the locations for date hiding. 
Figure 5 shows the output images and the 
locations used to hide the information is 
marked as circles. Testing the results 

To test the result of the algorithm 
, objective fidelity criteria has been used. 
The objective fidelity criteria  
provide equations that can be used to 
measure the amount of error in the 
images, or to measure the amount of error 
between pure image and ciphered image.  
Commonly used objective measures are 
Root-Mean-Square error (MSE) , Signal-
to-Noise Ratio (SNR)  and the Peak-
Signal-to-Noise Ratio (PSNR)  [8]  
   The similarity measure shows the 
amount of correlation between the two 
images [9] 
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f(x,y)  : is the value of the original image 
at row(x) and column(y), 
f ′(x,y) : is the corresponding values of 
the new  image, 
H , W  : the height of the image and the 
width of the image respectively,  
aij ,bij : two images matrices size (N×M). 

After hiding a few data in an 
image  (image number 2 from figure 4 
and figure 5) and comparing it with the 
original one the result of the test shown 
in table 1 . 
Then a lot of data has been hide in the 
same image and after running the tests 
the result shown in table 2 
Description for the  secret key 

The two algorithms used in this 
research to hide the information are from 
type secret key steganography system . 
The first algorithm ,to hide in a helix, the 
key is made from four parts : 

1 :  R  for radius                               2:   
Z1  the start of the helix in z     3:   Z2  
the end of the helix in z       4:   T  the 
number of turns in the    

       helix ;  T >= 1 

The second algorithm , to hide in a cone, 
the key also made from four parts : 

1:  R1  for the big  radius                2:  R2  
for the small  radius              3:  Z1  the 
start of the cone in z                                                                
4:  Z2  the end of the cone in z 
Conclusion 
1- Hidden information size :In algorithm 

one , the helix, one point from each 
image will be used to hide the 
information, while in algorithm two, 
the cone , many points will be used to 
hide the information because in each 
image there will be a circle from the 
circles of the cone , the size of the 
circle depends on the input 
parameters. 

2- Rigidity  : in algorithm one it is only 
one point in the  image used to hide 

the information that mean it will be 
more difficult to find that point .  
In algorithm two  many points are 
used to hide the information, so it will 
be easier (not easy)  to find these 
points from algorithm one 

3- From the results shown in table 1 and 
table 2 , we can obtain the following: 
• The small results of MSE means 

the proposed algorithm is 
succeeded to hide the information 
(i.e. there are small errors in the 
new image ) 

• The large results of SNR and 
PSNR means the proposed 
algorithm caused large noise  

• The similarity measure shows the 
amount of correlation between the 
original image and ciphered image 
and the result from this test is 
acceptable 
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Steganography 

Pure steganography Secret key  
Steganography 

Public key 
Steganography 

 

Table 1.  Test result after hiding few data

 
 
 

 
 
 

Table 2.  Test result after hiding a lot of data 
 

Similarity PSNR SNR RMSE MSE  

0.99999 9.117676 547615773.8974 7.0420923348E-03 4.959106445E-05 Red 

0.99999 9.1772626 659636078.79411 6.5751985275E-03 4.323323567E-05 Green 

0.9999 9.1772626 717945214.08823 6.5751985275E-03 4.323323567E-05 Blue 

 
 

 

 

    

  

 

 

 

 

Figure 1.  Type of Steganography 

  

Similarity PSNR SNR RMSE MSE  

0.9999 9.62956 1779751265.1666 0.00390625 1.525878906E-05 Red 

0.9999 9.754499 2491958293.222 3.382911733E-03 1.144409179E-05 Green 

0.9999 9.7087415 2441013727.9 3.565902067E-03 1.271565755E-05 Blue 
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               Figure (2) The Z direction is  the  number of images 

               Figure 2. The Z direction is  the  number of images 

 

 

 

Figure 3.  Example of a  Helix of the parameters: 

Z1=0 , Z2=12 , R=10 , T=2 

 

 

                                       Y axis 

                                                                                                        Image 5 (Z=5) 

                   Image 4 (Z=4)            

     Image 3 (Z=3)              

 

                                                                                                 X axis 
}{ 
 

Z axis 
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         Figure 4.   example on input images Using  Cone as  the  3D  object 

 

 

Figure 5.  the output images and the locations used 

to hide the information is marked as circles 
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