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Abstract 

        Cellular technology is constantly evolving, supporting broadband, Packet-based 

transmission data and providing always-on connectivity to phones and other wireless 

communications. Therefore, all the security threats such as eavesdropping, tampering, and 

impersonation that are familiar with in the Internet, invade the cellular wireless networks as 

well, and translate into risks for commercial transactions, corporate data and personal 

information. 

This research aims to improving mobile networking security that is done by the following: 

Suggest a proposed system to secure the communication links over mobile networking via 

internet. The proposed system will contain the following points: First Previously to 

communicate mobile phone to internet there were three basic methods used they are WAP, I-

Mode and J2ME/MIDP, here the suggestion for communication will be only java applets. 

Second Since most of used mobile phone suffer from many limitation will suggest secure 

system depend on high level of mathematics which make the time and space very efficient. 

Third The components of the proposed suggestion will depend on java applets, SHA1 and 

Exponential Cipher. 
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 تطوير امنية شبكة الجوال الالسلكية

 الخالصة

تتطور تقنية الهاتف الجوَّاِل الخلوية بصورة مستمرة،  موفرة إرسال بيانات على نطاق واسع ونقل حزم البيانات واتصال 

الهاتف باالتصاالت الالسلكية األخرى. لذلك كل التهديدات األمنية المألوفة في االنترنت كالتصنت والَعَبث، والتقليد أخذت 

َتْغزو شبكاَت الالسلكي الخلويِة أيضًا، محولة المخاطر للصفقات التجارية وتضارب أسهم الشركات والمعلومات 

 الشخصية. 

ُيهّدُف هذا البحِث إلى تحسين أمِن شبكات الجوال،الذي يتم من خالل:  اقتراح نظام آمن لالتصال بشبكة الجوال عن طريق 

 و I-Mode و  WAP هناك ثالثة طرق التصال الجوال باالنترنت هي أوالاالنترنت. وهذا يتم عن طريق النقاط التالية: 

J2ME/MIDP غالبا الهاتف الجوَّاِل   ثانيا ، هنا االقتراح َسَيُكوُن فقط لالتصال عن طريق برامج الجافا المحدودَة. 

المستعمِل َيعاني ِمْن العديد ِمْن المحددات،ِ  َسَنقترُح نظاَم آمَن َيعتمُد على مستوى عالِي من الرياضيات الذي َيْجعُل كال من 

 SHA1 مكّونات االقتراح َسَتعتمُد على برامج جافا المحدودِة، الدالة الوحيدة ثالثاالوقت وحجم الذاكرة كفوئين جدًا. 

 والتشفير االسي.

، التشفير االسي. SHA-1امنية خلية جهاز الجوال، برامج الجافا المحدودة، الدالة الوحيدةالكلمات المرشدة:
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Introduction 

The security problem is quite 
different at public wireless 
hotspots, as they are intended to 
be accessible to the public. A 
person walking on the street with 
a digital personal assistant (PDA) 
or a special device small enough 
to be attached to a keychain can 
identify when they are in range of 
a wireless network. Many hotels 
and airports have installed high-
speed wireless networks so that 
people can surf the Internet or 
access their office network while 
traveling. However, there is 
considerable variation in the 
security measures built into these 
networks. Although many of 
these networks employ some 
security precautions, the wireless 
network is not responsible for the 
security of your communications 
[1].There are three kinds of risk 
[2]: That others linked to the 
same wireless network will be 
able to monitor your online 
activity, That an intruder linked to 
this network will be able to gain 
access to your files and That an 
intruder who learns your 
password and other procedures 
for linking to your office will be 
able to use that information to 
gain access to your office 
network and be able to see all 
the information on that network 
that you are authorized to see.       
Network security protocols are 
probably the most common use 
of public key methodologies by 
wireless devices [3]. 

Public key techniques have 
been adopted in many areas of 

information technology, including 
network security, operating 
systems security, application 
data security and Digital Rights 
Management (DRM). Internet 
standardization bodies, such as 
the Internet Engineering Task 
Force (IETF)2 are constantly 
influencing the standardization 
process of the mobile platforms 
and specifically the cellular 
environment. Consequently, 
cellular-related standards have 
already adopted PKI as a 
fundamental element in the 
construction of security for the 
near and far future of wireless 
environment [3]. 

 
General Study Overview 
The following section provides an 
overview to the limitation of 
cellular mobile phone, and the 
security threats in the cellular 
environment. 
 
Cellular Mobile Phone 
Limitations 
The biggest limitation 
represented by the provider's 
service. You cannot use your 
phone where your provider does 
not have service (or with other 
companies they do not have a 
partnership with). As for 
someone else's answers [4, 5]:  
• you can't also view the person 
you're speaking to. - Video 
phones have been out for well 
over a year. 
• They can be very easily cloned. 
- GSM phones are difficult to 
clone.  
• There are too many different 
models on the market - there are 
also a lot of cheap phones.  
•They’re too expensive. - Not if 
you're on the right plan. 
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• you can't download full movies 
on them. • You can't watch TV on 
them. - Mobile TV has been 
available for many years with 
some providers. 

 Security Threats 

There are many security threats 
in mobile phones can be 
described briefly as following [3]: 
•Eavesdropping - the information 
privacy is compromised without 
altering the information itself. 
Eavesdropping may imply that 
someone has recorded or 
intercepted sensitive information 
(e.g. credit card numbers, 
confidential business 
negotiations). 
•Tampering – the information is 
altered or replaced and then sent 
on to the recipient (e.g. change of 
an order or commercial contract 
transmitted). 
•Impersonation – the information 
is passed from or to a person 
pretending to be someone else 
(this is called spoofing, e.g. by 
using a false email address or 
web site). 
 
Countermeasures of Public 
Key Cryptography in Cellular 
environment 
        Public-key cryptography is a 
technique, ingrained in well-
known standards, that allows 
taking precautions, by providing 
[3]: 
• Encryption - allows concealing 
information transmitted between 
two parties. The sender encrypts 
the information and then sends it, 
and the receiver decrypts the 
information before reading it. The 
information in transit is 
unintelligible to an eavesdropper. 

• Integrity (Tamper detection) - 
allows the recipient of information 
to verify that a third party has not 
altered the information in transit. 
• Authentication – allows a 
receiver of information to verify 
the origin of information. 
• Non-repudiation – prevents the 
sender of information from 
claiming at a later time that 
he/she never sent the 
information. 
 

The Design of the Proposed 
System 

The proposed system is 
designed to secure the 
communication links over mobile 
networking via internet. The 
components of this system will 
depend on java applets, SHA1 
and Exponential Cipher. Figure 
(1) shows the architecture of the 
proposed system. 

Java Applets 

The system is designed to 
secure the message transmitted 
between mobile phone and 
Internet in wireless environment, 
This environment is always a 
Java applets programmed with 
Wireless Markble Language 
(WML), The idea here is to 
secure the entire environment of 
message transition between 
cellular mobile phone and 
Internet, rather than implement 
the security on the 
communication methods that is 
used to communicate the mobile 
to Internet, these methods are 
WAP, I-MODE and J2ME/MIDP. 
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Java applet has its advantages 
[6, 7]:  

• Applets are portable, 
independent of 
environment and browser  

• Java is safe, Applet 
environment is secure  

• Applets loaded when 
needed, no need to install 
or manage them. 

The Partial Encryption  

The message transmitted 
between the cellular mobile 
phone and the Internet is a plain 
text, as we mentioned previously 
the wireless environment is 
subjected to security threats like 
other wired environment, this 
message may be commerce 
transaction or may be regulation 
of  bonded between companies 
which bear  specific or personal  
information, so that we not 
encrypted the whole message , 
we shall encrypt only the 
important information that the 
message contain such as ( the 
user name, the password and the 
credit card, …etc), the encryption 
of this information will generate a 
key used as digest ,we will called 
it Message Authentication Code 
(MAC) that is used to insure that 
this information is transmitted to 
the recipient without tampering 
,thus to ensure integrity of 
transmission and the recipient 
can verify the origin of the 
transition , thus to ensure the 
authenticity. A message 
authentication code (MAC) is an 
authentication tag (also called a 
checksum) derived by applying 
an authentication scheme, 

together with a secret key, to a 
message. Unlike digital 
signatures, MACs are computed 
and verified with the same key, 
so that they can only be verified 
by the intended recipient. There 
are four types of MACs: (1) 
unconditionally secure, (2) hash 
function-based, (3) stream 
cipher-based or (4) block cipher-
based [8, 9]. 

Previously the encryption 
exhibits encryption of the MAC 
only, in our work we suggest to 
encrypt the private information of 
message with the MAC.  

Digest using SHA-1 

SHA-1 is Secure Hash 
Function is used to compute 
the MAC of a message or 
data file that is provided as 
input. The message or data 
file should be considered to 
be a bit string. The length of 
the message is the number of 
bits in the message (the 
empty message has length 
0). If the number of bits in a 
message is a multiple of 8, for 
compactness we can 
represent the message in 
hex. The purpose of message 
padding is to make the total 
length of a padded message 
a multiple of 512. SHA-1 
sequentially processes blocks 
of 512 bits when computing 
the message digest [10].  

• In this work the SHA-1 
[11] is used to generate a 
message digest used as 
Message Authenticated 
Code (MAC).Choose an 
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approved cryptographic 
hash function H. In the 
original DSS, H was 
always SHA-1. The hash 
output may be truncated 
to the size of a key pair.  

• Decide on a key length L 
and N. This is the primary 
measure of the 
cryptographic strength of 
the key. The original DSS 
constrained L to be a 
multiple of 64 between 
512 and 1024 (inclusive). 
Choose an N-bit prime q. 
N must be less than or 
equal to the hash output 
length.  

• Choose an L-bit prime 
modulus p such that p–1 
is a multiple of q.  

• Choose g, a number 
whose multiplicative order 
modulo p is q. This may 
be done by setting g = h 

(p–1)/q mod p for some 
arbitrary h (1 < h < p-1), 
and trying again with a 
different h if the result 
comes out as 1. Most 
choices of h will lead to a 
usable g; commonly h=2 
is used.  

The algorithm parameters 
(p, q, g) may be shared 
between different users of the 
system [10, 12].  

The second phase 
computes private and public 
keys for a single user: 

• Choose x by some 
random method, where 0 
< x < q.  

• Calculate y = gx mod p.  

• Public key is (p, q, g, and 
y). Private Key is x.  

The Proposed Signature 

The proposed signature in 
this work is generated by 
encrypting the partial message 
with MAC together with SHA-1, 
this is to generate a more secure 
digest, and we called it Digest2.  

Digest2 Creation using SHA-
1 

        In The following, description 
to the process of signing to 
generate signature, we shall use 
SHA-1 digital signature method 
[13]. 

The sender A signs his/her 
private message by the following 
process:  

Signing Process 

Let H be the hashing function 
and m the message: 

• Generate a random per-
message value k where 0 
< k < q  

• Calculate r = (gk mod p) 
mod q  

• Calculate s = (k-1(H(m) + 
x*r)) mod q  

• Recalculate the signature 
in the unlikely case that 
r=0 or s=0  

• The signature is (r,s)  

The extended Euclidean 
algorithm can be used to 
compute the modular inverse k-1 
mod q [13]. 

http://en.wikipedia.org/wiki/Cryptographic_hash_function
http://en.wikipedia.org/wiki/Cryptographic_hash_function
http://en.wikipedia.org/wiki/Cryptographic_hash_function
http://en.wikipedia.org/wiki/Extended_Euclidean_algorithm
http://en.wikipedia.org/wiki/Extended_Euclidean_algorithm
http://en.wikipedia.org/wiki/Extended_Euclidean_algorithm
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Then the recipient B can verify 
the signature by the following 
process [13]  

Verifying process 

• Reject the signature if 
either 0< r <q or 0< s <q 
is not satisfied.  

• Calculate w = (s)-1 mod q  
• Calculate u1 = (H(m)*w) 

mod q  
• Calculate u2 = (r*w) mod 

q  
• Calculate v = ((gu1*yu2) 

mod p) mod q  
• The signature is valid if v 

= r  

The Proposed Encryption  

The digest2 is encrypted using 
exponential cipher as described 
below [14]: 

Encryption Process 
For signing a message m by 
sender A, using A's private key 
dA  

1. Calculate e = HASH (m), 
where HASH is a 
cryptographic hash 
function, such as SHA-1  

2. Select a random integer k 
from [1,n - 1]  

3. Calculate r = x1 (mod n), 
where (x1, y1) = k * G. If r 
= 0, go to step 2  

4. Calculate s = k-1(e + dAr) 
(mod n). If s = 0, go to 
step 2  

5. The signature is the pair 
(r, s). 

The message is decrypted on 
recipient side by the following 
decryption process [14]: 
 
Decryption process 
For B to authenticate A's 
signature, B must have A's public 
key QA  

1. Verify that r and s are 
integers in [1,n - 1]. If not, 
the signature is invalid  

2. Calculate e = HASH (m), 
where HASH is the same 
function used in the 
signature generation  

3. Calculate w = s-1 (mod n)  
4. Calculate u1 = ew (mod n) 

and u2 = rw (mod n)  
5. Calculate (x1, y1) = u1G + 

u2QA  
6. The signature is valid if x1 

= r(mod n), invalid 
otherwise  

Both end have a key pair 
consisting of a private key d (a 
randomly selected integer less 
than n, where n is the order of 
the curve, an elliptic curve 
domain parameter) and a public 
key Q = d * G (G is the generator 
point, an elliptic curve domain 
parameter). Let (dA, QA) be the 
private key - public key pair of A 
and (dB, QB) be the private key - 
public key pair of B.  

• The end A computes K = 
(xK, yK) = dA * QB  

• The end B computes L = (xL, 
yL) = dB * QA  

• Since dAQB = dAdBG = 
dBdAG = dBQA. Therefore K = 
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L and hence xK = xL • Hence 
the shared secret is xK . 

Implementation of the 
Proposed System The sender A 
(cellular mobile phone) send 
his/her private message to the 
receiver B (Internet), Figure (2) 
shows the encryption process of 
the private message using 
appropriated key which is limited 
from (4 to 8 character), the plain 
text shown in the input window 
and the cipher text shown in 
output window. The receiver B 
decrypt the message using the 
same key that used in 
encryption process to get the 
plain text of the sender A. 
Figure(3) shows the 
decryption Process, the cipher 
text shown in the input window 
and the plain text shown in 
output window. 

Conclusions 

1- The implementation of mobile 
phone security in wireless 
communication using Java 
applets is a good way to avoid 
the difficulties of communication 
using other methods.  

2- Encrypted partial part of 
message components in step-by-
step rather than encrypted the 
whole message components 
once , is a good way to improve 
mobile limitations  , by made the 
time and space is more efficient.  

3- Improving security level can be 
achieved by implementing digital 
signature and Encryption in 
duplicate manner , the receiver 

always comfortable when he/she 
receive the message ,he would 
apply verification and decryption 
in duplicate manner. 

4- Both concepts of integrity and 
authenticity can be obtained from 
the proposed system, since the 
hash function using SHA-1 is still 
secure just time so the system is 
guaranteed to the two parties: the 
message originality, safe 
transmission with full integrity 
and message authenticity.  
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Figure (1): The Proposed System Architecture 

 

  

 

 

 

 

 

 

 

Figure (2):- encryption Process for the 
proposed system 

 

 

 

 

 

 

 

 

 

Figure (3):- decryption Process for the 
proposed system 
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