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Abstract 
 

This paper attempts to develop a simple, strong and safe cryptographic algorithm 
which would not only be a secure one, but also reduces total time taken for encryption and 
decryption. The result of such an attempt is “RC6-Cascade”, is 640-bit RC6 like block cipher. 
It is a new secret-key block cipher that uses good features of RC6 algorithm using another 
overall structure design. In RC6-Cascade, cascaded of F-functions will be used instead of 
rounds. A desirable property of an encryption algorithm is that a small change in either the 
plaintext or the key should produce a significant change in the ciphertext. This is so called 
Avalanche Effect. An average of Avalanche Effect of 128-bit RC6 algorithm is about 61.77. 
If the same amount of information is changed in plaintext for RC6-Cascade algorithm then 
the Avalanche Effect is about 324.  
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  المقترحة bits   RC6- 640يالتصميم المتداخل لخوارزمية التشفير الكتل

  
  

  الخالصة
  

سرية ولكن كذلك  فقطلن تكون  وية وامينة والتي ق، ھذا البحث يحاول تطوير خوارزمية تشفير بسيطة  
شبيه   bit-640وھو    ”RC6-Cascade“النتيجة لھذه المحاولةھو  . تقلل الوقت الكلي للتشفير وفك الشفرة

 RC6لخوارزمية جيدة الخصائص الالذي يستخدم ومفتاح سري  ذوھو تشفير كتلي جديد . RC6بالتشفير الكتلي 
الخاصية . يستخدم بدال من الدورات Fداخل لدوال الت RC6-Cascadeفي  . للھيكل الكلي أخرباستخدام  تصميم 

في النص  اح سوف يولد تغير ملحوظريح او المفتالمطلوبة لخوارزمية التشفير ھو تغير بسيط في النص الص
نفس كمية  إذا 61.77حوالي bit RC6-128للخوارزمية  tإن تأثير االنھيار . تأثير االنھيار المشفروھذا يسمى 
      .324   ھو حوالي تأثير االنھيارفان   RC6-Cascadeلخوارزمية رھا في النص الصريح يالمعلومات تم تغي
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Introduction 
Encryption is apparently the 

earliest cryptographic primitive. An 
encryption scheme, also called 
cryptosystem or a cipher, has two dual 
processes: encryption and decryption. The 
goal of encryption is to compute a special 
encoding, called ciphertext, of some secret 
information, called plaintext. The 
ciphertext is produced by applying the 
encryption process to the plaintext, and the 
plaintext is retrieved by applying the 
decryption process to the ciphertext. The 
ciphertext should ‘appear random‘, or 
more precisely not expose anything about 
the plaintext, until properly decrypted. 

In very early cryptosystems, 
security relied on secret decryption 
algorithm. However, following 
Kerckhoffs. principle, we only consider 
cryptosystems where the adversary knows 
the encryption and decryption algorithms, 
and the intended recipients use a secret 
decryption key (or just secret key) to 
decipher the ciphertext back to plaintext. 
The encoding of the plaintext into 
ciphertext also uses a key, the encryption 
key [1]. 

Substitution ciphers in which m is 
small (e.g., m = 8, implying 256 distinct 
message blocks) are insecure since if the 
attacker has knowledge of the statistical 
patterns in the plaintext, then they can 
attempt to recover the plaintext from the 
ciphertext by frequency analysis. Another 
problem is that if an attacker correctly 
guesses the plaintext that corresponds to 
some ciphertext then they can build a 
lookup-table of plaintext-ciphertext pairs 
corresponding to a particular key, known 
as a codebook. Codebooks can be used to 
decrypt ciphertext blocks without 
knowledge of the key. 

 Both problems are solved by 
increasing the block length, and thus 
increasing the number of possible 
messages. An attacker cannot exploit 
knowledge of plaintext patterns which are 
shorter than the block length. It also 
becomes impractical for an attacker to 
build plaintext-ciphertext codebooks. 

 
Typically the message block 

length m would be at least 64 bits. We also 
require it to be infeasible for an attacker, 
with a known plaintext (P,C), to recover 
the key by exhaustive key-search (brute-
force). That is, we do not want anyone to 
be able to determine the key by trying 
values of                until they find the key 
K  such that C = E(P;K). By making the 
key length sufficiently large we can make 
brute-force attacks computationally 
infeasible (the cipher would then be 
computationally secure). The key length k 
should be at least 64 bits [2]. 

Symmetric-key block ciphers have 
long been used as a fundamental 
cryptographic element for providing 
information security. Although they are 
primarily designed for providing data 
confidentiality, their versatility allows 
them to serve as a main component in the 
construction of many cryptographic 
systems such as pseudorandom number 
generators, message authentication 
protocols, stream ciphers, and hash 
functions.  

There are many symmetric-key 
block ciphers which offer different levels 
of security, flexibility, and efficiency. 
Among the many symmetric-key block 
ciphers currently available, some (such as 
DES, RC5, CAST, Blowfish, FEAL, 
SAFER, and IDEA) have received the 
greatest practical interest [3]. 

 This paper also present some 
existing modern cipher such as ABC) A 
Block Cipher  )  is a substitution-
permutation network comprising 17 
rounds with 3 different kinds of round 
functions. It is derived from MMB and 
SAFFER block cipher [4] and Unbalanced 
Feistel Networks and Block-Cipher 
Design (UFNs) consist of a series of 
rounds in which one part of the block 
operates on the rest of the block [5]. A 
Blow-CAST-Fish: A New 64-bit Block 
Cipher which is a new secret-key block 
cipher that uses good features of CAST-
128 and Blowfish algorithms [6]. And also 
PRESENT: An Ultra-Lightweight which is 

http://en.wikipedia.org/wiki/Substitution-permutation_network
http://en.wikipedia.org/wiki/Substitution-permutation_network
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Feistel Network (FN) 
Most symmetric-key block ciphers 

(such as DES, RC5, CAST, and Blowfish) 
are based on a “Feistel” network construct 
and a “round function”. Figure (1) shows 
the general design of a Feistel cipher. The 
input is broken into two equal size blocks, 
generally called left (L) and right (R), 
which are then repeatedly cycled through 
the algorithm. At each cycle, a hash 
function (f) is applied to the right block 
and the key, and the result of the hash is 
XOR-ed into the left block. The blocks are 
then swapped. The XOR-ed result 
becomes the new right block and the 
unaltered right block becomes the left 
block. The process is then repeated a 
number of times.  

Different round functions provide 
different levels of security, efficiency, and 
flexibility. The strength of a Feistel cipher 
depends heavily on the degree of diffusion 
and non-linearity properties provided by 
the round function. The strength of various 
FN systems especially the resistance of FN 
against Differential Cryptanalysis (DC) 
and Linear Cryptanalysis (LC)) is tied 
directly to be architecture of the S–boxes 
of FN [8].  
The RC6 Algorithm 

RC6 is a fully parameterized 
family of encryption algorithms [9]. A 
version of RC6 is more accurately 
specified as RC6-w/r/b where the word 
size is w bits, encryption consists of a 
nonnegative number of rounds r, and b 
denotes the length of the encryption key in 
bytes. Since the AES submission is 
targeted at w = 32 and r = 20.When any 
other value of w or r is intended in the 
text, the parameter values will be specified 
as RC6-w/r. Of particular relevance to the 
AES effort will be the versions of RC6 
with 16-, 24-, and 32-byte keys. For all 
variants, RC6-w/r/b operates on units of 
four w-bit words using the following six 

basic operations. The base-two logarithm 
of w will be denoted by lgw. 

♦ a + b integer addition modulo 2w 
♦ a - b integer subtraction modulo 

2w 
♦ a ⊕ b bitwise exclusive-or of w-bit 

words 
♦ a × b integer multiplication 

modulo 2w 
♦ a<<<b rotate the w-bit word a to 

the left by the amount given by the 
least significant lgw bits of b 

♦ a>>>b rotate the w-bit word to the 
right by the amount given by the 
least significant lgw bits of b. 
 
RC6 works with four 32-bit 

registers A;B;C;D which contain the initial 
input plaintext as well as the output 
ciphertext at the end of encryption. The 
first byte of plaintext or ciphertext is 
placed in the least-significant byte of A; 
the last byte of plaintext or ciphertext is 
placed into the most-significant byte of D. 
Use the (A;B;C;D) = (B;C;D;A) to mean 
the parallel assignment of values on the 
right to registers on the left(see figure (2)).  
Key Schedule for RC6 

 The user supplies a key of b 
bytes. Sufficient zero bytes are appended 
to give a key length equal to a non-zero 
integral number of words; these key bytes 
are then loaded in little-endian fashion into 
an array of c w-bit words L[0],.......,L[ -1]. 

Thus the first byte of key is stored 
as the low-order byte of L[0], etc., and 
L[c_1] is padded with high-order zero 
bytes if necessary. (Note that if b = 0 then 
c = 1 and L[0] = 0.) The number of w-bit 
words that will be generated for the 
additive round keys is 2r + 4 and these are 
stored in the array S[0, 2r + 3].  

The constants P32 = B7E15163 
and Q32 = 9E3779B9 (hexadecimal) are 
the same "magic constants" as used in the 
RC5 key schedule. The value of P32 is 
derived from the binary expansion of e - 2, 
where e is the base of the natural 
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logarithm function. The value of Q32 is 
derived from the binary expansion of Ø-1, 
where Ø is the Golden Ratio [9]. 
Key schedule for RC6-w/r/b 
  c=16 , 24 or 32 , w=32, r=20 
Input: User-supplied b byte key preloaded   
into the c-word  
 array L[0, c - 1]  
       Number r of rounds 
Output: w-bit round keys S[0 , 2r+3] 
Procedure:  
  S[0] = Pw    // PW= 0xB7E15163 
  for i = 1 to 2r + 3 do 
   S[i] = S[i - 1] + Qw  //  QW= 
0x9E3779B9     
   A = B = i = j = 0 
   for s = 1 to 132 do 
      { 
       A = S[i] = (S[i] + A + B)<<<3 
        B = L[j] = (L[j] + A + B)<<<(A + B) 
                i = (i + 1)mod (2r+4) 
                j = (j + 1)mod c 
          } 
 
The Proposed RC6-Cascade Algorithm 

RC6-Cascade is 640-bit RC6-like 
block cipher. The plaintext is 640 bit 
which is divided into five parts p1, p2, p3, 
p4 and p5 each of which is 128 bit. The F-
function in RC6-Cascade will be used 
cascaded design instead of rounds as it is 
shown in Figure (3). The output is 640 bit 
c1, c2, c3, c4, and c5 where each of is 128 
bit. 
The F-function of Proposed Algorithm 

The F-function of proposed 
algorithm uses two rounds of pervious 
RC6 algorithm in a Feistel network. The 
input of each function is two plaintexts of 
128 bits and four subkey 
Si,Si+1,Si+2,Si+3 as shown in figure (4). 
The Feistel network consists of dividing 
the input into two halves, and applying a 
non-linear function only to the right half. 
The result is added into the left half and 
subsequently left and right half are 
swapped. Ciphers following this approach 
are called Feistel ciphers. The output of 
one nonlinear function is input directly to 
the next one, which increases the 

propagation of local changes. The non-
linear function of proposed algorithm is 
the pervious RC6 algorithm.  
 Key Schedule for the Proposed 
Algorithm 

 The key schedule of proposed 
algorithm is practically identical to the key 
schedule of RC6. Indeed, the only 
difference is that for proposed, fewer 
words are derived from the user-supplied 
key for use during encryption and 
decryption.  The user supplies a key of b 
bytes, where 0 ≤ b ≤ 255. From this key, 
2r words (w bits each) are derived and 
stored in the array S[0, 2r]. This array is 
used in both encryption and decryption as 
shows in the following algorithm. 
 
Key schedule for proposed algorithm 
Input: User-supplied b byte key preloaded     
into the c-word  array L[0, c - 1] 
 Number r of rounds 
Output: w-bit round keys S[0, 40] 
Procedure: S[0] = Pw // PW= 
0xB7E15163 
 
     for i = 1 to 2r do 
      S[i] = S[i - 1] + Qw //QW= 
0x9E3779B9  
   
       A = B = i = j = 0 
       for s = 1 to 132 do 
           { 

A = S[i] = (S[i] + A + B) <<<3 
B = L[j] = (L[j] + A + B) <<< (A 
+ B) 
i = (i + 1) mod (40) 
j = (j + 1) mod c 

          } 
 
Security of Proposed algorithm 

The most important requirement 
is stated succinctly in the AES 
announcement [10]: ‘The security 
provided by an algorithm is the most 
important factor in the evaluation.’ 
     The security obtained by using the 
proposed algorithm is increased, 
compared the original RC6 algorithm, by 
using block size of 640-bit instead of 128-
bit.  
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Matching ciphertext attack 
The block size of 640 bits makes 

proposed algorithm resistant to the 
matching ciphertext attack. Where after 
encryption of    blocks, equal 
ciphertexts can be expected and 
information is leacked about plaintext but, 
the previous RC6 algorithm with 128 bits 
block size will be required to 2  
ciphertext [10]. 

3202

Dictionary Attacks 
As the block size is 128 bits, a 

dictionary will require 2 128 different 
plaintexts to allow the attacker to encrypt 
or decrypt arbitrary message under an 
unknown key, While the proposed 

algorithm will require 2 640 different 
plaintexts. This attack applies to any 
deterministic block cipher with 128-bit 
blocks regardless of its design [10]. 
Avalanche Effect 

 In cryptography, the avalanche 
effect refers to a desirable property of 
cryptographic algorithms, typically block 
ciphers and cryptographic hash functions. 
The avalanche effect is evident if, when an 
input is changed slightly (for example, 
flipping a single bit) the output changes 
significantly (e.g., half the output bits 
flip). In the case of quality block ciphers, 
such a small change in either the key or 
the plaintext should cause a drastic change 
in the ciphertext.  

 If a block cipher or cryptographic 
hash function does not exhibit the 
avalanche effect to a significant degree, 
then it has poor randomization, and thus a 
cryptanalyst can make predictions about 
the input, being given only the output. 
This may be sufficient to partially or 
completely break the algorithm. Thus, the 
avalanche effect is a desirable condition 
from the point of view of the designer of 
the cryptographic algorithm or device. 

Constructing a cipher or hash to 
exhibit a substantial avalanche effect is 
one of the primary design objectives. This 
is why most block ciphers are product 
ciphers. It is also why hash functions have 

large data blocks. Both of these features 
allow small changes to propagate rapidly 
through iterations of the algorithm, such 
that every bit of the output should depend 
on every bit of the input before the 
algorithm terminates [11]. 

The  section in table (1)  is 
prepared for making statistical test on the 
ciphertext that produced from encryption 
the plaintext in hexadecimal: 

Table (2) shows the avalanche 
effect on the plaintext when only one bit is 
changed in the key by using a block size of 
128 bits and executing RC6 algorithm 
before improvement. 

Table (3) shows the avalanche 
effect on the same plaintext when only one 
bit is changed in the same key by using a 
block size of 640 bits and executing 
proposed algorithm. 

Tables (2 )and (3)are show that 
the changing are 50 to 71 bits out of 128 
bits and 313 to 337 bits out of 640 bits 
when performing the algorithm before 
improvement and After performing the 
improved RC6-Cascade algorithm. Table 
(3 )shows the average of avalanche effect 
of proposed algorithm is 324  while table 
(2) shows that the average of the 
avalanche effect of previous 128 bits RC6 
algorithm is 61.77.  
 Time requirement 

In this section the time 
requirements are computed for the 
proposed algorithm and the previous 128 
bits RC6. Table (4) shows this test. 
Discussion & Conclusion 

RC6-Cascade is a fast and secure 
symmetric-key block cipher with a 
cascaded structure. It offers much 
improved security/performance over 
existing ciphers by taking advantage of the 
powerful operations supported in today’s 
computers.  
The proposed algorithm has been designed 
with the following objectives: 

- The proposed algorithm  should be 
a symmetric block cipher. The 
same secret cryptographic key is 
used for encryption and for 
decryption. The plaintext and 

http://en.wikipedia.org/wiki/Cryptography
http://en.wikipedia.org/wiki/Algorithm
http://en.wikipedia.org/wiki/Block_cipher
http://en.wikipedia.org/wiki/Block_cipher
http://en.wikipedia.org/wiki/Cryptographic_hash_function
http://en.wikipedia.org/wiki/Key_(cryptography)
http://en.wikipedia.org/wiki/Plaintext
http://en.wikipedia.org/wiki/Ciphertext
http://en.wikipedia.org/wiki/Cryptanalyst
http://en.wikipedia.org/wiki/Product_cipher
http://en.wikipedia.org/wiki/Product_cipher
http://en.wikipedia.org/wiki/Bit
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ciphertext are fixed-length bit 
sequences (blocks). 
 

- Proposed algorithm should be 
suitable for hardware or software. 
This means that RC6-Cascade 
should use only computational 
primitive operations commonly 
found on typical microprocessors. 

  
- Proposed algorithm should be fast. 

This more-or-less implies that 
RC6-Cascade be word-oriented: 
the basic computational operations 
should be operators that work on 
full words of data at a time. 

 
- Proposed algorithm should be 

adaptable to processors of 
different word-lengths. For 
example, as 64-bit processors 
become available, it should be 
possible for RC6-Cascade to 
exploit their longer word length. 
Therefore, the number w of bits in 
a word is a parameter of RC6-
Cascade; different choice of this 
parameter results in different 
RC6-Cascade algorithms. 

 
- Proposed should be simple. It 

should be easy to implement. 
More importantly, a simpler 
structure is perhaps more 
interesting to analyze and 
evaluate, so that the cryptographic 
strength of RC6-Cascade can be 
more rapidly determined. 

 
- Proposed should have a law 

memory requirement, so that it 
may be easily implemented on 
smart cards or other devices with 
restricted memory. 
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Table1: is prepared for making statistical test on the ciphertext that produced from 
encryption the plaintext in hexadecimal 
 
 

1 000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000 

2 222222222222222222222222222222222222222222222222222222222222222222
222222222222222222222222222222222222222222222222222222222222$22222
22222222222222222222222222222 

3 444444444444444444444444444444444444444444444444444444444444444444
444444444444444444444444444444444444444444444444444444444444444444
444444444444444444444444444 

4 666666666666666666666666666666666666666666666666666666666666666666
666666666666666666666666666666666666666666666666666666666666666666
6666666666666666666666666666 

5 888888888888888888888888888888888888888888888888888888888888888888
888888888888888888888888888888888888888888888888888888888888888888
8888888888888888888888888888 

6 aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaaa
aaaaaaaaaaaaaaaaaaaaaaaaaaaa 

7 cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc
cccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccccc
cccccccccccc 

8 ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
ddddddddddddddddddddddddddddddddddddddddddddddddddddddddddd
ddddddddddddddddddddddddddd 

9 fffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff 
      ffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffffff 
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Table 2: Avalanche Effect of RC6 algorithm 
Change one bit in key 

 
Block no Avalanche 

Effect 
1 56 
2 61 
3 65 
4 60 
5 59 
6 71 
7 50 
8 62 
9 72 

Average 61.77 
 

 
Table 3: Avalanche Effect of Proposed algorithm 

Change one bit in key 
 

Block no Avalanche 
Effect 

1 323 
2 337 
3 329 
4 316 
5 331 
6 320 
7 313 
8 324 
9 323 

Average 324 
 

 
Table (4) Time Comparisons of Proposed algorithm and 

 previous RC6 algorithm on a Pentium I4 
 

 

Algorithm Number of 

Bytes 

 

Time in Second 

Proposed algorithm 80000 0.015 

800000 0.14 

8000000 1.375 

 

RC6  

algorithm 

80000 0.078 

800000 0.687 

8000000 6.75 
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      Figure (1) General design of a Feistel cipher  
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Figure (2) Encryption with RC6-w/r/b . Here f(x) = x(2x +1) . 
w=32, r=20,b=16,24, or 32  [9]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure (3) The Proposed RC6-Cascade Algorithm  
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                     Figure (4) The F-function of Proposed Algorithm 
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