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Abstract 

In this paper, cellular automata (CAs) are used to design a symmetric key 
cryptography system based on DES algorithm, CAs are applied to generate a 
pseudo-random numbers sequence (PNS) which is used during the encryption 
process. The quality of PNSs highly depends on the set of applied CA rules. This 
paper introduces a new method to enhance the performance of the Data Encryption 
Standard (DES) Algorithm. This is done by building a new structure for the 16 
rounds in the original algorithm. This structure makes use of multiple secrete keys 
working on 132 block size. The principle of Cellular Automata (CA) is used to 
generate these multiple keys in a simple and effective way. The proposed method 
provides high quality encryption, and the system is very resistant to attempts of 
breaking the cryptography key.  
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 باستخدام المفاتيح المتعددة DESطريقة جديدة لتحسين خوارزمية النشفير 
 

 CA. تم تطبيق DES لتصميم نظم تشفير انسيابي اعتمادا على خوارزمية CAفي هذا البحث تم استخدام مبدأ 
 CAلتوليد المفاتيح العشوائية المستخدمة في عملية التشفير. كفاءة المفاتيح العشوائية تعتمد على قواعد 

المستخدمة. تم اقتراح طريقة جديدة لتعزيز اداء الخوارزمية وذلك ببناء هيكلية جديدة للمقاطع الستة عشر التي 
تعتمدها الخوارزمية. هذه الهيكلية الجديدة تعتمد على استخدام عدة مفاتيح سرية بدل المفتاح الواحد وتعمل على 

. 128تشفير كتلة بحجم 
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1. Introduction 
Pseudo-random number sequences are needed in many important applications, 

such as Monte Carlo techniques, Brownian dynamics, and stochastic optimization 
methods. Cellular automata (CA) offer a number of advantages over other methods as 
random number generators such as algorithmic simplicity and easy hardware 
implementation. 
Cellular automata were first introduced by von Neumann and later byWolfram [9] as 
simple models for physical, biological and computational systems. CA have 
previously been used as encrypting devices by Wolfram and by Nandi, Kar, Gutowitz 
and Guam [3, 4] used CA for public key cryptography. The pseudo-random sequence 
generator based on CA has been extensively studied in the last decades. In 1986, 
Wolfram [9] first applied CA in pseudorandom number generation. After, other 
authors as Hortensius, Tsalides, Sipper and Perrenoud used the CA to generate the 
pseudorandom sequences used in cryptography [2, 8]. But those methods are based on 
artificial methods to construct CA rules. The main disadvantage of those methods is 
that they are involved in large tedious work. Another valid method is introduced by 
Sipper and Tomassini [8], they used genetic algorithm to find the best CA randomizer 
rules automatically. A series of research work has been done to generate pseudo-
random sequences. The rest of the paper is organized as follows. In Section 2 we 
introduce some basic concepts about cellular automata; Section 3 gives a full 
description with the algorithm of the DES algorithm. In section 4, the method of 
generating the multiple random keys is explained; the rest sections explain the 
proposed improvement to the DES algorithm with the implementation and the 
conclusion of this improvement. 

2. Elementary Cellular Automata 

A grid of elementary cellular automata consists of a one-dimensional row of cells, 
where each cell can be in one of two states, and the rules for the transformation of a 
cell are based on the current state of the cell and its two closest neighbors. The 
neighborhood thus consists of three cells. [2, 8]  
The following is an example of a set of rules for elementary cellular automata where 
the two states are called "white" and "black:"  

1. If all three cells are white, the cell remains white.  

2. If all three cells are black, the cell becomes white.  

3. In any other case (that is, if there is a mixture of black and white cells in the 
neighborhood), the cell becomes (or remains) black.  

The following diagram shows four successive generations of cellular automata 
conforming to these rules—an initial generation consisting of one black cell with all 
other cells white, and three subsequent generations created by three applications of 
the rules:  



 

This example illustrates three basic properties of cellular automata described by 
Rennard [4]:  

• Parallelism: The cells all change state independently and simultaneously (that 
is, in parallel).  

• Locality: The new state of a cell is dependent upon only the state of the cell 
itself and the states of its neighbors.  

• Homogeneity: All cells have an identical set of possible states and follow the 
same rules.  

 

3. Data Encryption Standard (DES) 
Without doubt the first and the most significant modern symmetric encryption 

algorithm is that contained in the Data Encryption Standard (DES). The DES was 
published by the United States' National Bureau of Standards in January 1977 as an 
algorithm to be used for unclassified data (information not concerned with national 
security). The algorithm has been in wide international use,  

The Data Encryption Standard (DES), as specified in FIPS Publication 46- 3 
[10], is a block cipher operating on 64-bit data blocks. The encryption transformation 
depends on a 56-bit secret key and consists of sixteen Feistel iterations surrounded by 
two permutation layers: an initial bit permutation IP at the input, and its inverse IP−1 
at the output. The structure of the cipher is depicted in Figure (1). The decryption 
process is the same as the encryption, except for the order of the round keys used in 
the Feistel iterations.  

The 16-round Feistel network, which constitutes the cryptographic core of 
DES, splits the 64- bit data blocks into two 32-bit words, LBlock and RBlock 
(denoted by L0 and R0). In each iteration (or round), the second word Ri is fed to a 
function f and the result is added to the first word Li . Then both words are swapped 
and the algorithm proceeds to the next iteration. The function f is key-dependent and 
consists of four stages: 

1. Expansion (E). The 32-bit input word is first expanded to 48 bits by 
duplicating and reordering half of the bits. 

 2. Key mixing. The expanded word is XORed with a round key constructed 
by selecting 48 bits from the 56-bit secret key, a different selection is used in each 
round. 

3. Substitution. The 48-bit result is split into eight 6-bit words which are 
substituted in eight parallel 6 × 4-bit S-boxes. All eight S-boxes,  are different but 
have the same special structure. 

4. Permutation (P). The resulting 32 bits are reordered according to a fixed 
permutation before being sent to the output. 

 



The modified RBlock is then XORED with LBlock and the resultant fed to the next 
RBlock register. The unmodified RBlock is fed to the next LBlock register. With 
another 56 bit derivative of the 64 bit key, the same process is repeated. Full details 
of DES are given in Algorithm (1) [1]. 
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Figure (1): DES computation path. 



 

 

 

 

 

 

 

 

 

 

4. Random keys generated by CA 

The simplest nontrivial CA would be one-dimensional, with two possible 
states per cell, and a cell's neighbors defined to be the adjacent cells on either side of 
it. A cell and its two neighbors form a neighborhood of 3 cells, so there are 2³=8 
possible patterns for a neighborhood. There are then 28=256 possible rules. These 256 
CAs are generally referred to using Wolfram notation, a standard naming convention 
invented by Wolfram. The name of a CA is the decimal number which, in binary, 
gives the rule table, with the eight possible neighborhoods listed in reverse counting 
order. For example, below are tables defining the "rule 30 CA" and the "rule 110 CA" 
(in binary, 30 and 110 are written 11110 and 1101110, respectively) and graphical 
representations of them starting from a 1 in the center of each image [6, 7, 8] 

A table completely defines a CA rule. For example, the rule 30 table says that 
if three adjacent cells in the CA currently have the pattern 100 (left cell is on, middle 
and right cells are off), then the middle cell will become 1 (on) on the next time step. 
The rule 110 CA says the opposite for that particular case. 

 

Algorithm (1): Data Encryption Standard (DES) 
 
INPUT      : plaintext  m1 . . . m64;  64-bit key K=k1 . . . k64 (includes 8 parity bits). 
OUTPUT : 64-bit ciphertext block C=c1 . . .c64. 
1. (key schedule) Compute sixteen 48-bit round keys Ki, from K. 
2. (L0, R0) ← IP(m1, m2,. . .m64) (Use IP Table to permute bits; split the result into left 
and right 32-bit halves L0=m58m50 . . . m8,R0=m57m49 . . . m7) 
3. (16 rounds) for i  from 1 to 16, compute Li and Ri       as follows: 
   3.1. Li=Ri-1 
   3.2. Ri = Li-1 ⊕ f (R i-1, Ki) where f(Ri-1, Ki) = P(S(E(Ri-1) ⊕ Ki)), computed as follows: 
         (a) Expand  Ri-1 = r1r2 . . . r32 from 32 to 48 bits, T ←E(Ri-1). 
         (b) T' ← T ⊕ Ki . Represent T ' as eight 6-bit character strings: T '= (B1 . . . B8) 
         (c)T '' ← (S1(B1), S2(B2), . . . S8(B8)). Here Si(Bi) maps to the 4-bit entry in 
              row r and column c of Si  
         (d)T''' ← P(T''). (Use   P per table to permute the 32 bits of T''=t1t2 . . . t32,    
              yielding t16t7 . . . t25.) 
4. b1b2 . . . b64 ←  (R16, L16). (Exchange final blocks L16, R16.) 
5. C ← IP-1 (b1b2 . . . b64).  



 
Rule 30 cellular automaton 

current pattern 111 110 101 100 011 010 001 000 
new state for center cell 0 0 0 1 1 1 1 0 

 
Rule 110 cellular automaton 

current pattern 111 110 101 100 011 010 001 000 
new state for center cell 0 1 1 0 1 1 1 0 

 
 
 
 
Theoretically any rule can be used to generate random sequence of bits. In this 

research rule 30 has been used as the random key generate, where is proved by other 
papers and by the randomness testing shown below that it gives a good randomness. 
After applying the selected rule, and after number of steps (depends on the width of 
the array where the rule is applied), a rectangle will be appeared, any row or column 
in this rectangle may be used as a random key. One of the generated keys by applying 
rule 30 is tested by the formal randomness tests, and the result was as follows: 
 
 
 



1- FREQUENCY TEST  Pass  with value 1.054            must be  <=3.84 
2- RUN TEST       Pass with value  TO = 2.650    must be  <= 5.702 

Pass with value  T1 =2.893     must be  <= 7.531 
3- POKER TEST   Pass with value 5.34               must be  <=11.1 
4-  SERIAL TEST  Pass value 0.833  with freedom degree  "3 "  

      must be <= 7.81 
5- AUTO CORRELSTION TEST Shift No.  1>--> Pass value  0.000 

Shift No.  2>--> Pass value  0.065 
Shift No.  3>--> Pass value  0.000 
Shift No.  4>--> Pass value  0.918 
Shift No.  5>--> Pass value  0.215 
Shift No.  6>--> Pass value  0.105 
Shift No.  7>--> Pass value  0.642 
Shift No.  8>--> Pass value  0.281 
Shift No.  9>--> Pass value  0.500 
Shift No. 10>--> Pass value 0.150 
With freedom degree  "1" must be  <= 3.84  
 

 
 

5. The Proposed improvement to DES Algorithm 
The improvement to the DES algorithm that is proposed in this research 

depend on using more than one secret key by making some changes on the operation 
sequence applied in each round. The new structure make use of three keys that 
generated in one running of one dimensional Cellular Automata using rule 30.  The 
proposed method working on 128 bits divided into two parts LBlock and RBlock each 
contains 64 bits (denoted by L0 and R0). The first key is XORED with the second 32 
bits of the Ri, then the two parts are exchanged to produce Ri+1. The second key is 
XORED with the second 32 bits of Li, and finally the third key is used with the first 
32 bits of Li during applying the f function as in the original algorithm. The resulted 
two parts are also merged together to produce Li+1. The complete structure is shown 
in figure (2), and full details of the improved DES are given in Algorithm (2). 

  

 

 

 

 

 

 

 

 

Algorithm (2): Data Encryption Standard (DES) 
 
INPUT      : plaintext  m1 . . . m128;  three 64-bit key K, K', and K'' (includes 8 parity bits). 
OUTPUT : 132-bit ciphertext block C=c1 . . .c128. 
1. (key schedule) Compute sixteen 32-bit round keys Ki, Ki' from K, K', and 48-bit round 
keys Ki'' from K". 
2. (L0, R0) ← IP(m1, m2,. . .m128) (Use IP Table to permute bits; split the result into left 
and right 64-bit halves L0 and R0) 
3. (16 rounds) for i  from 1 to 16, compute Li and Ri       as follows: 
   3.1. Ri= second half (Ri-1) merged with first half (Ri-1) ⊕ Ki 
   3.2. Li=  f (first half (L i-1), Ki'') merged with  second half (Li-1) ⊕ ki' 
          where f(first half(Li-1), Ki'') = P(S(E(first half (Li-1) ⊕ Ki)), computed as follows: 
         (a) Expand  first half (Li-1) = r1r2 . . . r32 from 32 to 48 bits, T ←E(first half(Li-1)). 
         (b) T' ← T ⊕ Ki'' . Represent T ' as eight 6-bit character strings: T '= (B1 . . . B8) 
         (c)T '' ← (S1(B1), S2(B2), . . . S8(B8)). Here Si(Bi) maps to the 4-bit entry in 
              row r and column c of Si  
         (d)T''' ← P(T''). (Use   P per table to permute the 32 bits of T''=t1t2 . . . t32,    
              yielding t16t7 . . . t25.) 
5. C ← IP-1 (b1b2 . . . b128).  



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

6. Conclusion 

 In the recent years and due to the huge improvement in computer speed and 
capabilities, the DES algorithm has been broken, so a serious improvement should be 
added to this algorithm to make it efficient and unbreakable again. This research 
suggests an improvement to DES depends on using multi-keys to strong the 
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Figure (2): The new proposed structure of one round in DES 



robustness of the algorithm against different kind of intrusions. One dimension 
Cellular Automata was used in this research for multiple random keys generation, 
where different random keys can be generated in just one applying of any CA rules, 
The quality of PNSs highly depends on the applied CA rules, so rule 30 has been used 
which give more randomness. The suggested improvement proposes a new simple 
structure to keep the algorithm with less complexity and less time execution for the 
overall algorithm. 
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