According to the enormous development which occurred in the field of
- 'Cbmputer netwdrks-and plenty users whom are increasing day after day, and -
the explosive growth of the Internet, esseﬁtial it has become the medium of
choice for communications between most companies, government, and

military organizations. The companies are using the Internet to promote their

* company’s image, products, and services by providing World Wide Web

(WWW) access to corporate Web sites. In additional to that companies can

now securely and cost-effectively extend the reach of their applications and

sense data across the world only to authorizer through the implementation of
Virtual Private Networks (VPNs).

This research studies the procedures concerning the services,
architectures, networking components, and security components that are used
for VPN networks. Afterwards, the system was designed to any Company
which has many branches distributed all over a wide area. The design 1s done
by using Internet Protocol Security (IPSec) that creates a virtual tunnel to an
existing Internet connection by encapsulating and encryption a real address
and data which gives high security. Since the Internet 1s assumed to connect
these companies with their branch, remote user, and partners/suppliers, the
firewall must used to protect company’s network from the hacker. The
system implemented on a prototype of Virtual Private Network that contains
five computers, one of these computers represents Internet (hacker computer),
two computers for VPN Gateway that used Linux OS to provide all the
functionality necessary for VPN, and the other two computers used as
workstation for the Electronics Company and their branch. Finally, the
analysis is performed using the results obtained from tests carried on the
prototype system and get that [PSec is absolutely the more preferable choice

of tunneling protocol over OpenVPN.
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