Abstract

Fault tolerance is an essential issue in the design of real-time distributed
-systems such as SCADA system. It involves the 1mplementat10n of redundant
components and mechanisms to guarantee the continuity of the system operatlon
- : even in the presence of faults.

Our main goal in this project is to increase the reliability and availability
of the Front-End SCADA system of the Iragi National Control Center (INCC)
for electrical power and also enhance the response time to operator request and

frequent system failure. Active hardware redundancy is applied on the data

acquisition subsystem of the SCADA which consists of: Main Computer, dual
Front-End (FE) and Dual Communication Controller Module (CCM), a number
of Remote Terminal Units (RTUs).

The communication controller module have been designed to be an
intelligent  module through the use of (AT8C951) microcontrolier. Fault
detection and avoidance technique have been also applied to the system to
indicate the occurrence of the faults and tolerate it according to its condition in
order to achieve the accurate continuously operation of the system even in the
presence of the faults

 The 1mp1ementation of the redundant system have been done by using
very high speed hardware descriptive language (VHDL) and it’s implementation
on field programmable gate array (FPGA) by using the synthesis tools of
(Xilinx foundation series 4.1i program), which is used to implement the
reconfigurable hardware design of the switching circuit unit that control the
redundant operation.

The use of this technology is optimal for the project because it offers high
reliability and flexibility in modifying and even developing the required design
with a reduction in the required number of hardware components also the NRE

(non recurring engineering) cost.
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