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Abstract

With single-firewall architecture, firewalls often form the first, and
most times the only, line of defense against attack. Such architecture js
practical for a small network, but it fails in large and enterprise
networks. Some of problems faced by single-firewall architecture are
insider threats, bandwidth bottleneak, and low-trust level. This brings in
the need for the distributed firewall architecture, wherein security can
be provided at different levels in the network (add extra layers of
defense). This aim is achieved by dividing the complete network into
smaller parts namely subnets and securing each of which with its own
firewall. That leads to increase the performance of the firewall. This
thesis presents the first step towards such architecture - distributed
firewall architecture for large network as the solution for some
problems about issues related to network security,

The proposed software was developed using Microsoft Visual Basic 6.0
programming language. The implementation of the proposed system
uses the packet filtering mechanism as a technical method to filter the [P
packets and the Dual-Homed host as an architecture in which firewall
tomponents arc managed to provide effective protection against
unauthorized users. In this thesis the distributed firewall model
implemented by distribute the localized firewalls in three positions in
the protected network to add extra levels for protection and to reduce
the number of rules in the border firewall, thereby the load on the
Border Firewall is also reduce,

Hence architecture provides higher trust level, high performance and
mitigates the Bandwidth bottleneck, defense in depth, all that resulting

in secure network.
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