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Abstract

A reliable personal identification is critical in many daily transactions. I'or
xample, access control to special locations and access to seeret information in the
e :

computer dare hecoming increasingly important to prevent their abuse. Personal
[dentification numbers, passwords. smart cards are some of the means normaily
employed for this purposce. These means do not really identify a person. but onh
knowledge of some data or belonging of some determined object. Therefore. muany
of these limitations can be climmated by incorperation of better methods that can be
used to verify identity by measuring and analyzing human characteristics instead ot
things the individual may have (smart card) or know (password).

The work presents & new method for generating crypto keys fron fime priy

The proposed method <o ol Dve nisdn stages: S calicss o
extraction, reference i corccr o ceoion af fmeress LTt
generalion.

The main eoal o % -0 i usine the fneerprin. tebnaiog
number of cryptographic .o b can be oused for identifig persos

for authentication purpose -,

The generation of hio-ievs depends on the extracted clobal and tocsl fany
in fingerprint image. The exiracted {eatures used to determine the region of interes:
in fingerprint. Depending on the information inside the region of interest the hiv-
keys will be generated.

The work has given reasonable results in generating kevs that have differer
lengths because of the difference in features for each person. It also. shows that the
generated bio-keys are very similar to those of the same person and there are no two
peopie who have the same bio-keys. Therefore, it can play an important role in
security applications.

Using empirical data this approach is viable in practice, in terms of easc of

use, time of execution, and performance.
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