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Abstract

Nowadays, daily communications of all kinds over the Internet have become incredibly popular.
However, message transmissions over the Internet still have to face all kinds of security problems.
While aim of cryptography is protecting the content of messages, steganography is the technique for hiding
additional information in cover data. This paper, proposed method based on Adaptive Minimum Error
Least Significant Bit (AMELSBR) but by distributed this error among the gray level components
(red(R),green(G),blue(B)) of each pixel, where aim to reduce color variation among pixels when k*
message bits embedded in the pixel tacking benefit that the gray level component (R,G,B) for each
pixel have the same value , so that R component used to embed the value of k* and both the G and B
component used to embed the actual message bits. This method speedup the extraction process so that
it 1s not necessary to reverse the hiding procedure to extract embedded message. Finally, it is not
necessary to use control information about the hiding procedure so that the stego cover will be used

with full capacity to store the message only.
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1. Introduction

The escalation of communication via computer network has been linked to the increasing use of
computer aided steganography. Steganographic methods usually hide ciphered messages in other,
harmless- looking data in such a way that a third person can not detect or even prove this process. [1]

Information hiding represents a class of process used to embed data into various forms of media

such as images audio, text or 3D models.

The embedded data should be invisible to a human observer. The term hiding can refer to either
making the information imperceptible or keeping the existence of the information secret [2].
Steganography is the art and science of communicating in a way, which hides the existence of the
communication in contrast to cryptography. Where the enemy is allowed to detect, intercept and
modify messages without being able to violate certain security premises guaranteed by cryptosystem
.the goal of steganography is to hide messages inside other harmless messages in a way that does not
allow any enemy to even detect that there is a second secret message present [3].

In this paper, a steganography method will embed messages in a cover-image and create a stego-image.

Those stego-images produced using distributed minimum error LSB replacement method.

2. Minimum-Error LSB Replacement Method (MELSBR)  [4]

In grayscale image, there are total 256 levels to represent the intensity of each pixel. If we were to
embed k (k<8) bits of message in a pixel, directly replacing the k-LSBs of the pixel will introduce less
error than replacing any other k-bits, and the maximum error is 2k -1.

In the total 256 gray levels, there are 2 (8-k) gray levels with the same value in the k least significant
bite as the k message bits. To reduce the embedding error, we should select the one that has minimum-
error with the original gray level to replace the pixel level. To reach the aim, a simple way is provided.

It will adjust (k+I)th LSB, and check it's embedding error. And then select the gray-scale with less



embedding error to replace the original ones. Fig (1) illustrates the adjusting method, which contains
two steps and is called minimum-error LSB replacement method (MELSBR). Using the MELSBR

method, the maximum error can be restricted to k),

fret

Step 1: Embed k-bits (k=4) message in the k LSBs

Step 2: Adjust the (k+1) th LSB's value and check it's embedding error

Figure (1) Two Steps of MELSBR method

3. Adaptive MELSBR Method [4]

This method works by tacking advantage of local characteristics of cover image base on the

MELSBR.

The upper bound (U) of embedding capacity for each pixel in the cover image is evaluated,

U= oz (X) -1 | (1)

where X is the gray level of pixel x, the embedding capacity K of pixel x is defined as the minimum
number of bits to store the value D minus 1,

K= logz (D) | @)

D for each pixel is equal to the difference between the maximum and minimum gray level of pixel x

neighborhood as shown in Figure (2).

D =max {a, b, ¢, d} - min {a, b, c, d} 3
a b c
d X

Figure (2) the mask for evaluating the gray variation in the neighbors of pixel “x”



The number of bits pixel can embed k* = minimum (U,K).

Finally, to avoid embedding message in local area a scatting method is provided. To scatter a message
a random number with value in [0,1] is generated for each pixel to decide weather the pixel is used to
embed Message bits by compare its value against P , where P = AM/ C , embedding ratio, amount of

message, predictive embedding capacity respectively.

4. The Proposed Distributed AMELSPR Method

In order to reduce the amount of color variation between pixels when K* message bits
embedded in the pixel, and tacking advantage that the gray level component ( R,G,B) for each pixel
have the same value for DA  MELSBR method was proposed.

This method works by compute the embedding capacity for each pixel k*, and distribute k* bits from
message between G and B component for the selected pixel. R component will mark k* value for this
pixel, since the total number of gray level is 256 used to represent the intensity of each pixel of gray
scale image and since k* value is the minimum between U and K , log function reduce the value of the
base parameter, the maximum value can be computed is log 256, so k* don’t exceed 2-bit or 3-bit, the
maximum value of bits pixels 6 and the 7" bit is the adjust(k+1) LSB value. So any changing make for

this bit change the color value which makes color variation between pixels color is noticeable.

For the above reasons, R component is reserved to store the actual number of bits in another component

(G & B), G and B store the same number of bits, if k* is odd number then simple pad will be used.

So, R value can be 01,10, and 11 which represent the number of bit in each component G&B. ‘0’ value
will be used as an indicator and will be stored in the LSB bit from the R byte, the final values can be
stored in R byte is 010,100, and 110. This value represented actually the number of bits in both G & B
byte (2, 4 or 6).

In order to scatter the message, we use the following key,

Key=1—-(X/256). If k< p then the pixel can be used to embed the message.



Variable used:

P embedding ratio

C predictive embedding capacity
AM amount of message

U  upper bound

K embedding capacity K of pixel x

4.1 Embedding Algorithm

Step 1.  Predict the embedding capacity C of the cover-image.
Step 2. Compute the embedding ratio with P-AM/C, AM is the amount of embedded message.
Step 3.  Scan the cover image from the top-left to the bottom-right. For each pixel x in the message-
embedded part, perform the following steps:
Step 4. Using Egs. (1) and (2) to evaluate the embedding capacity (K) and the embedding upper
bound (U) of x. Take K* = min(K, U)
Step 4.1  Embed the value ofk/2 in red byte
Step 4.2 Embed K*-bit message in the K*-least significant bits of x, with k/2 bits in green byte and
k/2 in blue byte.

4.2 Extract Algorithm

The following algorithm describes the sequence of extracting process.

Step 1: open (stego cover, recover binary file, recover text file)

Step2: do while pixel position not equal to the end of hiding data

Step3: extract the value of k/2 from the red byte

Step4: extract the first k/2 bit of text from green byte and add it to the recover binary file
Step5: extract the remainder k/2  bit from the blue byte and add it to he recover binary file
Step6: convert the binary file into text file

5. Experimental Result

We have used the proposed method to embed different messages in different images as shown in

Figure [3 a,b,c] and Figure[4 a,b,c] respectively, Figure[3.a] shows the selected message, Figure[3.b]



shows the binary representation of the embedded message and the internal implementation of the
proposed algorithm where the value of R, G, B, K*,Bts, R’, G’, and B’ parameters are evaluated for a
selected gray scale stego cover, Figure[3.c] shows the resulted extracted binary representation and the
retrieved text. Figure [4.a,b,c] shows the same details for color image, the minimum square error,
signal to noise ratio, peak signal to noise ratio metrics are evaluated for each cover image, Table[1]
lists different message size and different stego covers and the time for embedding and extracting
process for each stego cover. From Figure(3.b) we can note that the change in value for green and blue
component are small, but the change for value of the red component is greater than the other, this
changes for gray scale image while in Figure(4.b) the changes for all the component are closer to each

other.

& Hiding Form

hide process  Test Measure Extract Process

Figure (3.a2) an
experimental result
of proposed method
on gray scale image,
MSE = 0.43, SNR =

47.075, PSNR =

51.561.

MSE 0.43db
SNR 47.075db

PSNR 51.561db




= Form1 E@
Original Text Binary Representation for Input Mesage
I Th = paper a steganographic method bazed o dapt we 0007007071071 0007 000007 01 07 000 107 0000711
minirnum error LSE replacement method, this methc\d called 0100101171001 100700000071 11000001100001011100
distribe adaptive MELSER method | this method aim t 000110010101711007 00070000001 100001 001 000000
reduc IDr wariation between pikels when k* meszage bitz 1171001101711 07100071 1007010110011 1011000010710
embe n the pi elt king advantage that the aray level 1110011011711017001711017110071001100001071717000

component [F| G.B] for each pixel have the zame value | so
that r component used to embed the value of k* and both the

red and green component uzed to embed the actual meszage
hits thiz method zpeed up the extraction process =0 that it iz
not necesszany to reverse the hide procedure in order to extract
embed meszage. alzo all the image cover are used to embed
meszage bit and there iz no need for control information about
the hide process to be embedded in the cover.

00717107 00007710700701100017001000000110110101
10070707117070007707000077107717077007 0000700
0000771 00070071100007017100170110010701100100
001 00000007 00000077017117011071 10007 00000071
00007071007 00017000010111000001110100011010
010111011007 70071 0700710000001 1011010711010010
1101110017070010110110101110101011011010010
000007 70070701170070077110070077107711101771007
0007 0000007 0017000707001 710100007 0007 00000071
110070017007010711000007101100071100007107100

Internal Implementarion

& R G B S Bits R’ G' B -~
(1] B4 B4 G4 5 0100 B3 153 65
[E2] 10 10 0 2 o1 10 10 11
(7.3 34 34 34 4 oo 36 33 32
[7.4] 32 32 32 4 1100 36 35 32
[7.5] 27 27 27 4 0o 28 26 26
[7.B] 27 27 27 4 11 28 27 25 -
[7.7] 23 29 29 4 1011 28 30 g
(78] 33 33 33 4 oo 36 36 38
[F.4] 40 40 40 4 o0 44 40 4

[7.10) 41 41 41 4 oo 44 40 40
[F11] 49 49 49 5 ao110 53 49 a0
[F.12] 53 53 53 4 1001 52 54 53
[7.13) 53 58 ot} 4 om0 B0 57 58
[7.14) 53 53 53 4 1110 52 55 54
[7.15) 44 44 44 4 oo 44 44 46 L]

Figure (3.b)
original text, the
binary
representation of it,
internal
implementation of
proposed algorithm
for the last row in
embedding process
R= original red
value
G= original red
value
B= original red
value
K* = No of bit
embedded

Retrieved Binary Representation

Retrived Text

(10000771 077100177 0000001 01 01 000101 00001 01 00710
1110071001 00000011 1000001 000010111 00000T1 0010101
110010001 0000007100007 00 0000001110011 01110700011
A AN
(00700007 £71001000 107 00100 10 001 0710007100700
Q0001101 000111107 000110000 10111011001
(0002000001 100m 0T 00m Q1000
(0010000001 Q0000011011011 11000 0000001100001
(1007000110000 0111000001101 000T 000101101100
1100101 0m o000 qr Mo magonm a0 am o
1010101 AT OO0 101007 000001 0m O T 11001001 1
10010011011 110111001 000 00000010011 0007 M 00110100
(T DO 000001001 001 000 11 000001101 100071100
Q101100011 071000 0101 010 00T 0 11001101
(000100000t 10T m T T0m o To0m 1010000110111

i et

In Thi paper a steqanographic method based on
adaptive minmum enar LS8 replacement method, this
method iz called distabuted adaptive MELSBR methad
,this method am to reduce color vanigtion between
pikels when k¥ message bits embedded in the pivel
tacking advantage that the grap level component

(R 2.B) for each pivel have the same value , 5o that
compangnt used to embed the valug of k* and bath
the red and qreen camponent used to embed the
actual message hits, this method speed up the
extraction process so that itis not necessa to 1everse
the hide procedure in order to extract embed message,
a0 all the mage cover e used to embed message
bit and there is i need for control infomation about
the hide process b be embedded in the cover,

binary

Figure (3.c¢) retrieved

representation and
retrieved text



=, Hiding Form

hide process  Test Measure Extract Process

Figure (4.2) an
experimental result of
proposed method on
color image, MSE =
0.55, SNR = 47.095,
PSNR = 50.741.

Original Text

Binary Representation for Input Mesage

In Thiz paper a steganographic method bazed on adaptive
minimum error LSE replacement method, this method iz called
diztributed adaptive MELSER methad | this method aim to
reduce color varation between pikels when k* meszage bits
embedded in the pixel tacking advantage that the gray level

embed meszage. alzo all the image cower are uzed to embed
mesgzage bit and there i no need for control information about
the hide process to be embedded in the cover.

0700700107701 1100070000007 010700011070000711
0700701170071100700000017170000071700007011100
0007700107077110070007 0000001 100001 007000000
1110011077701 00071700710707171001170711000070110
111001101117011001110717001001700001077171000

010171101100717100707007100000011071701011070010
11011100770700101710110710111071070110711070010
000001 1007107011100700117001001101111017171001
00070000007001 1000701 007701000070007 0000007
110070017007010777000007707110007710000707100

Internal Implementation

Figure (4.b) original

camponent [RGB for each pizel have the zame value | zo 007107 00001101007 01710001 100100000011 011071071 text the binar

that r component uzed to embed the value of k¥ and bath the 10070707171707000770700007107177077007 0000700 ] y
red and green component uged to embed the actual meszage 0000770007007 1000070777007 1077007 0707100700 3 3
bitz, thiz method speed up the extraction process za that it iz 007 00000001 0000001101111011071 110001 00000011 representatlon Of lt’
not necessany to reverse the hide procedure in order to extract 00007011001 00017 00007 071100000711701000711010 internal

implementation of
proposed algorithm
for the last row in
embedding process

[&d R G B K il G B il R= original red value
fEA] 138 174 iy 5 01001 141 170 271 2.
5.2) 17 180 216 4 1100 132 183 216 G= original red value
i5.3) 128 177 212 5 11001 133 182 213 B= original red value
5.4] 129 175 196 A 11011 133 174 199 .
[5.5) 118 165 185 & 110001 118 166 185 K* = No of bit
[5.5] 105 125 139 B (I] 107 124 138 embedded
5.7] CE) 128 161 E 001000 102 129 160 R’= new red value
5.8] 118 146 198 E 000111 118 144 199
[5.9] 143 171 223 5 01000 141 170 220 G’= new red value
510 135 180 224 5 11010 133 182 226 .
E11] 134 179 223 5 00011 133 176 223 = new red value
5.12] 130 182 210 5 oo o1 133 177 209
(513 127 180 208 5 ] 125 177 208
i5.14] 133 180 203 4 0000 132 180 200
(5.15] 133 180 203 4 1101 132 183 201 |




W, Extracting

Retrieved Binary Representation

A3
Retrived Text

(11000 000 011011 0007 0000001 010100011 01000011 070010
110011001 000000111 0000011000001 1100000TT00T010T
11001 000100000071 0000 00100000011 100T10T110100011
00010071107 0000101011000 T0TT00T11071Y
(07 00011 0000101110000011 01000011 010010110001100100
Q000 T 01000 0T 10001 ToToneoTTOTTTIOTTO0T
0007 000000110007 0011 000010111001 10T1001010T10010
(001 00000001 000000T107717017011100010000001100001
(111001 0007100001011 000001 110100011 01001011107100
T0M D0m 000000 o moToToorroTrooTToTo00
1010000071 0001 000000110010101 110010011
10010077077110777001 0007 00000010011 0001010011070
(07 0001 000000111007001100101011100000110110001100
monoommomommon oo oo oo
0007 000000T107100071 00 01071 10100011010000110111

| This paper a steganographic method based on
adaptive minraum enor LS8 replacement method, tis
method iz called distibuted adaptive MELSBR method
,thiz mmethiod aim b reduce colar vanation between
pikels when k* message bits embedded in the pivel
tacking advantage that the gray level companent

(R .8 for each pixel have the same valug , g0 that 1
companent used b embed the valug of k* and both
the red and qreen companent used b embed e
actual message bits, this method speed up the
exhiaction process g0 that it is not necessany to reverse
the: hide procedure in order to exhact embed message,
als0 &l the mage cover e used b embed message
bit and there i o need for contol infomation about
the hide process to be embedded in the cover.

==

Figure (4.c) retrieved
binary
representation and
retrieved text

Table (1) Message size, Time for Embedding and Extracting for Different Stego Covers

Stego cover | Message size | Image Type | Time for hide process | Time for extract process
In bit In second In second

Face one | 8840 Gray scale |8 6

lena 9200 Color image | 9 7

renata 14789 Color image | 5 5




6. Conclusion

In this paper we proposed steganographic method for hide text in image this method depend on
the AMELSB method, the proposed method takes the advantage of gray level distribution and local
characteristic of cover-image to embed maximal amount of image size and speed up, facility the
process of extract and retrieve message where there is no control information needed to be hidden the

cover-image.
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